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Preface

This IBM Redbook gives a broad understanding of the upcoming iSCSI
architecture standard. You can gain an understanding of the iISCSI technology
and products that provide iSCSI solutions from IBM with the TotalStorage 200i,
and from Cisco with the SN5420 Storage Router.

This redbook will guide you in planning, installing, implementing and configuring
an iSCSI solution, and the installation of the iSCSI clients for both pieces of
equipment on their supported operating systems.

The book will also cover, in detail, the installation of applications when using
iISCSI storage. The applications include Oracle9i for Windows 2000 and Linux,
IBM DB2, SAP R/3, Microsoft Exchange 2000 and Lotus Domino for Windows
2000.
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Jose Centers.

Rowell Hernandez is a Project Leader for Network Attached Storage and
Internet SCSI research and documentation at the International Technical Support
Organization, San Jose Center. Before joining the ITSO in 2001, he worked as
an IT Specialist for IBM Philippines, providing support for the IBM @server
xSeries Server and Netfinity servers, Windows NT, Clustering and Linux. Rowell
is also an IBM @server Certified Systems Expert - xSeries Windows, Microsoft
Certified Systems Engineer + Internet, Citrix Certified Administrator, Comptia A+
Certified Technician and Red Hat Certified Engineer. He holds a bachelor's
degree in Computer Science from AMA University, along with graduate work in
Information Management at Ateneo De Manila University.

Keith Carmichael is an advisory IT Availability Professional from IBM South
Africa. He’s worked for IBM for the last five years in Integrated Technology
Services Division. Keith’s current responsibilities include Technical Support for
PCs as well as managing the Parts Recovery Center. He is a Microsoft Certified
Professional and also busy working toward his Windows 2000 MCSE
certification. His areas of expertise are Windows NT, Windows 2000, xSeries and
Netfinity servers, Desktop, ThinkPads, and thin clients. Keith holds a National
Diploma in Electrical Engineering.

© Copyright IBM Corp. 2002 xvii



xviii

Diana Malen is a DBA Specialist for Strategic Outsourcing at IBM Limited New
Zealand Global Services in Auckland. She has a bachelor’s degree in Computer
Science from the University of Tulsa, Oklahoma. She has more than 11 years of
experience in the IT industry. Before moving to New Zealand, she worked as a
Software Developer and as a Sybase and Oracle Database Administrator in the
USA. Her expertise is in database administration, specifically for Oracle and
Informix.

Barry Moore is a Consulting IT Specialist at IBM with 15 years of experience in
the IT field. He holds a bachelor’s degree in Business Computer Information
Systems from the University of North Texas, along with graduate work in
Computer Systems at Marist College, Poughkeepsie, New York. His areas of
expertise include SAP R/3, Relational Database Management Systems
(RDBMS), RS/6000 servers and storage, Storage Area Networks (SAN), and
IBM Websphere.

George Lane is a Storage Networking Consultant at IBM. He started with IBM 23
years ago as a Customer Engineer. His focus has always been customer
support. In previous positions he has worked as an IT Specialist in Networking
and AIX. Recently George was part of IBM Global Services in Software Support
Practice. Currently George is working with SSG in Pre-Sales Marketing Support
for NAS and iSCSI products, and has worked extensively with the NAS and
iISCSI development and test teams prior to these products coming to market.
George's responsibilities now cover worldwide support for SSG.

Joe Earhart is a Systems Engineer based in Raleigh, North Carolina. He has 21
years of experience in the telecommunications field. He has worked at Cisco
Systems for one year. His areas of expertise include TCP/IP, routing, switching
and storage area networking.

Thanks to the following people for their contributions to this project:

Emma Jacobs
International Technical Support Organization, San Jose Center

Gabrielle Velez
International Technical Support Organization, Rochester Center

John Byrd, David Watts, Steve Russell, Tamikia Barrow, Gail Christensen,
Margaret Ticknor, and Jeanne Tucker
International Technical Support Organization, Raleigh Center

Using iSCSI: Solutions’ Planning and Implementation



Sandy Albu, William Champion, Brian Tesar, Megan Kirkpatrick, Jim Blue, Paul
Mattson, Matthew Lietzke, Karen Belding, Sandra Kipp, Margaret Lukowski,
David Reich, Thomas Daniels, Jim Sedgwick, Bryan Winkleman, Garry Rawlins,
Holly Tallon, John Dowdy, Hiromi Fukushima, and Jim Tuckwell

IBM Raleigh

Paul Fried
IBM Poughkeepsie

Pete Potosky, John Hartman, and Steve Miedema
IBM Rochester

Susan Grey, Mickey Jones, Bruce Allworth, and Lamar Reavis
IBM Advanced Technical Support - Storage Networking

Julian Satran
IBM Haifa

Wolfgang Singer
IBM Austria

Special notice

This publication is intended to help IBM Professionals, Customers and Business
Partners to understand, plan and implement solutions using iSCSI. The
information in this publication is not intended as the specification of any
programming interfaces that are provided by IBM TotalStorage 200i and Cisco
SN5420. See the PUBLICATIONS section of the IBM Programming
Announcement for IBM TotalStorage 200i and Cisco SN5420 for more
information about what publications are considered to be product documentation.

Preface  XiX



IBM trademarks

The following terms are trademarks of the International Business Machines

Corporation in the United States and/or other countries:

e (logo)® @ Redbooks Logo @
IBM ® Redbooks™
AIX® S/390®
AS/400® ServeRAID™
DB2® Sp™
Enterprise Storage Server™ SP2®
ESCON® ThinkPad®
Home Director™ Tivoli®
Hummingbird® TotalStorage™
IBM® Wave®
Informix™ xSeries™
Netfinity® Lotus®
0S/2® cc:Mail®
Perform™ Lotus Notes®
RS/6000® Notes®

Domino™

Comments welcome
Your comments are important to us!
We want our IBM Redbooks to be as helpful as possible. Send us your
comments about this or other Redbooks in one of the following ways:
» Use the online Contact us review redbook form found at:
ibm.com/redbooks
» Send your comments in an Internet note to:
redbook@us. ibm.com

» Mail your comments to the address on page ii.

XX Using iSCSI: Solutions’ Planning and Implementation


http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/contacts.html

Introduction to Internet SCSI

Storage is one of the fastest growing investment areas in the I/T arena. In the
July 2000 issue of Technology Investor it states, “more storage capacity was sold
in 1999 than in all previous years combined”. Industry experts estimate that data
stored is doubling every year.

What is the driving force behind this phenomenal growth in storage? We find that
dramatic growth in existing applications, such as online transactions, e-mail and
so forth, plus the development of complex new e-commerce applications,
including multimedia applications, play a big part. It is driven by systems like the
Internet and intranets. The requirement for continuous availability of information
in the e-business world encourages organizations to duplicate, even triplicate
online copies of their data. And, it is ultimately enabled by the extraordinary
ability of the disk drive industry to keep doubling the disk drive capacities almost
yearly, while at the same time delivering 30% to 40% compound price reductions.

With the increased need for storage, the shortage of I/T professionals in the
marketplace, the competition to get new products and technologies to market,
and the increased budget constraints to accomplish these tasks, the need for
more storage options becomes an important factor.

In this chapter we will discuss one of these new technologies, iISCSI. We will try
to answer the questions:

» What is iSCSI?
» How does it compare to SAN and NAS?
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» When would iSCSI be considered as a storage solution?
» How does it work?
» What products are available to implement an iSCSI solution?

IBM is a leader in the development and delivery of iSCSI technology and storage
products. With the announcement in February 2001 of the TotalStorage IP
Storage 200i, IBM is the first to market with an iISCSI solution. IBM, as well as
other network and storage vendors, is working very closely with the Internet
Engineering Task Force or IETF in developing the iSCSI standards.

In later chapters we will discuss some of the operating environments and
applications that may be used with this technology. We will also take a closer
look at the iISCSI hardware that was used in the development of this redbook.

1.1 What Internet SCSI (iSCSI) is, in a nut shell

2

iISCSI is a proposed industry-standard that allows SCSI block 1/0O protocols
(commands, sequences and attributes) to be sent over a network using the
popular TCP/IP protocol. This is analogous to the way SCSI commands are
already mapped to Fibre Channel, parallel SCSI, and SSA media. (Do not
confuse this with the SCSI cabling transport mechanism. We are talking about
protocols).The iISCSI proposal was made to the Internet Engineering Task Force
(IETF) standards body jointly by IBM and Cisco.

The question arises whether we can use TCP/IP, the networking technology of
Ethernet LANs and the Internet, for storage. This could enable the possibility of
having a single network for everything. This could include storage, data sharing,
Web access, device management using SNMP, e-mail, voice and video
transmission, and all other uses. IP SANs could leverage the prevailing
technology of the Internet to scale from the limits of a LAN to wide area networks,
therefore enabling new classes of storage applications. SCSI over IP could
enable general purpose storage applications to run over TCP/IP. Moreover, an IP
SAN would also automatically benefit from new networking developments on the
Internet, such as quality of service and security. It is also widely anticipated that
the total cost of ownership of IP SANs would be lower. This is due to larger
volumes of existing IP networks and the wider skilled manpower base that is
familiar with them.

The problem is that IP networking is based on design considerations different
from those of storage concepts. Is it possible to merge the two concepts and yet
provide the performance of a specialized storage protocol like SCSI, with block
I/O direct to devices? The challenges are many. The TCP/IP protocol is
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software-based and geared towards unsolicited packets, whereas storage
protocol are hardware-based and use solicited packets. Also a storage
networking protocol would have to leverage the TCP/IP stack without change
and still achieve high performance.

IBM research, at its Aimaden and Haifa research centers, has undertaken to
solve these issues. The goal is to make the promise of IP SANs a reality. Efforts
are concentrated along two different directions: the primary effort is to bridge the
difference in performance between Fibre Channel and IP SANs. In parallel, there
is an effort to define a standard mapping of SCSI over TCP/IP. The result is
Internet SCSI (iISCSI).

In the simplest terms, iSCSI allows the transport of SCSI commands over
TCP/IP. Yet the implication is tremendous. The proliferation of the Internet
brought the explosion of the networking industry in the last decade. Still, the
growth area for the new decade will be storage. At the higher end of the
spectrum, the deployment of SANs will reflect the deployment of LANs in the
earlier decade. However, this realization will not result from Fibre Channel (FC)
alone. While FC has the advantage of throughput at the moment, it lacks the
maturity and breadth compared to IP-related technology This lack is reflected in
cost, interoperability, and functionality of FC equipment. At the same time, this
lack opens a window for IP-based SAN. FC’s big advantage of throughput is
being diminished by the rapid deployment of Gigabit Ethernet technology, with
10G on the horizon. iISCSI brings SAN onto the IP infrastructure that is familiar,
affordable, mature, and rich in function.

Yet iSCSI as a technology is still in its infancy. The protocol still is a draft at this
writing, by the Internet Engineering Task Force (IETF) working group.

1.1.1 Internet Engineering Task Force draft

The IETF is a large open international community of network designers,
operators, vendors, and researchers concerned with the evolution of the Internet
architecture and the smooth operation of the Internet. It is open to any interested
individual. The actual technical work of the IETF is done in its working groups,
which are organized by topic into several areas (for example, routing, transport,
security, and so on). The IETF is under the Storage Networking Industry
Association or SNIA’s IP Storage Forum that promotes interoperability among
storage products and venders. SNIA is accepted as the primary organization for
the development of SAN and NAS standards, with over 150 companies and
individuals as its members, including all the major server, storage, and fabric
component vendors. SNIA is committed to delivering architectures, education
and services that will propel storage networking solutions into a broader market.
IBM is one of the founding members of SNIA, and has senior representatives
participating on the board and in technical groups. The SNIA mission is to
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promote the use of storage network systems across the IT community. SNIA has
become the central point of contact for the industry. It aims to accelerate the
development and evolution of standards, to promote their acceptance among
vendors and IT professionals, and to deliver education and information.

SNIA established the IETF in April 2001 joining approximately twenty companies
together to establish the iSCSI standard. The announcement can be found at the
following Web site:

http://www.snia.org/English/Overview

In that announcement SNIA made the following comments about the far reaching
usage of iISCSI technology; they said, “iISCSI specifies a way to transport data
residing on SCSI devices natively over TCP. iSCSI allows a company’s existing
Ethernet network to transfer SCSI commands and data with total
location-independence. Standard routers can be used to extend the access to a
WAN or, if transmitted over the Internet, to any location in the world. The use of
IP allows both small and large enterprises to leverage their investments on
existing Ethernet infrastructure and IT staff knowledge. Hence, products built on
the iISCSI standard will be welcomed by businesses of all sizes as a means to
maximize their return on investment (ROI).

IBM has taken a leadership role in the development and implementation of open
standards for iISCSI. As it is a new technology you can expect additional
developments as iISCSI matures. Also we can anticipate extensions to other
existing technologies, such as faster Ethernet (10GB/second), HBA’s with
TCP/IP off load engines, and so on.

1.2 iSCSI comparison

4

How does iSCSI compare to SAN and NAS? Figure 1-1 is a simple diagram
showing the three implementations side by side.
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1.2.1 SAN
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Figure 1-1 SAN/NAS/iSCSI comparison

A SAN is a specialized, dedicated high speed network. Servers and storage
devices may attach to the SAN. It is sometimes called “the network behind the
servers”. Like a LAN, a SAN allows “any to any” connection across the network,
using interconnect elements such as routers, gateways, hubs and switches.
Fibre Channel is the de facto SAN networking architecture, although other
network standards could be used. In this book, when we refer to SANs we mean
Fibre Channel SAN. Therefore, a decision to implement a SAN is a decision to
develop a new storage network infrastructure. Large numbers of customers
worldwide are implementing Fibre Channel SAN’s right now. Industry analysts
view this as the storage network infrastructure with the most momentum during
the next two or three years.

Fibre Channel is a multi-layered network, based on a series of American National
Standards Institute (ANSI) standards. These define characteristics and functions
for moving data across the network. Like other networks, information is sent in
structured packets or frames, and data is serialized before transmission. But,
unlike other networks, the Fibre Channel architecture includes a significant
amount of hardware processing. This is oriented to storage block I/O protocols,
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1.2.2 NAS

such as serial SCSI (known as FCP). It is capable of delivering very high
performance, relative to a NAS device, which is optimized for network file I/O.
The speed currently achieved is 100 MBps full duplex, with 200 MBps soon to be
delivered.

Measured effective data rates of Fibre Channel has been demonstrated in the
range of 60 to 80 MBps over the 1 Gbps implementation. This compares to less
than 30 MBps measured over Gigabit Ethernet. The packet size of Fibre Channel
is 2,112 bytes (rather large compared to some other network protocols). For
instance an IP packet is 1,518 bytes, although normally IP transfers are much
smaller. But for Fibre Channel, a maximum transfer unit sequence of up to 64
frames can be defined, allowing transfers of up to 128 MBps without incurring
additional overheads due to processor interrupts. Therefore, today Fiber
Channel is unsurpassed for efficiency and high performance in moving large
amounts of data.

However, a SAN implementation does not come without a price. Because of the
complexities involved, a SAN can be an expensive investment. Storage
management becomes a consideration. A high level of skill is needed to maintain
and manage a SAN. Costs can be as high as $2500 per port for the hardware
alone. Much planning must go into implementing a SAN. The decision to
implement a SAN is not a trivial one.

Storage devices which optimize the concept of file sharing across the network
have come to be known as NAS. NAS solutions utilize the mature Ethernet IP
network technology of the LAN. Data is sent to and from NAS devices over the
LAN using TCP/IP protocol. By making storage devices LAN addressable, the
storage is freed from its direct attachment to a specific server, and any-to-any
connectivity is facilitated using the LAN fabric. In principle, any user running any
operating system can access files on the remote storage device. This is done by
means of a common network access protocol, for example, NFS for UNIX
servers, and CIFS for Windows servers. In addition, a task, such as back-up to
tape, can be performed across the LAN, using software like Tivoli Storage
Manager (TSM), enabling sharing of expensive hardware resources, such as
automated tape libraries, between multiple servers. A storage device cannot just
attach to a LAN. It needs intelligence to manage the transfer and the
organization of data on the device. The intelligence is provided by a dedicated
server to which the common storage is attached. It is important to understand
this concept. NAS comprises a server, an operating system, plus storage which
is shared across the network by many other servers and clients. So a NAS is a
device, rather than a network infrastructure, and shared storage is attached to
the NAS server.
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One of the key differences of a NAS disk device, compared to Direct Attached
Storage or other network storage solutions, such as SAN or iSCSI, is that all I/O
operations use file level I/O protocols. File I/O is a high level type of request that,
in essence, specifies only the file to be accessed, but does not directly address
the storage device. This is done later by other operating system functions in the
remote NAS appliance. A file I/O specifies the file. It also indicates an offset into
the file. For instance, the /0O may specify “Go to byte ‘1000’ in the file, (as if the
file was a set of contiguous bytes), and read the next 256 bytes beginning at that
position”. Unlike block I/O, there is no awareness of a disk volume or disk sectors
in a file 1/0 request. Inside the NAS appliance the operating system keeps tracks
of where files are located on disk. The OS issues a block I/O request to the disks
to fulfill the file 1/O read and write requests it receives. In summary, the network
access methods, NFS, CIFS, and Netware, can only handle File 1/O requests to
the remote file system. This is located in the operating system of the NAS device.
I/O requests are packaged by the initiator into TCP/IP protocols to move across
the IP network. The remote NAS file system converts the request to block 1/0
and reads or writes the data to the NAS disk storage. To return data to the
requesting client application the NAS appliance software re-packages the data in
TCP/IP protocols to move it back across the network. A database application
which is accessing a remote file located on a NAS device, by default, is
configured to run with File System 1/O. It cannot utilize a ‘raw 1/O’ to achieve
improved performance.

NAS uses File I/O

IP network

Application
g server
_— ——— NAS Appliance
- A ===
\IP protocol /
Application server File system in NAS
directs file /O request appliance initiates
overthe LAN to block I/0O to NAS
remote file system in integrated disk

the NAS appliance
Figure 1-2 File I/O example

NAS offers a number of benefits, which address some of the limitations of directly
attached storage devices and overcome some of the complexities associated
with SANSs.

» Resource pooling: A NAS appliance enables disk storage capacity to be
consolidated and pooled on a shared network resource, at great distance
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1.2.3 iSCSI

from the clients and servers which will share it. Therefore, a NAS device can
be configured as one or more file systems, each residing on specified disk
volumes. All users accessing the same file system are assigned space within
it on demand. This contrasts with individual DAS storage, when some users
may have too little storage, and others may have too much. Consolidation of
files onto a centralized NAS device can minimize the need to have multiple
copies of files spread across distributed clients. Therefore, overall hardware
costs can be reduced. NAS pooling can reduce the need physically to
reassign capacity among users. The results can be lower overall costs
through better utilization of the storage, lower management costs, increased
flexibility, and increased control.

Exploits existing infrastructure: Because NAS utilizes the existing LAN
infrastructure, there are minimal costs of implementation. Introducing a new
network infrastructure, such as a Fibre Channel SAN, can incur significant
hardware costs. In addition new skills must be acquired, and a project of any
size will need careful planning and monitoring to bring to completion.

Simple to implement: Because NAS devices attach to mature, standard LAN
infrastructures, and have standard LAN addresses, they are, typically,
extremely easy to install, operate and administer. This plug and play
operation results in low risk, ease of use, and fewer operator errors, so it

contributes to a lower cost of ownership.

As mentioned in 1.1, “What Internet SCSI (iSCSI) is, in a nut shell” on page 2,
iISCSl is a network transport protocol for SCSI that operates on top of TCP. iSCSI
encapsulates SCSI protocols into a TCP/IP frame, so that storage Controllers

can be attached to IP networks.

iSCSluses Block I/0

IP network _ Application
server
e [ iSCSI Appliance
| A Block /o =]
IP protocol

»iSCSIlappliance
"'unwraps" the I/O from
TCP and reads/writes
block on disk

Application I/O request
initiates block I/0O which is
encapsulated in TCP/IP and
sent to disk

Figure 1-3 iSCSI uses block /O
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1.2.4 iSCSI benefits

The IBM TotalStorage IP Storage 200i appliance offers a number of benefits, and
it can be viewed as a complementary solution to the other storage networking
implementations already discussed.

Connectivity

iISCSI can be used for DAS or SAN connections. iSCSI capable devices could be
placed on an existing LAN (shared with other applications) in a similar way to
NAS devices. Also, iISCSI capable devices could be attached to a LAN which is
dedicated to storage I/O (in other words an IP SAN), or even on a LAN connected
to only one processor (like a DAS). These options are shown in Figure 1-4.

iISCSI Storage

iSCSI -— - Client )
( y e e
th__ g(lal?tr\:vtare ; === Software =

SCSI Protocol SCSI Protocol SCSI Pro

iSCSI Appliance iSCSI Appliance iSCSI Appliance

Pooled storage

Pooled storage
e i e
== ==

Figure 1-4 iSCSI appliance connection options

Extended distance

IP networks offer the capability easily to extend beyond the confines of a LAN, to
include Metropolitan and Wide Area Networks (MANs and WANS). This gives
greater flexibility, and at far less cost and complexity, compared to the inter
connection of Fibre Channel SANs over wide areas.
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Media and network attachments

iISCSI and NAS devices both attach to IP networks. This is attractive compared
to Fibre Channel, because of the widespread use of IP networks. IP networks are
already in place in most organizations and are supported by existing IT skills.
TCP/IP-based networks can potentially support much longer distances than can
pure Fibre Channel SANs, promising the possibility of scaling IP SANs to
Storage Wide Area Networks (SWAN). Purchasing of attachment technologies is
simplified, as they are the same as for LAN attachments.

Interoperability

The well-known, early-life interoperability problems of devices on Fibre Channel
SANs disappear on networks using the familiar TCP/IP protocol.

Backup

Backup of data on the IP Storage is the same as for any direct attach storage;
that is, via any method that supports SCSl-attached volumes. A backup
application running on an external server, including the one hosting the iISCSI
initiator code, will control the backup of data that is physically stored on the iISCSI
appliance. In the future IBM plans to include more embedded storage
management routines in the IP Storage 200i, including enterprise class solutions
like Tivoli Storage Manager, and other popular industry solutions.

A NAS appliance, because it “hides” disk volumes from its clients, and often
includes specialized backup facilities, may be easier to install and manage.

Management

iISCSI is managed like any direct-attach SCSI device. iISCSI-connected disk
volumes are visible to attached processors. Compared to Fibre Channel SANSs,
iISCSI benefits from using IP networks for which there are established network
management tools and people skills, such as Tivoli Netview or HP Openview.
Such tools enable network administrators to coordinate provision of bandwidth
among users and applications, traffic management, and overall network
operations. Training in new networking skills is minimized.

Fibre Channel SANs currently have more storage-related management tools
than iSCSI, such as support for tape sharing for backup. This advantage is likely
to diminish as iISCSI matures and the market demands SAN-like management
for iISCSI devices.
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Low Cost

Cost comparisons are difficult to generalize and will probably depend on
particular products. An iSCSI SAN is likely to have lower costs than a Fibre
Channel SAN. For example, iSCSI network hardware, such as Ethernet host
adapters, are generally lower cost than Fibre Channel host adapters. If iISCSI (or
NAS) is attached to an existing LAN, no new host adapter cards may be needed
at all. An iSCSI SAN can be built more quickly and with fewer new skills than a
Fibre Channel SAN. An iSCSI disk device, all else being equal, may be lower
cost than a NAS appliance since the iSCSI device does not need to support file
systems, file sharing protocols, and other facilities often integrated into NAS
products.

1.2.5 Considerations to make

Since the iISCSI appliance attaches to the existing Ethernet network,
implementation is very similar to a NAS device. Administration and
implementation are accomplished much more quickly than in a SAN
environment. In this way, NAS and iSCSI are very similar. However, when you
make the comparisons between iSCSI, SAN and NAS, it really comes down to
Block I/O versus File I/0. Both iISCSI and SAN use Block I/O to transport data,
whereas NAS uses File 1/0. The determining factor might ultimately be what kind
of application is to be used. Will the application work better in a Block I/O
environment, or File /0 environment? Is the application a database or file
sharing oriented? How much does performance play in this application?

All File I/Os result at a lower layer in Block I/Os. This means that iSCSI can also
support File /O applications. However, if “visibility” and “sharing” of files are
needed, File I/O applications are better supported by NAS than by iSCSI
devices.

SAN offers better performance, but is more expensive and requires a higher skill
set to implement. iISCSI and NAS offer better pricing and skills may already be in
place to implement them. However, both SAN and iSCSI offer the performance
benefit of Block I/O. These are all considerations that must be taken into account
when making the decision to add storage to the current environment.

Network congestion

In the case of NAS, and backup over IP networks, congestion may cause
variable performance for other applications. This also remains a problem for
iISCSI implementations. This should be alleviated with high speed Gigabit
Ethernet, and largely overcome or masked, in time by the delivery of higher
speed network transmission, such as 10 GB/sec.
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Performance

A performance comparison is difficult to generalize because there are so many
variables. That said, Fibre Channel at 100 MBps (1 Gigabit/second) is generally
more efficient for 1/O traffic than TCP/IP over Ethernet at equivalent bandwidth.
iISCSI performs better than NAS (when both are on Ethernet) due to reduced
protocol overhead. This is because it handles SCSI directly, rather than
translating between file-1/O protocols and SCSI. This makes the IP Storage 200i
appliance suitable for a variety of applications which might not deliver optimum
performance on a NAS appliance. For instance, initial results indicate that
database performance of IBM’s IP Storage 200i is superior using raw 1/O,
compared to the equivalent database function executing through a file system.

TCP/IP is a software intensive network design which requires significant
processing overheads. These can consume a substantial proportion of available
processor cycles when handling Ethernet connections. This is a drawback for
performance intensive storage applications.

A performance consideration, therefore, is the impact of the software protocol
stack on processor utilization. Fibre Channel SANs support SCSI commands
mapped directly to Fibre Channel media, and processor overhead for this
mapping is low. In iISCSI, handling of the TCP/IP protocol requires processor
cycles at both ends. Therefore, at this early time in the evolution of iISCSI, it is
best suited for situations of relatively low I/O activity. This point generally applies
to NAS as well. (“Low” in this case can be thousands of I/Os per second, but will
be less than the very high performance levels which a Fibre Channel SAN could
support.)

The IP Storage 200i, prior to general availability, is achieving its initial throughput
targets. We recommend that early installations of the 200i are best suited to
applications with low to moderate bandwidth requirements under 30 MBps
throughput. Performance testing and tuning is in progress. Overall throughput is
expected to achieve 60MB - 75MB throughput per second in later releases of
microcode.

Security

An argument in favour of Fibre Channel SAN’s is that data moves over a
separate, secure and dedicated network. Many IT managers would have serious
reservations about running mission critical corporate data on an IP network
which is also handling other traffic. iISCSI introduces the possibility of an IP
network SAN, which could be shared. If a separate IP network is implemented to
minimize this risk, the cost advantage of IP SAN would be reduced.
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Product maturity

iISCSI is very early in its development cycle. Industry standards are under
discussion in the key industry organizations, and may take some time to emerge.
Some IT managers will want to “wait and see” how things develop over the
coming months. But, everything has a beginning. The advantages seem to be
significant, and industry analysts have been extremely positive about the
direction which IBM has taken with IP network solutions. The IP Storage 200i
series solutions offer low entry points for IT departments to introduce open IP
storage network solutions in order to test and establish the principles, and
prepare for the future.

1.2.6 When might this technology be used?

The following applications for iISCSI are contemplated:

» Local storage access, consolidation, clustering and pooling (as in the data
center)

» Client access to remote storage (for example, a “storage service provider”)

» Local and remote synchronous and asynchronous mirroring between storage
controllers

» Local and remote backup and recovery

With these applications in mind, the IBM TotalStorage IP Storage 200i will be well
suited for departments and workgroups within large enterprises, mid-size
companies, and service providers, such as Internet Service Providers (ISP), and
e-business organizations.

1.3 iSCSI components

iISCSI consists of several parts to provide a total solution. Figure 1-5 shows the
different pieces that may appear in an iSCSI environment.
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iSCSI Initiator: This consists of software drivers that initiate the SCSI request
over IP to a target server. These drivers will coexist with existing SCSI
devices without disruption. Current IBM drivers support Windows NT/2000
and Linux.

iSCSI Target: This software manages the SCSI over IP requests on the
target device.

iSCSI iManager: The iManager software sits outside the datastream
providing TCP/IP fabric services to aid device discovery, storage policy, LUN
virtualization (partitioning, mapping, volume management).

The software to support iSCSI is provided with the IBM TotalStorage IP Storage
200i. Currently the initiator code is provided as a driver for the client
workstations. As the product matures, iSCSI host bus adapters will be available
to provide the iSCSI initiator code.

iSCSI in detail

We have discussed in general terms what iSCSI is suppose to be and how it
compares to SAN and NAS. Now lets take a little closer look at some technical
aspects of iISCSI.
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1.3.2 iSCSI technical introduction

As we have mentioned more than once, iISCSI is the mapping of a SCSI remote
procedure invocation model on top of the TCP protocol. A SCSI message is
encapsulated inside the TCP frame and is called an “iSCSI protocol data unit”, or
iISCSI PDU. iSCSI protocol is based on version three of the SCSI (SAM-2)
protocol standard.

1.3.3 How does iSCSI keep track?

Command numbering is session wide and provides the means for ordered
commands. Status numbering is per connection and aids recovery from
connection failures. Data sequencing is per command and detects missing data
packets.

Fields in the iSCSI PDU contain numbering information. With unidirectional
traffic, special NOP-message PDUs may be utilized to synchronize
communications between client and server. The status number is started after
login. Data sequencing is required since multiple client-server paths may be
used.

1.3.4 iSCSI discovery

Discovery allows an initiator to find the target(s) to which it has access. This
requires a minimum of user configuration. Several methods of discovery may be
used:

» Alist of targets at the initiator
» Queries to known iSCSI server
» Queries to Storage Name Server (SNS)

» Use of the Service Location Protocol (SLP) as a type of “multicast”
mechanism

1.3.5 Starting iSCSI (iSCSI login)

The purpose of login is to establish a TCP connection for iISCSI to use. This
process authenticates the iISCSI end stations. IBM’s implementation of this
process uses ID and password, because in a DHCP environment, the IP address
is dynamic and could change from one boot to the next. The session parameters
are set and a security protocol association is created. A TCP connection is
mapped to an iISCSI session. iSCSI connections use layer 5 of the OSI stack.
See Figure 1-6.
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Figure 1-6 The seven layers of the OSI reference model

The Session layer establishes the initial logging on to a transmission between
two nodes, plus the security and final termination of the session.

1.3.6 iSCSI full feature phase

After a successful login process, normal SCSI commands, data and messages
can flow. Data and status for a given command must be sent over the same TCP
connection. This is called connection allegiance and is based on port and IP
number. Ordered command sets may use a different connection.

1.3.7 iSCSI data flows

Outgoing data (initiator to target) can be either solicited or unsolicited. Solicited
data must be sent in response to Ready to Transfer PDUs (R2T) from the target.
An initiator can send unsolicited data as part of a command or in a separate
PDU. All subsequent data PDUs have to be solicited.

Figure 1-7 shows the iSCSI data packet frame.
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Figure 1-7 Data encapsulation of iSCSI frame

1.3.8 iSCSI connection termination

Connection terminations are exceptional events. Graceful connection shutdowns
occur when there are no outstanding tasks with allegiances to the connection. If
there are outstanding tasks, or tasks that have not yet sent status information,
recovery actions may be needed.

Connection termination is also required as a prelude to recovery. Connection
termination can avoid old PDUs from previous connections. (Logout is sent by
the initiator.) Targets request the initiator to issue a Logout through an
Asynchronous Event PDU.

1.3.9 iSCSI naming

Every initiator and target will be identified by its World-Wide Unique Identifier
(WWUI) name. The WWUI name is not to be confused with an address. Targets
are allowed to have a generic WWUI called “iSCSI”. The WWUI is used as a part
of an iSCSI address.

1.3.10 iSCSI addressing
The iSCSI address has the format of:

<IP address>[:<port>]/<wwui>
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The IP address can be either IPv4, IPv6, or the fully qualified domain name. The
<port> is optional; it specifies the TCP port that the target is listening for
connections on. If it is not used, the well-known iSCSI port is assumed. The
<wwui> is the WWUI of the device.

The iSCSI address specifies a single path to an iSCSI target. The iISCSI address
is primarily used during discovery. It ensures that the SCSI PDU gets delivered to
the correct agent and does NOT effect any SCSI protocol specific addresses.

1.3.11 iSCSI message synchronization

iISCSI PDUs are of varying length, but TCP does not have a mechanism to
identify these message boundaries within the TCP layer. iSCSI places message
length information in the iISCSI header to delineate the end of the current
message and the start of the next message. A potential problem still exists if
iISCSI PDUs are delivered out of sequence or are missing.

There are several schemes that can be used to delineate the starting points of
various messages. One of the easiest to implement is by using fixed interval
markers. A special marker frame with a 32-bit pointer to the nextiSCSI PDU start
is used.

1.3.12 iSCSI synch and steering

An optional layer can be inserted between the iISCSI and TCP layers called
“synch and steering”. This layer retains the ending address for every delivered
iISCSI PDU. It includes the minimum header information as part of its
encapsulation process. The information is used to deliver PDU contents to a final
address and aid with recovery operations if TCP frames are lost during
transmission.

1.3.13 The IBM TotalStorage IP Storage 200i
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In February 2001 IBM announced the IBM TotalStorage IP Storage 200i, which
was available at the end of June 2001.

This is a network appliance that uses the new iSCSI technology. The IP Storage
200i appliance solution includes client initiators. These comprise client software
device drivers for Windows NT, Windows 2000 and Linux clients. These device
drivers co-exist with existing SCSI devices without disruption. They initiate the
iISCSI I/O request over the IP network to the target IP Storage 200i. The IP
Storage 200i target appliance has both iSCSI target code and embedded storage
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up to 3.52TB. IBM plans to add additional clients in response to customer
feedback and market demands. IBM is committed to support and deliver open
industry standard implementations of iISCSI as the IP storage standards in the
industry are agreed.

Processors (initiators) supporting iISCSI can attach to IP Storage 200i over a
TCP/IP network, such as (but not necessarily limited to) an Ethernet LAN.
Attachment might be directly to the server or storage, or might be via a protocol
converter at either end. The initiators are device drivers that intercept the low
level SCSI commands, redirect them via TCP/IP encapsulated command, and
map the SCSI command directly to its embedded storage.]

The IBM IP Storage 200i is a low cost, easy to use, native IP-based storage
appliance. It integrates existing SCSI storage protocols directly with the IP
protocol. This allows the storage and the networking to be merged in a seamless
manner. iISCSI-connected disk volumes are visible to IP network attached
processors, and as such are directly addressable by database and other
performance oriented applications. The native IP-based 200i allows data to be
stored and accessed wherever the network reaches, LAN, MAN or WAN
distances.

Two options for attachment exist. You may choose to integrate the 200i directly
into your existing IP LAN, combining storage traffic with other network traffic.
This is a low cost solution for low activity storage applications. The alternative is
SAN. Servers attach only to storage devices on the dedicated IP SAN. It acts as
an extra network behind the servers, while the LAN in front of the servers
remains dedicated to normal messaging traffic.

IBM TotalStorage IP storage 200i, comprises the 4125 Model 110 and 4125
Model 210 tower systems, and the 4125 Model EXP rack mounted system.

These are high-performance storage products, and they deliver the advantages
of pooled storage, which PC SANs provide. At the same time they take
advantage of the familiar and less complex IP network fabric.
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IBM TotalStorage IPStorage
200i

In this chapter we discuss, in detail, the hardware that makes up IBM’s entry into
the iSCSI arena. The IBM TotalStorage IP Storage 200i is built around the
xSeries 230 server. The operating system used is Linux Redhat 6.2.

We also look at the environment we used to develop this redbook. We will cover
the network setup and discuss some recommendations and considerations for
implementing iSCSI in your environment.

We cover the setup procedure for the 200i as well as step-by-step instructions for
setting up the initiator on Windows NT and 2000.

In later chapters we discuss the Cisco SN5420 iSCSI Router and how it is
installed in our network. You will also find details on the database
implementations that we used.
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2.1 IBM TotalStorage IP Storage 200i series
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This is a network appliance that uses the new iSCSI technology. The IP Storage
200i appliance solution includes client initiators. These comprise client software
device drivers for Windows NT, Windows 2000 and Linux clients. These device
drivers co-exist with existing SCSI devices without disruption. They initiate the
iISCSI I/O request over the IP network to the target IP Storage 200i. The IP
Storage 200i target appliance has both iSCSI target code and embedded storage
up to 3.52TB. IBM plans to add additional clients in response to customer
feedback and market demands. IBM is committed to support and deliver open
industry standard implementations of iISCSI as the IP storage standards in the
industry are agreed.

The IBM IP Storage 200i is a low cost, easy to use, native IP-based storage
appliance. The 200i is designed for workgroups, departments, general/medium
businesses, and solution providers that have storage area network requirements
across heterogeneous clients. It integrates existing SCSI storage protocols
directly with the IP protocol. This allows the storage and the networking to be
merged in a seamless manner. iISCSI-connected disk volumes are visible to IP
network attached processors, and as such are directly addressable by database
and other performance oriented applications. The native IP-based 200i allows
data to be stored and accessed wherever the network reaches, LAN, MAN or
WAN distances.

Two options for attachment exist. You may choose to integrate the 200i directly
into your existing IP LAN, combining storage traffic with other network traffic.
This is a low cost solution for low activity storage applications. The alternative is
SAN. Servers attach only to storage devices on the dedicated IP SAN. It acts as
an extra network behind the servers, while the LAN in front of the servers
remains dedicated to normal messaging traffic.

IBM Total Storage IP storage 200i, is comprised of the 4125 Model 110 and 4125
Model 210 tower systems, and the 4125 Model EXP rack mounted system. All
required microcode comes preloaded, minimizing time required to setup,
configure and make operational the IP Storage 200i. There are only two types of
connections to make, which are attaching the power cord(s) and the Ethernet
connection(s) to the network. High speed, 133 MHz SDRAM is optimized for 133
MHZ processor-to-memory subsystem performance. IBM IP Storage 4125 Model
110 and IP Storage 4125 Model 210 use the ServerWorks ServerSet Ill LE
(CNB3.0OLE) chipset to maximize throughput from processors to memory, and to
the 64-bit and 32-bit Peripheral Component Storage (PCI) buses.

These are high-performance storage products, and they deliver the advantages
of pooled storage, which PC SANs provide. At the same time they take
advantage of the familiar and less complex IP network fabric.
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After power on, the initial IP address configuration is a straightforward task which
would be completed by the system administrator. The IBM TotalStorage IP
Storage 200i provides a browser-based interface with which the system
administrator can configure the network easily. RAID provides enhanced disk
performance while minimizing storage failure. Adding disks and administering
operations can occur while the system is online, providing excellent operational
availability.

IBM will provide iSCSI initiator drivers for Linux, Windows NT, and Windows
2000. These drivers are available for download from the following Web site:

http://www.storage.ibm.com

IBM will provide a user ID and password to authorized customers and users. The
download package will extract all files, including a README, which explains how
to build the initiator for particular hardware types and Linux versions. The
Windows NT and 2000 install packages run under Install Shield, which will install
drivers and update the registry. The information provided will explain how to
configure the IP address of the iISCSI target. Once installed and configured
(assuming the system administrator assigns access to storage for the initiator
machine), the iSCSI initiator driver will open a connection to the iSCSI target on
startup and will treat the assigned storage just like a locally attached disk. This is
an important concept and has implications which will be discussed in 2.2,
“Implementation and setup” on page 29.

2.1.1 IBM TotalStorage IP Storage 200i configurations

IP Storage 200i Products

The TotalStorage IP
Storage 200§ family
has been enhanced
with two neww models
that implement the
latest IETF draft -
standards for ISCSI e
protocols

Mew IP Storage
200i, 4125

S Ll o Tl ol e
Models 110 and 210 EENENERS NN T
Hardware
Enhancements

= Fasterprocessors —1.13 GHz Pentium 111,
= Choice of 36.4 or 73.4 GB high-performance HDDs.
= Storage capacities of new models are doubled.

New ¥1.2 Microcode iSCSI Protocol Enhancements

= Automatic discovery of target by initiator (client)
= Secure initistoriauthentication {via secure password)

Figure 2-1 IBM IP Storage 200i
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The workgroup model, IP Storage 200i, 4125 Model 110, is a compact tower
design. It consists of the following components:

>

>

>

>

'S

>

One 1.13 GHz Pentium Ill Processor

512 KB Level 2 cache

512 MB of ECC 133 MHz System Memory

ServeRAID-4MX - two channel RAID adapter
3/109GB of HDD Storage, expandable up to 6/440GB internal
Three 250W, hot-swappable power supplies

For the departmental model, IP Storage 200i, 4125 Model 210, it is rack mounted
and consists of the following components:

>

>

'S

'S

Dual 1.13 GHz Pentium Il Processors
1GB of ECC 133 MHz System Memory
512 KB Level 2 cache per processor

ServeRAID-4H - high function, four-channel RAID adapter
3/109 GB of HDD Storage, expandable up to 6/440 GB internal
9/440 GB of HDD Storage, expandable up to 48/3.52 TB with three EXP units

attached externally

Three 250W, hot-swappable power supplies

The IBM TotalStorage IP Storage 200i 4125 Model EXP is a storage expansion
unit that provides additional storage capability for the rack-based 4125. It
provides up to 1.027 TB storage capacity per unit and up to three expansion
units can be attached to a single 4125 Model 210, providing a maximum of

3

.52TB of storage.

2.1.2 IBM TotalStorage IP Storage 200i technical specifications
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Table 2-1 shows the technical specifications of the 200i model 110 and 210.

Table 2-1 Product specification 200i

Specifications

4125-110 Tower

4125-210 Rack

Form Factor

Tower

5U Rack drawer

Number of Processors
(std./max)

1/2 1.13 GHz Pentium lll

2/2 1.13 GHz Pentium 1l

Internal Disk

20 GB IDE

20 GB IDE
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Specifications

4125-110 Tower

4125-210 Rack

L2 Cache 512 KB 512 KB Level 2 cache per
processor

Memory (std./max) 512MB/1GB 1G/2GB

Expansion Slots 5 5

Capacity (std. max)

3/109GB, 6/440GB
internal

3/109GB, 6/440GB
internal, 9/440GB 48/3.52
TB with 3 EXP units
attached externally

System Management
Processor

Network 10/100/1000Mbps or Intel 10/100/1000 Mbps or Intel
Gigabit Fibre Gigabit Fibre
Integrated Advanced Yes Yes

Power Supply

3 x 250W Hot - Swap
redundant power supplies

3 x 250W Hot - Swap
redundant power supplies

Hot Plug Components

HDDs, Power supply’s,
fans

HDDs, Power supply’s,
fans

Light Path Diagnostics

Yes

Yes

Total PCI slots/ available

5 (4x64-bit and 1x32-bit)/ 1

5 (4x64-bit and 1x32-bit)/ 1

RAID Support

ServeRAID-4MX-Dual
channel

ServeRAID-4H-4 channel

2.1.3 IBM TotalStorage IP Storage 200i microcode

The IBM Total Storage IP Storage 200i, 4125 Models 110 and 210, are preloaded
with IETF Standard (V1.2) compliant machine code. This code is specifically
designed to handle iSCSI initiators (clients) accessing varying amounts of data
storage on the 4125 Models 110 and 210 appliances using block I/O requests.

The preloaded machine code includes:

» Linux OS optimized for iISCSI operations and functions

» iSCSI Target, iSCSI Initiator functions and drivers

» Gigabit Ethernet SX (Fibre) or Ethernet 10/100/1000 (Gigabit Copper) or NIC

drivers

» ServeRAID-4 storage controller code

Chapter 2. IBM TotalStorage |PStorage 200i
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» ServeRAID Configuration and Monitoring — Web-based configuration tools
and RAID Management using ServeRAID-4 controllers

» Web-based Configuration Utility — Manages the IBM Total Storage IP
Storage 200i, 4125 Models 110 and 210, from a single client workstation

2.1.4 IBM TotalStorage IP Storage 200i features and profiles
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The IBM TotalStorage IP Storage 200i serves out local storage to iSCSI initiator
(client) requests. The IBM TotalStorage IP Storage 200i acts as a single server to
the physical disk drives on behalf of the iSCSI clients. The physical disk drive
storage is partitioned into multiple virtual logical units of storage (LUNs) for
storage assignment to individual iISCSI clients.

The ability to access storage residing on the IBM TotalStorage IP Storage 200i is
coordinated by access control logic in the Web-based User Interface (Ul). iSCSI
clients use an assigned client ID and password to access assigned LUNs.

Internal IP-Storage appliance system functions are integrated on top of a base
Linux core (kernel level 2.4). Core architecture addresses initial IP addressing,
product boot and recovery, and general box management.

Two methods are provided for “first boot” IP address assignment:

» The Ethernet NIC will default to address 192.9.200.1. By initially installing this
product in a “private network”, where this address is reachable by a
workstation having the same sub-net address, the administrator can point the
workstation's browser to 192.9.200.1:1959 to access the user configuration.

» ARP (Address Resolution Protocol) find is a process listening on TCP port
3939. The function monitors the local network for “unanswered ARPs”. By
pointing the administrator's browser to 3939, the administrator will cause an
ARP into the network, where the 4125-200i has been installed. After seeing
that no station is responding to the ARP, the 4125-200i will install the desired
IP address and will respond to the ARP. If within 20 seconds a packet is
received at port 3939, the 4125-200i will keep the address. At that point, the
administrator can point the browser at the same address port 1959 to access
user configuration panels.

The system disk is partitioned for multiple system images for upgrade and
recovery. The system is booted from the primary partition. If the boot fails, the
system is automatically booted from the recovery CD-ROM, which invokes failure
recovery procedures. Through the service interface, the user can apply new
system images from a local management station.
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Network management is supported via SNMP and standard MIBs. SNMP agents
and subagents support internal functions. A specific iISCSI MIB is not supported
in this initial product release.

An Ethernet device driver supports Gigabit Ethernet SX (Fibre) or Ethernet
10/100/1000 (Gigabit Copper) connectivity.

The RAID levels supported are RAID 0, 1, 1E, 5, and 5E. Disk partitioning and
management, as well as RAID arrays, are supported. Hot-spare disks can be
defined for automatic failed disk replacement (with the exception of RAID 0).

2.1.5 IBM IP Storage high availability and serviceability
IBM TotalStorage IP Storage 200i delivers economical reliability and
serviceability:
» Six hot-swap HDD bays with SCA-2 connectors — support SAF-TE functions

» Standard ServeRAID-4H or 4MX controllers — support RAID levels 0, 1,5
1E, 5, and 5E

» ECC DIMMs combined with an integrated ECC memory controller — corrects
soft and hard single-bit memory errors, while minimizing disruption of service
to LAN clients

» Memory hardware scrubbing — corrects soft memory errors automatically
without software intervention

» ECC L2 cache processors — ensures data integrity while reducing downtime

» Three worldwide, voltage-sensing 250-watt power supplies — auto restart
and redundancy

» Information LED panel — visual indications of system well-being
» Easy access to system board, adapter cards, processor, and memory

2.1.6 IBM IP Storage expandability and growth

The IP Storage 4125 Model 110 and IP Storage 4125 Model 210 mechanical
packages are available in tower or rack models. The rack model is engineered to
meet the compactness of a 5 U rack drawer. A conversion kit (feature #3601
5600 Tower-to-Rack Kit) is available to convert a tower mechanically for rack
mounting. It features the following:

» Standard 512 MB (Model 110) or 1 GB (Model 210) of system memory —
expandable to 2 GB

» Five full-length adapter card slots — 5 (4x64-bit and 1x32-bit)
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ServeRAID-4MX Ultra160 SCSI Controller (IP Storage 4125 Model 110) —
dual channel supports internal RAID storage

ServeRAID-4H Ultra160 SCSI Controller (IP Storage 4125 Model 210) — four
channels support internal and three external channels

Ten drive bays:

— Six 3.5-inch slim-high, hot-swap drive bays, three 5.25/3.5-inch half-high
device bays, and one 3.5-inch slim-high drive bay

— Up to 440 GB of internal data storage
— A 40x-17x IDE CD-ROM and 1.44 MB diskette drive

These servers have the flexibility to handle applications for today and expansion
capacity for future growth.

2.1.7 IBM IP Storage 200i 4125-EXP expansion unit

This highly available external storage expansion unit is supported with the IP
Storage 4125. It ships with three slim-high 10K-4 Ultra160 SCSI.

The 4125-EXP contains two hot-swap, redundant power supply/fan assembilies.
Key features of the storage expansion unit include:

>

>

>

Supports 14 slim-high HDDs, maximum capacity 1.027 TB (14 X 73.4 GB)
Supports data transfer speeds of up to 160 MB

3U form factor for minimum rack space usage

Accommodates single or dual SCSI bus configurations

Dual hot-swap, 250 W redundant power supplies with integrated fan
assemblies

Includes two line cords and publications

2.1.8 IBM IP Storage 200i optional features

Here are the optional features for the IBM TotalStorage IP Storage 200i.
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Gigabit Ethernet SX Adapter (#3302)

The xSeries Gigabit Ethernet SX Adapter provides 1000BASE-SX
connectivity to a Gigabit Ethernet network for servers over a 50 or 62.5
micron multimode fiber optic link attached to its duplex SC connector. Its 1000
Mbps data rate and 32- or 64-bit PCI bus mastering architecture enables the
highest Ethernet bandwidth available in an adapter. It is compliant with IEEE
802.3z Ethernet and PCI 2.1 standards, ensuring compatibility with existing
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Ethernet installations. It also supports 802.1p packet prioritization and 802.1q
VLAN tagging. Either this feature (#3302-Ethernet SX Adapter) or feature
#3303-10/100/1000 (Gigabit) Ethernet Copper Adapter must be selected for
the IP Storage 4125 Model 110 and IP Storage 4125 Model 210.

» 10/100/1000 (Gigabit) Ethernet Copper Adapter (#3303)

The Adapter delivers up to 1000 Mbps over existing Category 5 twisted pair
cables. Existing Fast Ethernet cabling infrastructure can be used for Gigabit
throughput. No re-cabling is necessary. Link speed auto sensing is supported,
so the adapter can operate at 10, 100, or 1000 Mbps depending on the
configuration of the switch or hub. This supports the migration to Gigabit
without having to replace or reconfigure the adapter. Either this feature
(#3303-10/100/1000 (Gigabit) Ethernet Copper Adapter) or feature
#3302-Gigabit Ethernet SX Adapter must be selected for the IP Storage 4125
Model 110 and IP Storage 4125 Model 210.

» 512 MB 133 MHz ECC SDRAM RDIMM (#3403)

This is memory for the IP Storage 4125 Model 110 and IP Storage 4125
Model 210. It can be used to increase memory to further tune performance for
the intended environment. ECC SDRAM RDIMM is a special type of memory
module which is recommended for use on servers.

» 1GB 133 MHz ECC SDRAM RDIMM (#3404)

This is memory for the IP Storage 4125 Model 110 and IP Storage 4125
Model 210. The IBM TotalStorage IP Storage 200i supports up to 2 GB when
populated.

» 5600 Tower-To-Rack Kit (#3601)
This may be used to rack-mount the IP Storage 4125 Model 110.

2.2 Implementation and setup

In preparing for this redbook, it was our intent to come up with several real world
applications to use featuring the iISCSI hardware and software. Performance was
not our primary consideration. To this end, we used both IBM and Cisco
hardware to set up various environments. At the time of writing this redbook, the
standards for iISCSI have not been finalized by the IETF as previously
mentioned, so we tried some things that may not be necessary once the
standard is established.

We used the following hardware to create our iISCSI LAN:
» IBM TotalStorage IP Storage 200i
» Cisco SN-5420iSCSI Router
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» WS-C3508G Catalyst 3500 Series XL GigE Switch
» WS-C2924M-XL-EN 24 port 10/100 W/2 GigE Slots

We did not use a router, although it should be considered in a normal setup,
because it is recommended that the control port and data port of the IBM 200i
and the Cisco SN-5420 data and maintenance ports are on different subnets.
There would be no problem connecting the 200i and the Cisco 5420
maintenance ports on a “maintenance subnet” and the data ports on a different
subnet. It is up to the user as to how this would be accomplished, but to avoid
conflicts, this needs to be considered.

Our client stations on which we loaded our initiator code consisted of two IBM
760 Thinkpads and one Netfinity 7600 server. We tested it with Windows NT,
Windows 2000 and Linux. One of the interesting discoveries we made during our
testing is that we were able to use both the Cisco and IBM initiators on a single
workstation simultaneously. As a result, we were able to access both VLUNS
from the 200i as well as LUNs from the Enterprise Storage Server from the same
desktop. Database applications were run from the Netfinity 7600 while the
VLUNS and ESS LUNs were used for database storage. The Thinkpads were
used as client machines accessing the database.

Figure 2-2 is a high level overview of our lab setup.
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Figure 2-2 Lab configuration

The preceding diagram is a simplified layout of the lab we used to develop this
redbook. It is not a recommendation of how an iSCSI setup may be
accomplished. Through this testing we have been able to come up with ideas
and recommendations for iSCSI do’s and don’ts.

Each chapter contains hints and tips for successful iISCSI installation and
implementation. In the next section we give some observations based on the
general setup of iISCSI.

2.2.1 General hints and tips

Much of the material you will need to setup the IBM TotalStorage IP Storage 200i
can be found in the Installation and Administrator’s Guide that comes with the
product. It is recommended that you become familiar with the material found
there, if any questions arise while going through this book.
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IP suggestions

The Installation Guide describes two different methods for setting up IP
addresses for the 200i. We found that using the GUI accessible through either
Netscape or Internet Explorer is the simplest.

The Installation Guide also indicates that management can be performed
through either the control port or data port addresses. As mentioned earlier, it is
recommended that the maintenance port and data port be on separate IP
segments. Though management can be accomplished from either port, storage
access should only be performed through the data port (GigE port). In 2.3,
“Step-by-step installation guide for 200i” on page 38, we show how to set up and
configure the 200i. This was accomplished through the control port address.

Management console

We recommend that if a management workstation is chosen with multiple NIC
cards (multiple Ethernet or Token Ring cards or a mixture of each) that the
routing functions are turned off. It is also a good idea to use different IP
addresses that have different subnets so that any requests sent to the
management port will not be misdirected to another subnet.

When accessing the browser for the purpose of management, turn off the proxy
server information. Make sure your browser is using a direct connection. Proxy
server information will interfere with access to the management GUI.

Figure 2-3 shows the proxy settings for using Netscape as your management
GUL.
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Figure 2-3 Netscape proxy setting

It is also possible to use Internet Explorer as your management GUI. Figure 2-4
shows how the proxy settings should appear when using Internet Explorer.
Notice that there is nothing checked under Local Area Network Settings.
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Figure 2-4 Internet Explorer proxy settings
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The default address for the maintenance port of the 200i is 192.9.200.1. In order
to set up the 200i using the GUI, you must first be sure you can ping that address
from your management station; ipconfig can be used to check the IP address of
your management station on Windows NT and 2000, and ifconfig can be used
to check the IP address under Linux.

2.2.2 Disk drive addressing
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We found it advisable to setup the iSCSI and 5420 drives toward the end of the
alphabet. That way there would be no conflicts with drive letters in the beginning
of the alphabet. Since iISCSI drives are actually network drives (though they
appear as local drives to the user), they are added to the system later than the
local drives. It is possible to overwrite a drive letter with a device and not see the
iISCSI drives.

Another interesting anomaly that may or may not be seen is the timing
relationship between defining the local drives and network drives on power up.
Sometimes the iISCSI drives will be seen, but no drive letters will be assigned,
because the system finishes its power up sequence before Disk Management
assigns the drive letters. A common issue with the IBM iSCSI Windows client is
that certain automatic services, such as those associated with popular database
programs or the LanmanServer service, can start before the iSCSI drives are
available. If these services depend on being able to access files on the iSCSI
disk, and the disk is not yet available when these services start, then the services
generate errors and manual user intervention is required.

The solution for this is to use a Microsoft tool that is provided in the Windows
2000 resource kit. The following files should be loaded into the
C:\WINNT\SYSTEMS32 directory:

autoexnt.bat
» instexnt.exe
» autoexnt.exe
» Sleep.exe

v

AutoExNt is a service which starts automatically each time the machine starts.
As as service, it can do anything that an administrator of the machine can do. It
can start and stop services or applications. It will work on both Windows NT and
Windows 2000.
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The LanmanServer service is responsible for restoring network shares on your
computer. The IBMiSCSiIcfg service is responsible for restoring your iSCSI target
configuration after rebooting, but this service does not start until after the
LanmanServer starts. The reason for this is because Microsoft system services
always start before third-party services start (like IBMiSCSIcfg). Therefore,
LanmanServer service tries to restore the shares on your iSCSI disks before the
iISCSI disks are available.

The solution is to use the AutoExNt service to start the IBMiSCSlcfg, stop the
LanmanServer service and restart the LanmanServer service, guaranteeing that
any shares on the iSCSI disks will be restored. Here are the steps to perform
this:

1. Install the AutoExNt service:

a. Copy the files instexnt.exe, autoexnt.exe, sleep.exe to the system 32
directory (usually c:\winnt\system32)

b. From a command prompt, change to the system32 directory and type:
instexnt.exe install

Note: instexnt.exe install /interactive will display bat file running
and the program can be stopped from this DOS window.

2. Create a blank text file ‘AutoExNt.bat’ in the system32 directory — this file will
tell the AutoExNt service what you want it to do.

3. From the ‘Services’ control panel applet:
— Control Panel -> Services on Windows NT
— Control Panel -> Administrative Tools -> Services on Windows 2000
Change the ‘Startup type’ setting from automatic to manual of these:

— IBMiSCSicfg
— server
— Computer browser

Also change the Startup type setting from automatic to manual of any
application-specific services that are affected. For information on affected
services refer to the event viewer.

4. Edit the AutoExNt.bat file that was created in step 2. Here is where you start
and stop services manually, as needed, and in the order that you specify. For
this example (restoring shares to iSCSI disks) the batch file may look like this:

Example 2-1 Single iSCSI drive checking script

net stop “Computer browser” /yes
net stop “server” /yes
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:drive_ofline
net start “IBMiSCSIcfg”

sleep 10

net start “server”

net start “computer browser”

net start “Distributed File System”
if exist g:\ goto iscsi_yes

net stop “IBMiSCSIcfg” /yes

net stop “computer browser” /yes
net stop “server” /yes

sleep 5

goto drive_ofline

tiscsi_yes

net start “The required services 1”
net start “The required services 2”

Note: This Batch File will keep trying to reconnect the iISCSI box before
starting any other services, as it checks for the availability of G: drive before
starting any other services.

Important: There have been situations were Dynamic iSCSi drive does not go
online after a system reboot. To overcome this problem, select Reactivate
Disk under Disk Management, as shown in Figure 3-24 on page 95.

For checking multiple iSCSI drives the following script can be used:
Example 2-2 Multiple iSCSI drive checking script

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
net start “IBMiSCSIcfg”

sleep 10

net start “server”
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net start “computer browser”
net start “Distributed File System”

if exist g:\ goto iscsi_First_drive
:net_stop

net stop “IBMiSCSIcfg” /yes

net stop “computer browser” /yes
net stop “server” /yes

sleep 5

goto drive_ofline

¢ iscsi_First_drive
if exist h:\ goto iSCSI_yes

goto net_stop
tiscsi_yes

net start “The required services 1”
net start “The required services 2”

Note: the ‘sleep xx’ above specifies a number of seconds to do nothing, which
ensures that the IBMiSCSlIcfg service has enough time to find and log into the
target. It is also used between the net stop and net start, because sometimes
the server service will crash if you stop it and then immediately restart it. The
Browser service is also involved in this case, because it is dependent on the
server service.

Tip: The drive does not have to be specified. A file on a specific drive can also
be selected to prevent the services from starting in the case where a new
drive was added and a wrong drive letter was allocated; add the file name to
the command line:

if exist h:\file.txt goto......

(This can be any file, even an executable or database file, because this part of
the script just checks for the availability of the file, it does not open or launch
the file.)
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Important: Make sure that the AutoExNt service is set to automatic. Failure to
do so will result in the script not running!

5. Reboot the computer.

If everything was set up correctly, the AutoExNt.bat file will be executed
automatically by the Service Control Manager when the computer boots.
There is no need to log into the computer for the AutoExNt.bat file to execute,
because it runs as a system service.

2.3 Step-by-step installation guide for 200i

In this section we show how the 200i can be set up. Remember, for any
questions not answered here, refer to the Installation Guide that comes with the
product. It will cover some items that we will not discuss in this redbook.

2.3.1 Start up tips

38

Before attempting to set up the 200i there are some preliminary checks that need
to be performed:

» Ensure that all power supplies are plugged in. The 200i comes standard with

three 250 Watt power supplies. It will run on two power supplies for
redundancy.

Wait at least 20 seconds after plugging in the power before turning on the
200i. This gives the system-management processor time to initialize before
applying power.

Since the IP Storage 200i is considered an appliance, it does not require a
display, keyboard, and mouse to run. Therefore, you will hear several beeps
right after powering on the system. It is NORMAL to hear one long and three
short beeps after pressing the power button.
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Note: If you hear anything other than one long and three short beeps,
there may be a system problem and you will need to attach a display,
keyboard and mouse to see what the problem is. Power off the system,
attach the components, and power the system back on.

After attaching a display, keyboard, and mouse the beep pattern will
change but diagnostic information will now be displayed in the window.

For specific troubleshooting information, please refer to “Appendix A” in the
Administrator’s Guide.

» It will serve no purpose to continue to have a display attached to the 200i,
There is no usable information that will be displayed other than to say that the
Linux kernel is being uncompressed. During normal operation of the 200i all
usable information will be displayed from the GUI.

Figure 2-5 shows the display panel lights and their functions known as light path
diagnostics. For more information on the operating and function of the light path
diagnostic, refer to “Troubleshooting” in the Administration Guide.

The Ethernet connection portion of the display refers to the Ethernet port on the
system board only. If the indicators are not lit, the on-board Ethernet adapter is
either not working or an Ethernet cable is not plugged in.
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Figure 2-5 200i operating panel

2.3.2 Setup of the 200i

Setup of the 200i is a relatively simple operation. However, as we have
previously discussed, there are some actions you can take to ensure a smooth
install. The default address of the control or maintenance port of the 200i is
192.9.200.1. All setup functions are performed through this port.

The easiest way to set up this appliance is to access the control port. Setup the
workstation that will be used for maintenance to be able to ping this address.
Once you can ping this address, access to the 200i is relatively easy.
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Important: The administrations console requires:

» Java Swing 2
» Sun Java Plug-in 1.3 or later

The administration console will not operate properly if the required software is
not installed. The software is available from:

http://java.sun.com/getjava

2.3.3 Logon to the appliance

Point the Web browser to the control port address (Figure 2-6):
192.9.200.1:1959/

ontrol Center Main Pag 1Ol =|

File Edit Wiew Go Communicator  Help

=

¢« 2 A @ » @ S & B @

i Back Fomward  FReload Home Search  Metscape Frirt Security Shop Stop
7 ¥ Bookmarks f Looation: ttp://152.9.200.1:1953/ | @7 what's Related
' e il Radic Feople ellow Pages Cownload Calendar ['_‘|' Chatinelz

Username and Password Requir x|

Enter username for 1B &Administration Server at
192.9.200.1:195%:

User Mamnz: Iadministratol

Password: I’“‘"““"’“‘

0] I Cancel

[ == [T} |Connect: Please enter password For host... S | oz
Figure 2-6 Log on window

» Enter the User Name as: administrator

» Enter the Password as: password

Note: The User Name and Password fields are case sensitive.
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Figure 2-7 is the GUI Management window. From this window, you will be able to
set the IP address, assign VLUNs and clients, review logs, reboot the system,
and many other administrative tasks.

=101 ]

3 TotalStorage - Netscape

IBM TotalStorage™ IP Storagd 2081 . —

¥ hletwork
b Storage

TotalStorage™

b System

Lngs IP Storage

2001;

@ Copyright IBM Corp. 2001

.__‘_1, "
]AV US Government Users Restricted Rights - Use, duplication or
«mur’ll\ disdesure restricted by G5A ADP Schedule Contract with IEM Corp,
[ (== |http: {10, 0.0.2: 1958 servietfeSPConfigrkey=menugid=1&f=CLLLCLLLLCLLCLLLCLULLLCLLLLCLL =]

Figure 2-7 200i storage home page

2.3.4 Setting the service port IP addresses
The next steps will show how to set the service port and data port addresses.
» Select Network from the left hand side of the window (Figure 2-7).

» Select Service port.
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IBM TotalStorage™ IP Storagé 2081 .

Metwark

Metwork = Serice port

« Administratar lock Service port
= Settings

= Data port

:
SHMP

Storage

Serice port IP Address : |1 82.92001

Systemn
Logs

Apply QI

E,ﬁ| |D0:ument: Done
Figure 2-8 Network options

Sle S o8P 3 2|

In this window, you are able to set a new IP address for the service port (or

maintenance port). Simply key in your new address and press Apply in the lower
left of your window.

Note: The system will tell you that a reboot will be required to apply the new IP
address.

2.3.5 Rebooting the 200i

» Select System.

» In the window, select Reset (Figure 2-9).
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TotalStorage - Netscape :
IBM TotalStorage™ IP Stnrage’ 2001

b Network Systam

b Starage
- 3
« Seftings
« Date and time
= Administrators - Settings
b Code + Diate and Time
b Configuration - Administrators
+ Code

= Control locks .
- Configuration

= Reset
L S + Contral locks
ooe - Reset
[€
[ == |Document: Done

Figure 2-9 System options

» When Reset is selected, you will be presented with the next window
(Figure 2-10). Select Restart to restart the 200i.

TotalStorage - Netscape

IBM TotalStorage™ IP Storagel 2001

b Metwark System > Reset
b starage Shut down
~ System
= Seftings Click Restart to shut down and reboot the appliance or click Shut down to shut down the
« Date andtime appliance
= Administrators
b Code Mote: If yeu shut dewn the appliance, you will lose your connection to the Administrative
¥ Configuration Congole through your Web browser.

= Control locks

¥ Logs
Restart Shut down | QI
,E == [Document: Dane

Figure 2-10 Reset warning
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TotalStorage - Netscape
IBM TotalStorage™ IP Storagd 2081

¥ Metwork Systern > Reset
¥ Storage Shut down
« Systerm
= Seflings Click Restart to shut down and reboot the appliance or click Shut down to shut down the
= Date andtime appliance
= Administratars
b Code Hote: If you shut down the apphance, you will lose your connection to the Admmstratve

Console through veur Web browser

P Configuration
10.0.0.2:1959 - [JavaScript Apg x|

= Caontrol locks

o
¥ Loos @ Do you really want ko restart computer?

Cancel |
Restart Shut down | QI

S % a9 | oz

E@| \Dacumant: Done
Figure 2-11 Reset final warning

You will be prompted, “Do you really want to restart the computer?”
» Select OK.
=1o1=|

Change Management Reboot/Shutdown - Netscape

Please wait

Your appliance is restarting. Wait several minutes, and then click Reconnect to reconnect to the Administrative Console.
Mote: I[fyou receive an errar message, you attempted to reconnect to the Administrative Console before the appliance finished restarting. Close

the broviser, and wait a few more minutes before restarting the browser and connecting to the Administrative Console

Reconnect |

ﬁ,ﬁ‘ ‘Dn(ument: Done
Figure 2-12 Reboot wait message

The system will show please wait while rebooting (Figure 2-12). This may take
several minutes. Ping the control port address, once you receive a response, and

you will be able to log back onto the management GUI.

Note: If you changed the control port address, you will now need to log on with
your browser pointing it to the new address.
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2.3.6 Setting the data port IP address

The next steps will show you how to change the data port address for the GigE

Ethernet adapter card. This is the port you will use to access the storage over the
network.

Note: You can also access the management GUI from this port, but you
cannot access storage through the control port.

» From the home page as shown in Figure 2-7 on page 42, select Network.
» Select Data Ports (Figure 2-13).

» Click the select tick box for the adapter that will be edited.

» Click Edit.

otalStorage - Netscape ;IQIEI
IBM TotalStorage™ IP Storagé 2001 1

- Metwark Metwark > Data Ports
= Seftings Ports
:
= Control parts Physical Ports
s T T s s ol
¥ Storage 1 4 yes 9.24105.201 255.2585.255.0 iSCELITSO PNI gigether up
¥ System
¥ Logs

M Advanced QI

,E == [Document: Dane

Figure 2-13 Data port selection

» Make the required changes and select Apply (Figure 2-14).
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TotalStorage - Netscape

=101 =]

IBM TotalStorage™ IP Storagé 2001

- Metwork
= Settings

Metwork = Data Ports = Edit data port

Edit data port
Ml ata ports

= Contral parts Engine:1 - Slot:4 - Port:1
b BHMP
b Starage IP Address [9.24.105.201
» Systam Netmask  [255 265.285.0
¥ Logs
Hostname [iSCSI_ITSO
Apply G
,E == [Document: Dane

Figure 2-14 Edit data port option

Note: Remember a reboot will be required to activate the new IP address.

After Apply is selected, the system will display a message that activation is
complete.

2.3.7 Setting Up VLUNSs

From the home page window as shown in Figure 2-7 on page 42:
» Select Storage.

» Select iSCSI Clients.
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IBM TotalStorage™ IP Storagé ;\:}"if'

Metwark

Storage Storage = ISCSI Clients

= RAID iSCSI Client Access Control
= ISCE| Target

-

System

Canfiguration | Status |
Logs

Display Mode: [VLUNs view ¥

VLUNSs Details
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Logical Drive 1
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Azzignclient | Uaesigmclient |
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Apply QI

ISCSI Access Control configuration successfully loaded

L]

&1 Applet started, | [ g mternet

Figure 2-15 Storage options

» After iSCSI clients are selected, the management GUI will load the iISCSI
access control page (Figure 2-15), this may take several minutes for you to
complete.

The next window will display the disks and amount of storage that is available to
use on this 200i. Changes to storage sizes can be made from this page.

» Highlight the disk that will house the new VLUN as shown in (Figure 2-16).

» On the lower right of the display, two selection blocks will appear — Add
VLUN and Remove VLUNSs.

Note: A single client can be assigned to multiple VLUNS, but a VLUN can only
be assigned to one client at a time.

» Select Add VLUN.

The Add VLUN window will appear (Figure 2-17).
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Figure 2-16 Access control page

» Key in the VLUN size, number and label.
» Select Add.

Restriction: A VLUN must be the same size or smaller than the size of the
logical drive.
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TotalStorage - Netscape
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Figure 2-17 VLUN ADD option
» Once Add is selected, the VLUNSs will be created (Figure 2-18).

In this example we created two 30 GB VLUNs. We utilized the rest of the disk
and added a 7 GB VLUN.

Once finished creating the VLUNSs:

» Select Apply in the lower left of the window for the assignments to be
completed.
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Figure 2-18 Configured VLUNs

The next step will be to assign the VLUNSs to clients. Once the VLUNSs are

created, highlight one of the VLUNs. The Assign Client box becomes active:

» Select the Assign Client option.

KN

» A window will appear allowing you to create the client providing the Login ID
and Password (Figure 2-19).

» Key in a user ID and password, and confirm the password that the client will
be using. This is not associated with the computer name and network name
of the client machine.

» Select OK.

The client name appears under the VLUN that was previously created
(Figure 2-20). You may continue assigning a single client to all of the VLUNs or a

different client to each VLUN. In this example we used all of the VLUNSs for a

single client.
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Figure 2-20 A single VLUN

» Once the clients are created, select the Apply button to complete the task.
The management window will return confirming that the tasks are completed.

Once the iSCSI client disk configuration has been completed the iSCSI is ready
for client connection.

2.3.8 Client initiator setup procedure

The next steps will show you the procedure for installing and setting up the
Initiator code as well as the process for attaching to the iSCSI target machine.

The initiator code is a zip file that contains several smaller files. It should be
unzipped into a directory from where it will be installed. In this setup the following

directory was used:
C:\install\

From the Install directory run the setup.exe file:
» Double-click the setup file to start the initiator setup procedure.
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The InstallShield Wizard for the IBM iSCSI Client for Window will be launched
(Figure 2-21).

ji& IBM iSCSI Client for Windows - InstallShield Wiz x|

Welcome to the InstallShield Wizard for IBM
iSCSI Client for Windows

The InstallShield{R) Wizard will install IBM iCSI Client For
Windows on wour compuker, To continue, click Mext,

WeARMING: This program is protected by copyright law and
inkernational treaties.

Cancel |

= Back

Figure 2-21 Installation wizard

» Select Next.

» Read the license agreement.

» Select | accept the License Agreement.
» Select Next (Figure 2-22).
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ji& IBM iSCSI Client for Windows - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully.

IBEM License Agreement for Machine Code

Regardless of how you acquire (electronically, preloaded, on media or
otherwise) BIOS, Uitilities, Diagnaostics, Device Drivers or Microcode
(collectively called "Machine Code"), you accept the terms of this Agreement
by your initial use of a Machine or Machine Code. The term "Maching” means
an IBM machine, its features, conversions, upgrades, elements or
accessories, ar any combination of them. Acceptance of these license terms

authorizes you to use Machine Code with the specific product for which it is
arnvir A LI

% I accept the terms in the license agreement

™ I do not accept the terms in the license agresment

IniskallShield

< Back I Mexk = I Cancel

Figure 2-22 IBM license agreement

» Select Install to start the installation process (Figure 2-23).

i'.._w!,l IBM iSCSI Client for Windows - Installshield Wizard

Ready to Install the Program

The wizard is ready to beqgin installation,

Click Install to begin the installation.

If wou wank to review or change amy of wour installation settings, click Back. Click Cancel ko
exit the wizard.

InstallShield

Cancel |

< Back

Figure 2-23 Summary page

» After the installation is complete, select Finish.
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The iSCSI Initiator machine will need to be rebooted for the driver to become
active (Figure 2-24).

» Select Yes.

i'.._w!,l IBM iSCSI Client for Windows - Installshield Wizard x|

InstallShield Wizard Completed

The Installshield Wizard has successfully installed 18/ i3C31
Client For Windows, Click Finish o exit the wizard.

Zance| |

= Back

Figure 2-24 Reboot option

After system reboot the IBM iSCSI Configuration icon will appear in the lower
right hand corner (Figure 2-25).

Figure 2-25 IBM iSCSI configuration

» Right-click on the IBM iSCSI configuration icon.
» The three menu items will appear (Figure 2-26).
» Select IBM iSCSI Client Configuration to configure the initiator.

About IBMISCSL. ..
[BMISCSI Help

IEMISCSI Inikiator Configuration

Figure 2-26 IBM iSCSI configuration options

The IBM iSCSI configuration utility window will appear and allow you to connect
to your iSCSI target.
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» Select Add (Figure 2-27).

_Ei = |nitiator Mame:  ign.com.ibm EAST

T arget Address | Status

Add... Femowve... Froperties. ..

Figure 2-27 IBM iSCSI configuration utility

Once Add is selected the fields for IP address or hostname, port number, login ID

and login password become active.

» The login ID and password is entered as configured in setting up the VLUNs

(Figure 2-28).

The name can be acquired by logging in with a null modem cable, connecting

with the HyperTerminal, enter:

> iscsi

» summary
Important: The target name must be the fully qualified name, the name is
case sensitive, the format is ign.com.ibm.Model.Serial no:
ign.com.ibm.4125.23XXXXX

» Enter the IP address and target name of the data port/GigE Ethernet card
under the configure option (Figure 2-29).

» Select OK to complete the process (Figure 2-30).
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Figure 2-29 IBM iSCSI configuration
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Login | Configure  Adwanced

— Custom Login Par

To connect to non-Bk iSCSI targets you may be required to
supply wendor specific login parameters. The following options
allaw pou ta custammize the standard IBM iISCS| lagin parameters.

Cuztom parameters:

& append the custom parameters ko the standard |BM iSCS1
login parameters.

" Replace the standard IBM iSCS1 login parameters with the
cuztom parareters.

oK I Cancel |

Figure 2-30 IBM iSCSI configuration advanced options

After OK is selected, the process to identify the iISCSI target, and also connecting
to the assigned VLUNS begins.

Once the target has been identified and the VLUNs have been attached:

» Select Yes.
Windows Disk Management will start:

» Select Yes and proceed to set up the disk that has been made available.

Attention: It is recommended that iSCSI disks are setup as Basic disks and
not Dynamic Disks.

Set up the drive using the Disk Management system. Write a signature, format
the drive and assign a drive letter and name to the drive.

After completion of this process, you will be presented with the available drive
(Figure 2-31).
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Figure 2-31 Windows disk management

Open My Computer from the desktop. The new drive is available in this example
as drive E: (Figure 2-32).

= My Computer -0l x|

J File Edit Miew Favorites Tools  Help ﬁ

J #=Fack - =% - | @_Search L Folders @Histury |E’ P s
J.ﬁ.ddress I@I My Compuker j @GE‘

= =3 2 = 8

3% Floppy  WINZO000 () Compact Disc i9CSI(E:) [Eepagalaeie]
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1 | i
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|Cust|:|mizes the appearance of wour desk| |E.EJI My Compuker

Figure 2-32 Available iSCSI disk
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The iSCSI disk is now ready for use as a locally attached drive on the system.

2.3.9 Troubleshooting tips

A guide to troubleshooting can be found in “Appendix A” of the Administrator’s
Guide, which is included as part of the ship group for the IP Storage 200i. For
detailed troubleshooting procedures, please refer to that manual.

A few troubleshooting tips are suggested here for quick checks of the system:

>

>

Be sure all three power cords are installed on the system.

Check your hub or switch to ensure you have connectivity from the 200i on
each of the LAN connections.

Listen for the one long and three short beeps when the power button is
pressed.

Check for the “OK” LED on the front panel after power up to ensure the POST
tests were run without error.

If necessary, attach a display, keyboard, and mouse to the 200i to check for
system errors on power up. After power up, these devices will not be needed.

Be sure the control port and data port can be pinged from another workstation
during setup. Note: This is very important.

If after booting the initiator workstation an iSCSI drive is missing, run Disk
Management to see if the drive exists. If it is in Disk Management, but does
not show up in your list of drives under “My Computer”, try assigning a drive
letter to it that is at the upper end of the alphabet. It is possible a new device
has been installed locally on the system that has taken that drive letter.
Remember, the iISCSI drives are network drives and as such are added later
in the startup process.

During initiator setup an error may be displayed indicating that the target
cannot be found. Ensure the data port address is correctly typed into the “IP
Address or Hostname” field in the iSCSI configuration utility. Also, make sure
you can still ping the data port address from the initiator workstation.

The diagnostic procedures in “Appendix A” of the Administrator’s Guide
indicates that the system will beep once on power up if no system problems
are detected. This is true if a display, keyboard and mouse are attached when
powering up. Otherwise you will hear one long and three short beeps.
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Cisco SN5420 Storage
Router

The goal of this chapter is to provide an introduction to the benefits and features
of the Cisco 5420 Storage Router. A review of the hardware features along with
an example software configuration is provided for your consideration. This
configuration is typical of what you would encounter in many of your SAN and IP
environments.
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3.1 Cisco SN5420 Storage Router introduction

In April 2001, Cisco, IBM’s partner in presenting the iSCSI protocol to the IETF,
announced the Cisco SN5420 Storage Router, which offers a gateway between
an IP network and a Fibre Channel network. This allows an IP network attached
client to access Fibre Channel SAN storage via the gateway. IBM International
Global Services has a re-marketing agreement with Cisco for the sale and
support of SN5420.

The Cisco SN5420 Storage Router (Figure 3-1) provides access to Fibre
Channel attached SCSI storage over IP networks. With the 5420 you can directly
access storage anywhere on an IP network just as easily as you can access
storage locally.

The Cisco SN5420 Storage Router provides servers with IP access to storage by
means of SCSI routing using the iSCSI protocol. With SCSI routing, servers use
an IP network to access storage as if the servers were directly attached to the
storage devices.

Figure 3-1 Cisco SN5420 Storage Router

The Cisco SN5420 Storage Router is ideal when using both Fibre Channel and
TCP/IP protocols. It combines the high performance data transfer capabilities of
Fibre Channel with the interoperable, and widely understood, TCP/IP.

The Cisco SN5420 Storage Router uses the TCP/IP protocol suite for networking
storage supporting the level of interoperability inherent to IP networks. It
leverages existing management and configuration tools that are already well
known and understood. And it is based on industry standards which maximize
your investment by allowing you to leverage the existing TCP/IP experience and
equipment.

The Cisco SN5420 Storage Router is based on both IP and Storage Area
Network (SAN) standards, providing interoperability with existing local area
network (LAN), wide-area network (WAN), optical and SAN equipment. The
Cisco SN5420 Storage Router is a high performance router designed to allow
block level access to storage regardless of your operating system or location.
The Cisco SN5420 Storage Router accomplishes this by enabling Small
Computer Systems Interface over IP (iISCSI). The Cisco SN5420 Storage Router
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connects to both the FC SAN network and the IP network via Gigabit Ethernet.
This allows the Cisco SN5420 Storage Router to perform gateway functions
between environments and allows IP routing intelligence to be leveraged with
storage networking technologies.

Each server that requires IP access to storage via the Cisco SN5420 Storage
Router needs to have the Cisco iSCSI driver installed. Using the iSCSI protocol,
the iSCSI driver allows a server to transport SCSI requests and responses over
an IP network. From the perspective of a server operating system, the iSCSI
driver appears to be a SCSI or Fibre Channel driver for a peripheral channel in
the server. Figure 3-2 shows a sample storage router network. Servers with
iISCSI drivers access the storage routers through an IP network connected to the
Gigabit Ethernet interface of each 5420 storage router. The storage routers
access storage devices through a storage network connected to the Fibre
Channel interface of the management interface of each storage router.

For high availability operations, the storage routers communicate with each other
over two networks: the HA network connected to the HA interface of each
storage router, and the management network connected to the management
interface of each storage router. Note that there are three IP interfaces on the
Cisco 5420 storage router; Gigabit Ethernet, Management Ethernet and HA
Ethernet. All three interfaces must have unique IP networks (subnets) defined.
An example of this is explained in Figure 3-11 on page 77.

Cisco SN 5420 Contains SN 5420

3

Server Contains server
=1 Management
- station
|

Storage

Server

Cisco SN 5420

Figure 3-2 iSCSI routing
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3.2 Features and benefits

Many features listed in this section make the Cisco SN5420 Storage Router a
cost effective and reliable method of implementing IP based access to SAN
storage devices.

3.2.1 Making disk subsystems IP aware

Implementing iISCSI within the server allows seamless block level access for all
applications. When using the Cisco SN5420 Storage Router, servers now have
the ability to access Fibre Channel attached storage with inexpensive Ethernet
adapters instead, over an IP network. This capability allows existing application
software to operate without modifications. The iSCSI driver, which resides on the
host server, is a key component of the Cisco SN5420 Storage Router. The iSCSI
driver intercepts SCSI commands, encapsulates them as IP commands, and
redirects them to the Cisco SN5420 Storage Router. The iSCSI driver is
supported on a variety of operating systems. Section 3.6, “Host setup” on

page 93 lists the specifics of driver installation and configuration.

3.2.2 Interoperability

The Cisco SN5420 Storage Router fits seamlessly into existing storage and data
networks. The Cisco SN5420 Storage Router uses the well-known TCP/IP
protocol suite for network storage, supporting the level of interoperability inherent
to mature IP networking protocols. The Cisco SN5420 Storage Router is based
on current SAN standards as well and is compatible with existing SAN
deployments, point-to-point, switched or arbitrated loop.

3.2.3 Scalability and reliability

66

The Cisco SN5420 Storage Router provides optimal performance and reliability.
Additional Cisco SN5420 Storage Routers can be easily added to the network to
match performance requirements. Reliability is accomplished by using the Cisco
SN5420 Storage Router High Availability (HA) and Clustering features. If one
Cisco SN5420 Storage Router fails, another Cisco SN5420 Storage Router
automatically takes over for the failed component. Section 3.5, “Configuration” on
page 71 lists details on installing and configuring HA features.
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3.2.4 Manageability

The Cisco SN5420 Storage Router leverages existing management and
configuration tools that are already well known and understood. The Cisco
SN5420 Storage Router provides full network management support through
Simple Network Management Protocol (SNMP), WEB-based GUI and command
line interface (CLI) access.

3.2.5 Security

The Cisco SN5420 Storage Router uses Access Control Lists (ACLs) to limit only
specific IP addresses access to SAN-based storage. This controls server access
to specific logical unit numbers (LUNs). The Cisco SN5420 Storage Router is
also password protected to further control security.

3.2.6 Investment protection

Total cost of ownership (TCO) is a growing concern for most system
administrators and management. The Cisco SN5420 Storage Router helps
reduce the costs by leveraging your existing TCP/IP networking infrastructure
while maintaining your current and near-term investments in storage systems
and Fibre Channel infrastructure. The Cisco SN5420 Storage Router simplifies
the cost of management, deployment and support issues, given the fact that
technical skills in TCP/IP support are more widely available than SAN
experience.

3.3 Technical specifications

Table 3-1 provides the technical specifications of the Cisco SN5420 Storage
Router.

Table 3-1 Cisco SN5420 Storage Router technical specifications

Specifications Description

Environmental

Ambient operating temperature 32to 104 F (0to 40 C)
Humidity (RH) 10 to 95 percent non-condensing
Altitude -500 to 10,000 ft. (-152.4 to 3,048 m)

Physical characteristics

Dimensions (H x W X D) 1.75x17 x15.5in. (4.4 x 43.2 x 39.4 cm)
1 Rack Unit in height
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Specifications Description
Weight 7.5 1b (3.4 kg)
AC Power

Output 70W

Power dissipation 35W

Current 1.0A maximum @ 100 to 120 VAC
0.5A maximum @ 200 to 240 VAC

Frequency 50 to 60 Hz

Airflow Right and left side in, rear out

Gigabit Ethernet Port

Connector Duplex SC

Type Short wavelength
Wavelength 850 nanometers
Fiber type Multimode

Core size, modal bandwidth, maximum
length

62.5, 160, 722 ft. (220 m)
62.5, 200, 902 ft. (275 m)

50.0, 400, 1640 t. (500 m)
50.0, 500, 1804 ft. (550 m)

Fibre Channel Port

Connector Duplex SC

Type SN (Shortwave laser without Open Fiber
Control)

Wavelength 850 nanometers

Fiber type Multimode

Core size, modal bandwidth, maximum
length

62.5, 160, 984 ft. (300 m)
50.0, 400, 1640 t. (500 m)
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3.4 Installation

This section describes the physical installation and port overview of the Cisco
SN5420 Storage Router. The router is a 1 RU rack-mountable chassis that has
one Gigabit Ethernet port, one Fibre Channel port, two management ports and
one high availability port.

Fibre Channel port

The FC port is labeled FIBRE CHANNEL 1 and is a 100-M5-SN-1/100-M6-SN-I
interface using a duplex SC connector (Figure 3-3). It is used to connect to
storage controllers on the FC network. The FC port supports point-to-point, loop
or fabric topologies and functions either as a Fibre Channel N_Port or NL_Port.

i
]

"
'ﬁ:
g‘ll

£

&

e

Fibra Channsl port

Figure 3-3 Fibre Channel port

Gigabit Ethernet port

The Gigabit Ethernet port is labeled GIGABIT ETH 2 and is a 1000Base-SX
(short-wavelength) interface used to connect to a switch (Figure 3-4). It is from
this port that servers, requiring storage, connect using the iISCSI driver. The port
uses a duplex SC connector and has status LEDs. While testing, we connected
the Gigabit Ethernet port to a Cisco Catalyst 3508-G. This switch was also
connected to a Cisco Catalyst 3524-XL fast Ethernet switch with two gigabit
uplink ports. These switches provided the network connectivity for all of the
device data, management and HA Ethernet connections.

1

1
%
r
’
iz

Gigabit Ethernet port

Figure 3-4 Gigabit Ethernet port

RS-232 management port

The RS-232 management port is labeled CONSOLE and is an RS-232 serial
interface used for local console access (Figure 3-5). The command line interface
(CLI) is accessed using a terminal emulator setup for 9600 bps, 8 data bits, 1
stop bit and no parity. A rolled cable is required when connecting to a terminal
emulator. The supplied Cisco cable is a rolled cable.

Chapter 3. Cisco SN5420 Storage Router 69



AS-232 management port

Figure 3-5 Console port

Management Ethernet

The port labeled MGMT 10/100 is for Ethernet network management access
(Figure 3-6). Through a management network you can manage the storage
router using telnet to enter CLI commands, a Web based graphical user interface
(GUI), or SNMP commands. This port uses a modular RJ-45 straight through
UTP cable for a connection.

Fadial _-": : =0 ;.II-. k ti.-ﬁj_ o o H it :‘- X !‘E
 HEA | L. | & ; 2

L] i

10/100 Ethernet management port

Figure 3-6 Management port

High Availability (HA) port

The HA port is labeled HA 10/100 and uses a modular RJ-45 connector
(Figure 3-7). This port is used to join other Cisco SN5420 Storage Routers
providing fault operation. If connecting directly to another HA port, use rolled
unshielded twisted pair (UTP) cable.

.I.'. . _----. --I-:.I:I'E'.I + . tj“" A S

10100 Ethermnst Ha port
Figure 3-7 HA port

Important: For the Cisco SN5420 Storage Router to operate properly, the
Management Ethernet, Gigabit Ethernet and High Availability Ethernet ports
must be defined using separate and unique networks or subnets. See

Table 3-2.

Table 3-2 Subnet configuration example

Description Network Subnet

Management network 192.168.1.0 255.255.255.0
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Description Network Subnet

HA network 192.168.2.0 255.255.2550

Data network 192.168.3.0 255.255.255.0

3.5 Configuration

This section explains the SCSI router service that runs in the Cisco SN5420
Storage Router and describes the concept of High Availability/Clustering and
includes a sample configuration.

3.5.1 SCSI router service

Access for SCSI routing is controlled in the servers and a storage router. In a
server, the IP address of each storage router in which the server is to transport
SCSI requests and responses is configured in the iISCSI driver. In the Cisco
SN5420 Storage Router a SCSI router service is defined with an access list that
identifies which servers can access storage devices attached to it.

Important: Up to four SCSI routing services can be defined per storage
router.

Note: At the time of writing this redbook, the latest SN5420 software release
was V1.1.5.

3.5.2 Clustering and high availability

Clustering is used in conjunction with high availability and allows storage routers
to back each other up in case of failure. A storage router cluster consists of two
storage routers configured with the same cluster name and connected as
follows:

» Connected to the same servers
» Connected to the same storage systems
» Connected to each other through their management and HA interfaces
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In a cluster, storage routers continually communicate HA and configuration
information between each other by balancing the exchange of information
through both the HA and Management Ethernet ports. In the event of a hardware
or software failure in the primary 5420, the secondary will take over SCSI router
operations. The HA interface for each storage in a cluster should be on the same
IP network or subnet. All SN5420s that participate in a cluster must have the

same cluster name.

3.5.3 Sample configuration

Table 3-3 lists the parameters that have been used in our sample configuration.
We highly recommend that you fill in this table with your site-specific information,

before attempting to configure the router.

Table 3-3 Sample system parameters

System parameter Value

High availability (HA) cluster name Mt_Olympus
System name (if using DNS this is the SN_5420-MG1
name you will associate with the

management interface IP address).

Monitor-level password sanfran
Administrator-level password cisco@123

Management interface IP address and
network mask

10.1.10.244/24 (255.255.255.0)

High availability (HA) interface IP address
and network mask

10.1.20.56/24 (255.255.255.0)

Primary DNS IP address

10.1.40.243

Secondary DNS IP address

10.1.50.249

Domain name

mystoragenet.com

Local gateway IP address 10.1.10.201
NTP server IP address 10.1.60.86
Primary SNMP trap manager IP address 10.1.30.17
Secondary SNMP trap manager IP 10.1.30.18
address

SNMP get communitity name public

SNMP set communitity name mynetmanagers
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System parameter

Value

System administrator contact name

Pat J. Smith

System administrator contact e-mail

pjsmith@mystoragenet.com

System administrator contact phone

763-555-7766

System administrator contact pager

763-555-7766

SCSI routing services instance name
(maximum of four).

Zeus

SCSI routing services server interface IP
address and network mask

10.1.0.45/24 (255.255.255.0)

SCSI routing services device interface

fc1

3.5.4 Configuration from the console port

The command line interface, CLI, method described here is used to initially
configure the 5420. Other methods such as Web based GUI or SNMP are
available, but are not covered. The CLlI is very much like Cisco 10S. There are
however still many differences and the exact syntax is noted here.

Follow this procedure to configure the 5420 from the console port:

1. Connect the com port of a laptop or PC to the console port of the 5420.

2. Using HyperTerminal in Windows, create a new connection with the setting of
9600 bits per second, parity of none, 8 data bits and 1 stop bit.

3. Power up the 5420. Once the boot process completes you will see the
message:

“[SN5420]$date time:CLI:AS_NOTICE :Started CLI on console” appear.
4. Press the Enter key and a monitor prompt SN5420> will appear.

5. Enter enable to enter the configuration mode. The prompt will change to
SN5420#.

Attention: Since the release of SN5420 software V1.1.3, you do not have to
enter a password from the local console port.
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1 Cisco Console.+2w - Reflection for UNIX and Digital — (=] x|

File Edit Conmecktion Setup Macro  Window Help

Ilozd 8 =elae|r]r o w

Jul 02 16:56:30:HA:AS_ALERT :HA failed to initialize: MWeither HGHT/HA interface is valid

Jul 02 16:56:30:HA:AS_ALERT :HA has been Idled: no network interfaces

Jul 02 16:56:30:ConfHignt:AS_NOTICE :Cluster Application registered with Configuration Hanagenent

Jul 02 16:56:30:ConfHgnt:AS_NOTICE :5CST Router registered with Configuration Hanagement

Jul 02 16:56:30:ClusterConf: :createConfode:AS_DEBUG :failed to create configuration node -- null node name
Jul 02 16:56:30:ge2:AS_NOTICE :Valid signal detected

Jul 02 16:56:30:ge2:AS_CRIT  :Interface Up

Done executing startup script /atal/NuSpeed.start
-> reset stdin to /pipe/dunny fd = 10
shell restarted.

-
*[SH2420]$ Jul 02 16:56:37:CLI:AS_NOTICE :Started CLI on console

*[SH542013 en

Further configuration of this SN5420 requires that an IP address be configured
for the Hanagement Ethernet interface. Functions are now linited to various
"show" commands. To continue, reboot after setting the IP address.

IP address configuration conmand:
set mgmt ipaddress A.B.C.D/hn>

x[sH54201¢ |

| 188,12 [¥T400-7 — COM3 at 9600 baud
Figure 3-8 Initial start up screen

Since this is the first configuration of the router, the IP address and mask must be
entered next. Once this is done you will be required to reboot the system for this
change to take effect.
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1y Cisco Console.r2w - Reflection for UNIX and Digital _|5' 1'

File Edit Connmection Setup Macro  Window Help

o d &g =elalnr ek

Jul 02 16:56:30:ge2:AS_NOTICE :Valid signal detected
Jul 02 16:56:30:9e2:A5 CRIT  :Interface Up

Done executing startup script /atal/NuSpeed.start
-> reset stdin to /pipe/dunmy fd = 10
shell restarted.

-
*[SH54201$ Jul 02 16:56:37:CLI:AS_NOTICE :Started CLI on console

*[5H5420]5 en

Further configuration of this SH9420 requires that an IP address be configured
for the Hanagenent Fthernet interface. Functions are now limited to various
"shon” conmands. To continue, reboot after setting the TP address.

IP address configuration comnand:
set ngnt ipaddress 0.8.C.D/nn>

x[SHa420]9 set mgnt ipaddress 10.1.0.45/24Jul 02 17:10:4F:HgntPortInstConf: :makeOperational :AS_DEBUG :NURAH updated feil with new k
Jul 02 17:10:47:Nettgr:AS_DEBUG :Address 10.1.0.45/24 is nou operational on interface feil

interface nask and address changed
Press ENTER to reboot

i

[T193,1 [¥T400-7 -- COM3 at 9600 baud

Figure 3-9 Enter the management port IP address

Once the router reboots, re-establish the configuration mode by issuing the
enable command again.
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A Cisco Console.r2w - Reflection for UNIX and Digital

File Edit Connection Setup Macro Window Help

DR & =fla[D] » oW

Clusterfipp initing...

[Clusterfipp: :init]register type cluster succeeded

nuEltask starting...

Systenfipp starting...

Clusterfipp starting...

Jul 02 17:13:51:Confignt:AS_NOTICE :Cluster MApplication registered with Configuration Hanagement
tnEnHeb active - Port 80 (buffers:640 size:128)

Jul 02 17:13:51:Confignt:AS_NOTICE :5CSI Router registered with Configuration Hanagement

Jul 02 17:13:51:ClusterConf: :createConfHode: AS_DEBUG :instance id: cluster/6440ec40, registered
Jul 02 17:13:51:Clusterfipp: :makeOperational :A5_DEBUG :cluster registration succeeded

value = 0 = 0x0

Done executing startup script /atal/NuSpeed.start
=> reset stdin to /pipe/dunmy fd = 10

shell restarted.

->
[SN54201$ Jul 02 17:13:58:CLI:AS_NOTICE :5tarted CLI on console

[5H54201$ en
[Entering Administrator node]

[SH5420]4

|»

[«

| 345,11 | |¥T400-7 -- COM3 at 9600 baud

Figure 3-10 Re-establish Admin mode by entering enable command

3.5.5 Configuring management parameters

76

A configuration wizard is available that will prompt you to enter management, HA
and SCSI routing parameters. By typing setup you will invoke the script. To
better understand parameter options we have listed each command individually
with their description in Table 3-4 on page 79. The commands are listed in
specific order to properly configure the system. Many commands are listed as
optional and are only necessary depending on your specific network installation.

Figure 3-11 is a diagram of our example network.
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Important: When an asterisk is added to the beginning of the prompt, this
means that the system configuration has been modified but not saved. If the

system were restarted these entries would not be retained when the system is

reloaded.
]
HA inlerase Gisgo SN 5420 Managemment imerace
Cluster Name: Mi_Olyrpus Systam Mame: Sh_5420-MG1
IP: 1012056 Domein heme: mystoragenat.com

Mask: 2552552550 ———» \‘1— IP: 10.1.50.244
' Makk: 255.256,265.0

\ _
/! ", ‘q ﬁ?.gfngmt?smm
Y ;1001230
e ]

Gty

':.\ HA } (, Managerment "'— 'a"—lp:mnogm
\

/-\ — A
i |
[ Frimary DM sarver
. = P 10.1.40.243
!
R

| "\ Sacondary DMS saner
Cisco SM 3420 ‘.\ IP: 10.1.50.240

N\
",  NTP sarver
1P 10.1.60,96

-,

ARG

Figure 3-11 Example network

Figure 3-12 and Figure 3-13 show how each screen looks if you type and test the

commands in Table 3-4 on page 79.
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1 Cisco Console.+2w - Reflection for UNIX and Digital

File Edit Conmecktion Setup Macro  Window Help

(5l

s

EH &g mdlaelm » oW

*[SN_5420-MG118 en
[Entering Adninistrator mode]

*[SN_5420-1G1 ]# set systemnane SH_5420-HG1
*[SN_5420-MG11# add route 10.1.30.0/24 gu 10.1.10.201
*[SH_5420-MG1 T# Jul 02 17:55:26:Nettgr:AS_DEBUG :Route to 10.1.30.0/24 using gateway 10.1.10.201 via interface feil is now operatil

*[SN_5420-MG1 ]# set nameserver 10.1.40.243 domain mystoragenet.con
*[SH_5420-MG11# add route 10.1.40.243/32 gu 10.1.10.201
*[SN_5420-HG1 ]# Jul 02 17:56:42:NetHgr:AS_DEBUG :Route to 10.1.40.243/32 using gateway 10.1.10.201 via interface feil is now operal

*[SN_5420-HG1 ]# set secnameserver 10.1.50.249
K[SN_5420-MG114 add route 10.1.50.249/32 gu 10.1.10.201
*[SH_5420-MG1 # Jul 02 17:57:37:Netfgr:AS_DEBUG :Route to 10.1.50.249/32 using gateway 10.1.10.201 via interface feil is now operal

*[5N_5420-MG114 set clock 13:00:00 07/02/2001

*[SN_5420-1G1 ]# set ntpserver 10.1.60.86

*[SH_5420-HG1 ]# Jul 02 13:00:24:CLIsetSysNTP:AS ALERT :NTP server set to 10.1.60.86
*[SN_5420-MG1 T# Jul 02 13:00:34:NTP task:AS_DEBUG :Unable to get current time from NIP server

*[SH_5420-MG11# add route 10.1.60.86/32 gu 10.1.10.201
*[SN_5420-HG1 ]# Jul 02 13:01:26:NetHgr:AS_DEBUG :Route to 10.1.60.86/32 using gateway 10.1.10.201 via interface feil is nou operatl

o

1 |VT4EIEI—? — COM3 at 9600 baud

Figure 3-12 Initial configuration commands (screen 1)
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1 Cisco Console.+2w - Reflection for UNIX and Digital

File Edit Conmecktion Setup Macro  Window Help

(5l

loza s =alae|r]r o w

K[SN_5420-MG114 add route 10.1.50.249/32 gu 10.1.10.201
*[SH_5420-MG1 # Jul 02 17:57:37:Netfgr:AS_DEBUG :Route to 10.1.50.249/32 using gateway 10.1.10.201 via interface feil is now operal

K[SN_5420-HG114 set clock 13:00:00 0770272001
*[SN_5420-1G1 ]# set ntpserver 10.1.60.86
*[SH_5420-MG1 T# Jul 02 13:00:24:CLIsetSysNTP:AS_ALERT :NTP server set to 10.1.60.86

*[SN_5420-MG1 # Jul 02 13:00:34:NIP task:AS_DEBUG :Unable to get current time from NIP server

*[SN_5420-MG11# add route 10.1.60.86/32 gu 10.1.10.201
*[SN_5420-HG1 T4 Jul 02 13:01:26:Netgr:AS_DEBUG :Route to 10.1.60.86/32 using gateway 10.1.10.201 via interface feil is nou operatl

*[SN_5420-1G1 1# set snmp getconnunity public
*[SH_5420-MG1 # Jul 02 13:03: 05:CLIsetSHAPconmunity:AS_HARNING: getconmunity changed to public

*[SN_5420-1G1 14 set snmp setcommunity mynetmanagers
*[SH_5420-HG1 T4 Jul 02 13:03:37:CLTsetSHAPconnuni ty:AS_HARNTNG:setconnunity changed to mynetmanagers

*[SN_5420-MG1 1# set snmp traphosts primary 10.1.30.17 secondary 10.1.30.18Jul 02 13:04:09:CLIsetSHAPtrapinfo:AS_HARNING: Prinary tra?
Jul 02 13:04:09:CLIsetSHHPtrapinfo:AS_HARNING: Secondary trap host changed to 10.1.30.18

*[SN_5420-MG114 set admin contactinfo name "Pat J. Smith" email pjsmith@mystoragenet.com phone "763 555-7766" pager 163 555-7766"
*[SN_h420-1G1 4 save systen
[SN_5420-H61 1¢

37, 16 |VT4EIEI—? — COM3 at 9600 baud

Figure 3-13 Initial configuration commands (screen 2)

Table 3-4 Initial configuration commands

“hl

Command

Description

set systemname SN_5420-MG1

Configures a name for the management
interface. If using DNS this is the name

you will associate with the management
interface IP address.

set mgmt ipaddress 10.1.10.244/24

Configures the IP address of the
management interface. This will be
prompted automatically once the router is
brought up for the first time.
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Command

Description

add route 70.1.30.0/24 gw 10.1.10.201

(Optional) This adds a gateway IP
address so that the SN5420 can be
managed from a station outside of the
local subnet.

set nameserver 10.1.40.243 domain
mystoragenet.com

(Optional) Specifies the address and
domain of the primary DNS server.

add route 70.7.40.243/32 gw
10.1.10.201

(Optional) This adds a gateway IP
address so that the SN5420 can access
the remote DNS server. note that this is a
host route (/32).

set secnameserver 10.1.50.249

(Optional) Specifies the secondary DNS
server.

add route 70.7.50.249/32 gw
10.1.10.201

(Optional) This adds a gateway IP
address so that the SN5420 can access
the remote secondary DNS server. note
that this is a host route (/32).

set clock 05:20:00 07/15/2001

Set current time and date.

tzselect

This command will display a menu to
select the proper time zone. Enter the
correct time zone designation from the list.

set ntpserver 10.1.60.86

(Optional) A Network Time Protocol server
can be identified with this command.

add route 70.1.60.86/32 gw 10.1.10.201

(Optional) This adds a gateway IP
address so that the SN5420 can access
the NTP server. note that this is a host
route (/32).

set snmp getcommunity public

(Optional) Specifies the name of the
SNMP communitity that will have read
access to the storage router.

set snmp setcommunity
mynetmanagers

(Optional) Specifies the name of the
SNMP communitity that will have write
access to the storage router.

set snmp traphosts primary 70.1.30.17
secondary 70.1.30.18

(Optional) Specifies the primary and
secondary SNMPv1 TRAPS. If this host is
outside of the Management Interfaces IP
subnet then an add route command is
required.
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Command Description

set monitor password sanfran Sets the monitor password.
set admin password cisco@ 123 Sets the administrator password.
set admin contactinfo name “Pat J. (Optional) Adds Contact information.

Smith” email pjsmith @ mystoragenet.com
phone “763 555-7766” pager “763
555-7766"........ quotes are not
working...showing up as “

save system Save system parameters.

3.5.6 Configuring the high availability (HA) interface

Configuring HA allows a secondary 5420 to take over routing in the event the
primary Cisco SN5420 Storage Router fails. Please refer to 3.2.3, “Scalability
and reliability” on page 66 for information about the high availability feature.

Important: Both Cisco SN5420 Storage Routers that will participate in HA
must be defined with the same cluster name. The management interface as
well as the HA interface must be defined on the same network or subnet.

Figure 3-14 and Table 3-5 on page 83 show the HA configuration commands.
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i Cisco Console.r2w - Reflection for UNIX and Digital
File Edit Connection Setup Macro Window Help

JRETES]

IR &g =alae T » e B

[SH_5420-H61]# set ha ipaddress 10.1.20.56/24Jul 02 14:02:50:Nettgr:AS_DEBUG :Attaching interface 'feil’
0x68a128 (tHetTask): feil: link doun
Jul 02 14:02:50:NetHgr:AS_DEBUG :Address 10.1.20.56/24 is now operational on interface feil

interface mask and address changed
*[SN_5420-MG11# Jul 02 14:02:50:HA:AS_NOTICE :HEARTBERAT SEND FAILURE (62)

*[SN_5420-1G1]# set cluster Ht_Dlynpus

The current configuration of the SN5420 may conflict with the new cluster.

If you choose to merge the configurations, the applications configured on

the SN5420 will be replicated to other SH5420s in the new cluster. This may

cause conflicts in the new cluster.

sk Enter CTRL-C to cancel.

Herge or delete applications ? [merge/delete (delete)] Last nessage repeated 30 tines

delete

HEHH
Please confirm that you want to delete the configuration.

Jul 02 14:03:21:HA:A5_NOTICE :HEARTBEAT SEND F

s [WT400-7 -- COM3 at 9600 baud

Figure 3-14 HA configuration commands
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Table 3-5 HA configuration commands

Command Description

set ha ipaddress 10.71.20.56/24 Sets the HA port IP address. Must be on
the same network/subnet as the other
5420s that will participate in HA.

set cluster Mt_Olympus This sets the cluster name. This will force
a reboot of the storage router. You will
have the option to either merge or delete.
Merge means that the configuration of this
storage router (including SCSI routing
services) will be propagated to the other
storage routers in the named cluster.
Deleting means that the existing
configuration will be deleted from the
storage router. The cluster name must be
the same as the other 5420s that will
participate in HA.

3.5.7 Configuring SCSI routing

Storage routing is configured by creating a SCSI router instance. In our example
we named the instance “zeus”. See Figure 3-15. Additional steps to configure
SCSI routing require us to apply an IP address to the server interface (Gigabit
Ethernet port) and identify the topology on the Fibre Channel port. We can then
define access control lists (ACL) which limit storage access to specific servers on
the IP network. The Figure 3-16 and the command examples in Table 3-6 show
how to properly configure SCSI routing in the Cisco SN5420 Storage Router.
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5G5S routing services

Name:zeUs oora) Tamets
For SCSI routing services: zeus
Access list ISCS| chimaera_email, LUNM23 mapped to Loopid 15, LUN O
Narne: asgis I5C5] chimaera_apps, LUN 24 mapped to WWPN 22:00:00:20:37:18:15:05, LUN 0
1P/ Mask: 10.2.0.23 | 255 065 255 265 ISCSI chimaera_eng, LUN 17 mapped to WWNN 20:00:00:20:3715:12:8d
IP f Mask: 10.3.0.36 / 255 255 255 355 ISCSI pegasus_dbase mapped to Loopid 8

P/ Mask: 10.4.0.49 / 255255 255255 N I5C51 pegasus_email mapped to WWPN 22:00:00:20:37:19:12:da

~
il Cisco SN 5420

Sarver interface

For SCSI routing services: zeus
Marme: ga2

1P/ Mask: 10.1.0.45 / 255 255 255.0

T Device interface
For SCSI routing senvices: zeus
Mame: fc1

. Comlaing a device addressable as:
WWNN 20:00:00:20:37:18:12b2
WWPN 22:00:00:20:37:18:12:b2, LUN O
Loopid 15, LUN 0

, ‘Contaings a device addressable as:
WWHNN 20:00:00:20:37:19:15:05
WWPN 22:00:00:20:37:19:15:05, LUN O
Loapid 12, LUN O

IP: 102023

Conlains a device addressable as:
WIANN 20:00:00:20:371%:12:8d
WIWPN 22:00:00:20:3719:12:9d, LUN ©
Loopid 10, LUN O

Storage
Conlains a device addressable as:
WIAMN 20:00:00:20:37:19:12:d5
WIWPN 22:00:00:20:3719:12:d5, LUN ©
Loopid 8, LUM 0

IP: 10.3.0.36 1P 10.4.0.49 y  Contains a device addressable as:
BB@ WIWHNN 20:00:00:20:37:18:12:da
WWPN 22:00:00:20:37:19:12da, LUN 0
Loopid 8, LUM O

Figure 3-15 SCSI routing example
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The following settings for configuration have been taken from the Cisco SN5420
Software Installation manual and are reprinted with permission.

When configuring the storage router for SCSI routing, specify these parameters:

» Access list: Specifies the IP addresses of servers allowed to access a
common set of storage resources via the storage router. You can create any
number of access lists.

» Name of SCSI routing services: Specifies the name of the instance of the
SCSI routing services in the storage router. This becomes a binding point for
the association of other configuration parameters such as the network IP
address, targets, and access lists. You can define up to four SCSI routing
service instances per stand-alone SN5420 Storage Router, or per storage
router cluster.

» Network IP address: Specifies the storage router IP address that servers will
address for access to storage. Specifies the iSCSI target names and LUNs
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and the physical storage addresses (controllers and LUNs) mapped to the
iISCSI targets and LUNSs.

» Storage (device) interface: Specifies the SN5420 interface to be used to
interface with storage devices.

» Server interface: Specifies the SN5420 interface to be used to interface with
servers.

A mapping of physical devices to iSCSI targets must be completed for
configuration. Once the IP address of the storage router has been set in the
driver residing on the server, the storage router will forward SCSI requests and
responses between servers and the mapped storage devices. That is when the
server will recognize its iISCSI storage device.

1 Cisco Console.+2w - Reflection for UNIX and Digital — (=] x|

File Edit Conmecktion Setup Macro  Window Help

loza s =alae|r]r o w

[SN_5420-N611# create scsirouter zeusJul 02 13:24:11:5csiRouter::haCreate:AS_DEBUG :Received scsirouter/zeus from HA
Jul 02 13:24:11:5ScsiRouter: :haCreate:AS_DEBUG  :ScsiRouter config already has scsirouter/zeus
Jul 02 13:24:11:5csiRouter: :createConfode:AS_DEBUG :registered app instance with HA -- instance: scsirouter/zeus

*[SH_5420-HG1 ]# Jul 02 13:24:16:5csiRouter: :haStart:AS_NOTICE :starting zeus
Jul 02 13:24:16:5ScsiRouter: :haStart:AS_NOTICE :zeus has been started

*[SN_5420-MG1 ]# add scsirouter zeus serverif ge2 10.1.0.45/24

*[SN_5420-MG1 1# add scsirouter zeus deviceif fcldul 02 13:25:48:srsCreate:AS_NOTICE :zeus started!

Jul 02 13:25:48:Nethgr:AS_DEBUG  :Address 10.1.0.45/24 is now operational on interface ge?

*[SN_5420-HG1 ]# set interface fcl topology ptp

Topology changed from ptppref to ptp on interface fcl

You must save your configruation and reboot the system for this change to take affect

*[SN_5420-MG1 1# create accesslist aegisdul 02 13:26:38:newACL:AS_INFD  :Creating accesslist aegis

*[SN_5420-MG1 ]# add accesslist aegis 10.2.0.23/32Jul 02 13:27:21:newfCL:AS_TNFD  :Adding 10.2.0.23/32 to accesslist aegis
*[SN_5420-MG1 1# add accesslist aegis 10.2.0.36/32Jul 02 13:27:45:newCL:AS_INFO  :Adding 10.2.0.36/32 to accesslist aegis
*[SN_5420-MG1 ]# add accesslist aegis 10.2.0.49/32Jul 02 13:28:02:newCL:A5_INFO  :Adding 10.2.0.49/32 to accesslist aegis

*[SN_h420-1G1 ¢4 save all
[SH_5420-H61 1¢

_WI<I

[z 16 [ [vT4D0-7 — COMS at 9800 baud | BT
Figure 3-16 Commands to create SCSI routing and ACLs
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Table 3-6 SCSI routing and ACL configuration commands

Command

Description

create scsirouter zeus

Create a scsirouter instance named zeus.

add scsirouter zeus serverif ge2
10.1.0.45/24

Binds the server interface and IP address
to the scsirouter service zeus. This is the
IP address that iSCSI clients will use to
access SCSI routing services.

add scsirouter zeus deviceif fc1

Binds the device interface fc1 to the
scsirouter service zeus.

set interface fc1 topology ptp
Or
set interface fc1 topology loop

Configure the device interface topology to
arbitrated loop or point to point.

create accesslist aegis

Create an access list.

add accesslist aegis 10.2.0.23/32,
10.3.0.36/32, 10.4.0.49/32

Add IP addresses to the access list. /32
denotes that only the specific IP address
is provided access.

save all

Save configuration before rebooting.

reboot

Reload the router to enable the interface
topology.

3.5.8 Configuring iSCSI targets

Once SCSI routing and ACLs are defined in the Cisco SN5420 Storage Router

you need to add storage target definitions (Table 3-7). There are several ways to
map iSCSI targets within a 5420. Target-only and Target-and-LUN mapping are
supported using either LoopID, World Wide Port Name (WWPN) or World Wide
Node Number (WWNN). An example of Target-and-LUN mapping using WWPN
addressing is shown in Figure 3-17.
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i Cisco Console.r2w - Reflection for UNIX and Digital

File Edit Connection Setup Macro Window Help

DR & = oD » oW

HHNN

serial number

1: 000000OD0OOOO0OO 10000000CY22112F 129
20114830

2: doooooooooooooon 10000000c922112f 129
20414830

HHpN

30214830

X[SN_5420-1611#

0 IBH

1 IBH

3: O0000000O0OODOOD 10000000cS22112f 129 2 TBH

[SN_5420-H611# add scsirouter zeus target chimaera_apps lun 31 wupn
loopid lun vendor

product
2105F20
2105F20

2105F20

[SN_5420-611# add scsirouter zeus target chimaera_apps lun 31 uupn #2
Succeeded adding scsirouter zeus target chimaera_apps lun 31 wupn 10:00:00:00:c9:22:11:2f lun 1

14,17 | |¥T400-7 -- COM3 at 9600 baud

Figure 3-17 Target and LUN mapping using WWPN

Table 3-7 SCSI target configuration commands

Command

Description

add scsirouter zeus target
chimaera_email lun 23 loopid 15 lun 0

Or
add scsirouter zeus target
chimaera_email lun 23 loopid ?

And
add scsirouter zeus target
chimaera_email lun 23 loopid #5

Example of Target-and-LUN mapping
using LoopID addressing.

Specifies iSCSI target and LUN as
chimaera_email, LUN 23 and mapsitto a
physical address LoopID 15, LUN 0.

The ? will create a list of physical
addresses seen by the 5420, the index
number of the corresponding physical
address can then entered.
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Command

Description

add scsirouter zeus target
chimaera_apps lun 24 wwpn
22:00:00:20:37:19:15:05 lun 0

Or
add scsirouter zeus target
chimaera_apps lun 31 wwpn ?

And
add scsirouter zeus target
chimaera_apps lun 31 wwpn #4

Example of Target-and-LUN mapping
using WWPN addressing.

Specifies iISCSI target and LUN as
chimaera_apps, LUN 24 and maps itto a
physical address wwpn
22:00:00:20:37:19:15:05, LUN 0.

The ? will create a list of physical
addresses seen by the 5420, the index
number of the corresponding physical
address can then entered.

add scsirouter zeus target
chimaera_eng lun 17 wwnn
22:00:00:20:37:19:12:9d

Or
add scsirouter zeus target
chimaera_englun 17 wwnn ?

And
add scsirouter zeus target
chimaera_eng lun 17 wwnn #3

Example of Target-and-LUN mapping
using WWNN addressing.

Specifies iISCSI target and LUN as
chimaera_eng, LUN 17 and maps it to a
physical address wwnn
22:00:00:20:37:19:12:9d.

The ? will create a list of physical
addresses seen by the 5420, the index
number of the corresponding physical
address can then entered.

add scsirouter zeus target
pegasus_dbase loopid 8

Or
add scsirouter zeus target
pegasus_dbase loopid ?

And
add scsirouter zeus target
pegasus_dbase loopid #1

Example of Target only mapping using
LooplD addressing.

Specifies iISCSI target pegasus_dbase,
and maps it to LooplID 8.

The ? will create a list of physical
addresses seen by the 5420, the index
number of the corresponding physical
address can then entered.
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Command

Description

add scsirouter zeus target
pegasus_email wwpn
22:00:00:20:37:19:12:da

Or
add scsirouter zeus target
pegasus_email wwpn ?

And
add scsirouter zeus target
pegasus_email wwpn #2

Example of Target only mapping using
WWPN addressing.

Specifies iISCSI target pegasus_email,
and maps it to WWPN
22:00:00:20:37:19:12:da.

The ? will create a list of physical
addresses seen by the 5420, the index
number of the corresponding physical
address can then entered.

3.5.9 Configuring server access

Access to iISCSI targets on the Cisco SN5420 Storage Router is controlled by

access lists. The access lists contain the IP address of the servers and are
enabled by using the set of commands in Table 3-8. We previously created the
ACL Aegis to limit access to (3) IP hosts: 10.2.0.23, 10.2.0.36 and 10.2.0.49. See

Figure 3-16 on page 85. This next step applies that ACL to the specific targets

(Figure 3-18).
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fi: Cisco Console.r2w - Reflection for UNIX and Digital

File Edit Conmection Setup Macro  Window Help

DR & 2ala D] o W

[SN_5420-H61]# add scsirouter zeus target chimaera_apps lun 31 uupn

HHNR wipn  loopid lun vendor  product
serial nunber

1: 0000000000000000 1000000092212 129 0 IBA 2105F20
20114830

2: 0000000000000000 10000000c922112F 129 1 IBH 2105F20
20414830

3: 0oooooooooooooo 10000000cG22112F 129 2 IBH 2105r20
30214830

[SN_5420-H61]# add scsirouter zeus target chimaera_apps lun 31 wupn #

Succeeded adding scsirouter zeus target chimaera_apps lun 31 wupn 10:00:00:00:¢9:22:11:2f lun 1
*[5N_5420-1611+ set scsirouter zeus target chimaera_apps accesslist aegis

*[SN_5420-1G1 14

“Id

39,17 | |¥T400-7 -- COM3 at 9600 baud

Figure 3-18 Command to apply ACL on the SCSI router

Table 3-8 Server access control commands

Command

Description

set scsirouter zeus target
chimaera_email accesslist aegis

The iSCSI target chimaera_email can be
accessed by servers listed in the access
list named aegis using the SCSI routing

service zeus.

set scsirouter zeus target
chimaera_apps accesslist all

The iSCSI target chimaera_apps can be
accessed by all servers using the SCSI
routing service zeus.

set scsirouter zeus target all accesslist
aegis

All iSCSI targets defined to the SCSI
routing service zeus can be accessed by
servers listed in the access list named
aegis.
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Command Description

set scsirouter zeus target all accesslist | All iSCSI targets defined to the SCSI

all routing service zeus can be accessed by
all servers using the SCSI routing service
zeus.

set scsirouter zeus target No server can access the iSCSI target

chimaera_apps accesslist none named chimaera_apps using the SCSI

routing service zeus.

set scsirouter zeus target all accesslist | No server can access any iSCSI target
none using the SCSI routing service zeus.

3.5.10 Using the GUI on the Cisco SN5420 Storage Router

Another management option that can be used to configure and control a Cisco
SN5420 Storage Router is the graphical user interface. By using a Web browser,
insert the IP address that was assigned to the management port of the Cisco
SN5420 Storage Router. All functions, except for the initial assignment of the
management IP address, can be performed using the GUI. The initial login
window, main admin and system maintenance, are shown here for reference
(Figure 3-19 through Figure 3-21).

Cisco SN 5420 Storage Router User Interface - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help

< Back + =) - @ ﬁ | @Search @Favorites ®History ||%v @ g

oldress @] http://10.1.10.244

Cisco SN 5420 Storage Router User Interface

YWelcome to the Cisco SN 5420 Storage Router SN_5420-MG1.

To make use of this user interface, you will be prompted for 2 user name and password. Use the user name "monitor” to log
in and view statistics and other information. To configure the device, log in using the user name "admin”. Click "Logout” to
return to exit back to this screen.

Loy in as monitor
Log in as admin

Click on the "support” link for the Cisco web site, where you can find application notes, documentation, and new firmware
upgrades.

Cisco Srsrems

o
EMPOWERING THE
INTERNET GERERATION™

Figure 3-19 Initial login window
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=3 Cisco SN 5420 GUI - Management Port - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

{gaBack + mp - @ ﬁ | @Search @Favor\tes @History | @v @ g

Address I@ http:ff10.1,10, 244/ admin/system/mamtport, shtml j @an |J Links

=

facl S CISCO STORAGE NETWORK 5420

5 T O R A G E R O U T E R

‘
WERING THE

Espoy
Erroareey Qoo™ Meniter  Configuration Maintenance Support Logout Help

System
hgmt Interface
H& Interface
Passwords
Metwork Momt

Sy stem Information I+
Date and Time System Name Sh_5420-MG1
Domain HName Imystaragenet com
Static Routes IP Address [for 0244 required
M odify route
add route Network Mask |255.255.255.U reguired
Gateway IP Address I
SCSI Routers
Primary DNS IP Address |1 0.1.40.243

Configure SCSI

Add 3C3I Router Secondary DNS IP Address |1 1.1 50,2419

Access Lists

Add Access List Apply|

Mgmt Interface

|4

E] Done l_l_lo Internet

Figure 3-20 Management port configuration

Cisco SN 5420 GUI - Software ¥iew - Microsoft Internet Explorer 25 ek LI
J File Edit ‘iew Favorites Tools  Help |
J {QBack + mp - @ ﬁ ‘ @Search @Favnrites @Hismry ||§v @ g
JAddress I@ http:ff10.1,10, 244/ admin/system/software, shtml j e “Links i
=
Lisco SrsTeus CISCO STORAGE NETWORK 5420
o § T O R A G E R O U T E R
MMWE_FLI-I:THE . ) ) :
[HTERRET GEKERATION Monitor  Configuration Maintenance Support Logout Help
Maintenance
Software
Systermn Reset
Download Software SN 5420 Software
Backup Config
Restare Config Version|Status | Boot|Size | Build Time Flags
1.1.3 Running | Boot | 7311360) Mon Apr 30 21:13:33 COT 2001| hashed, booted, OK| Delete?
1.1.1 Alternate T178240( Wed Mar 7 16:28:21 CET 2001 | hashed, booted, Ok| Delete?
Disk Space Available: 11.50 MB
[
& l_l_lb Internet

Figure 3-21 System software display
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3.6 Host setup

This section describes the steps required to configure IP host access to the
Cisco SN5420 Storage Router and storage targets. For the IP hosts to access
storage via the Cisco SN5420 Storage Router you must first install and configure
client iSCSI drivers specific to their host operating system. Cisco and Cisco
Partners have developed or are currently working on iSCSI drivers that support
these operating systems (the first four are currently working):

Linux

Solaris

Windows NT

Windows 2000

AIX (under development by IBM)

HP UX (under development by HP)
Netware (under development by Novell)

vVvVvyVvYyVvYyYYvYYyvYyYy

Note: The latest Cisco iSCSI drivers for all hosts is available at:
http://www.cisco.com/pcgi-bin/tablebuild.pl/sn5420

3.6.1 iSCSI Windows 2000 driver installation and configuration

This section covers the installation of the Cisco iSCSI driver for Windows 2000.

Requirements

The Cisco Storage Networking iSCSI Driver for Microsoft Windows 2000 requires
Microsoft Windows 2000 Professional or Server with Service Pack 2 or higher. If
Service Pack 2 is installed, Microsoft hotfix Q302895 is required. This fix does
not appear on the Microsoft hotfix Web site; you must specifically request it. To
obtain these hot fixes you will need to contact Microsoft. This fix will eventually
be bundled into Microsoft Windows 2000 Service Pack 3. If Windows 2000
Service Pack 3 has been installed, then these hot fixes are not needed.

When installing the Windows 2000 iSCSI driver, we needed the following hot
fixes from Microsoft:

» Q302895 - Program that runs multiple I/O operations to multiple Fibre
Channel disks may hang.

» Q297961 - SCSI bus reset update.
» Q280114 -ScsiPort hangs after it fails a request, because the target was busy.

To install the iSCSI driver, follow these instructions:
1. Run the Setup.exe file to install the iISCSI driver.
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2. Type in the IP address or host name of the Gigabit Ethernet interface on the
Cisco 5420 and click Add. The address should appear in the list
(Figure 3-22).

3. Click OK, and you will be prompted to restart the computer. Restart the
computer.

The configuration is now complete.

iSCS1 config for Win 2000

Target Host Mames/IP Addrezzes

| Add
3.186.241.100

Figure 3-22 Windows 2000 iSCSI configuration

Assigning a drive letter to the iSCSI device

1. Follow this sequence to assign a drive letter from Disk Management
(Figure 3-23):

Click Start -> Programs -> Administration Tools -> Computer
Management -> Storage
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Figure 3-23 Windows 2000 disk administrator

You should now see Disk Management.

2. There will be a disk that is offline which is the iSCSI partition. In order to bring
it online, right click on the offline disk and choose Reactivate Disk
(Figure 3-24).

R EEEEIREEE

Tree I Wolume | Layout | Type | File System | Status | Capait: Free Spi
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F) System Information

@ Performance Logs and Alerts
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7 Local Users and Groups
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W Disk Defragmenter
(=) Logical Drives ZPDisk 0
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Figure 3-24 Reactivating a disk

3. The disk is now mapped to the next available drive letter. In order to use the
disk, the drive must be formatted. We suggest you change the drive letter to
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be further down in the alphabet, so that if another local drive is connected it
will not interfere with the iSCSI drive.

Note: As of updating this document the latest Windows 2000 iSCSI driver
from Cisco available is release 1.8.10.

3.6.2 iSCSI Windows NT driver installation and configuration

In this example we will walk through a Windows NT installation and configuration.
All available drivers and complete installation documentation are available for
download at Cisco Connection Online (CCO):

http://www.cisco.com/pcgi-bin/tablebuild.p1/sn5420
These instructions are based on Cisco Windows NT iSCSI driver version 1.8.6.

The Cisco SN iSCSI server driver for Microsoft Windows NT requires Windows
NT Server (or Workstation) Version 4.0 with Service Pack 6a or later.

iSCSI driver installation steps for Windows NT
1. Download the latest iSCSI driver files. Store and unzip these files into a
directory. Follow the installation instructions in the readme.txt file.

2. Once the iSCSI drivers are installed on the Windows NT system, open the
Control Panel and double-click the iSCSI config icon. At the iISCSI config
dialog box, enter the IP address of the SN5420 Storage Router and click Add.

3. Restart the server.

4. Once the server has restarted, run Disk Administrator. This will cause
Windows NT to discover the iSCSI devices. Disk Administrator is found
under:

Start->Programs->Administrative Tools->Disk Administrator

5. Using Disk Administrator, configure hard disk partitions and drive letters for
the discovered iSCSI devices.

6. Atthe iSCSI Config dialog box, click Save Boot Info. This will save the device
partition and drive letter assignment in the registry.

Note: At the time of writing this redbook, the latest Windows NT iSCSI driver
available from Cisco was Release 1.8.9.

3.6.3 iSCSI UNIX and Solaris driver installation and configuration

In this example we will walk through a UNIX/Solaris iSCSI driver installation and
configuration.
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These instructions are based on Cisco Solaris iISCSI driver Version 1.8.7.

You must be a super-user (root) to install the iISCSI package. The Cisco iSCSI
driver for SUN servers runs only on SPARC machines. The driver requires either
Solaris Version 7 or 8 with all Sun recommended patches installed for the
specific version used. Because the network connections usually go down first in
a system shutdown, any iSCSI file systems should be unmounted prior to shut
down.

iSCSI driver installation steps for UNIX/Solaris

1.

Download the iSCSI driver file. Copy the solaris_iscsi_<ver>.tar.Z file to an
empty working directory, such as /usr/local/NuScsiTcp. The <ver> is the three
digit version, for example, 0.8.1.

. Change to the working directory created in Step 1 and untar the file using the

tar command.

cd /usr/local/NuScsiTcp
uncompress solaris_iscsi_<ver>.tar
tar xvf solaris_iscsi_<ver>.tar

The working directory now contains the iSCSI package.
Add the package.

cd /usr/local/NuScsiTcp

pkgadd -d . CSCOiscsi

Adding the package will install all the files to their correct Tocations.
/etc/rcO . d/K08iscsi (iSCSI shut down script)
/etc/rc3.d/S78iscsi (iSCSI start up script)
/etc/NuScsiTcp.conf (iSCSI configuration file)
/kernal/drv/sd.conf (iSCSI SCSI disk configuration)
/kernal/drv/nupseudo (iSCSI psuedo driver)
/kernal/drv/nuscsitcp (iSCSI HBA driver)
/kernal/strmod/nustrmo (iSCSI stream module)
/usr/local/bin/nuscsitcpd (iSCSI daemon)

The package install will note that the system needs to be rebooted, perform
the following steps before rebooting.

Edit the /etc/NuScsiTcp.conf file to insert the correct SN5420 IP address.
There are two types of entries in the configuration file, “TargetlpAddr” and
“TargetHiWater”.

TargetlPAddr specifies the SN5420’s IP address. The configuration file can
have up to eight different remote connections. The value of TargetlpAddr can
either be an IP address or a hostname. The format of this entry is:

TargetIpAddr=remote_address

For example: TargetIpAddr=10.1.0.45
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TargetHiWater specifies an optional configuration for the TCP transmit and
receive window size. The format of this entry is:

TargetHiWater:remote_address=high_water_value
For example: TargetHiWater:10.1.0.45=1048576

5. The file, /kernal/drv/sc.conf, was modified with the pkgadd command. A
generic set of targets and LUNs were added for the iSCSI driver. Edit this file
to include only the applicable targets and LUNs.

6. The order of the boot script may need to be modified because the iISCSI
daemon tries to initiate a TCP connection to each configured SN5420 and if
the network interface has not started by the time the boot script runs, the
connection will not occur.

7. Reboot the system to start and reload the iSCSI driver.

If you do not wish to reboot the machine, the following command will manually
start the iISCSI devices immediately:

/etc/rc3.d/S78iscsi start
To manually stop the iSCSI driver, enter:
/etc/rc0.d/K08iscsi stop

Start and stop scripts are Bourne shell executables. If you are running csh,
use “sh /etc/rc3.d/S78iscsi start”.

8. The first reboot should reconfigure devices. Otherwise, the configuration
commands (drvconfig, disks) may be run manually. Normal disk commands
like format, newfc, mkfs, and fsck will work on the iISCSI devices just like they
work on a local hard drive.

9. To remove the iISCSI package enter:
pkgrm CSCOiscsi

Note: At the time of writing this redbook, the latest Solaris iSCSI driver
available from Cisco was Release 1.8.9.

3.6.4 iSCSI Linux driver installation and configuration
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In this example we will walk through a Linux iSCSI driver installation and
configuration. These instructions are based on Cisco Linux iSCSI driver Version
1.8.5.

This driver requires Linux kernal Version 2.2.16-3 or higher. Compiling the driver
requires some include files from the kernel. The appropriate “kernel-headers”
rpm package, if using Redhat Linux, must be installed on the compiling host. If
you do not have the kernel-headers package or the kernel source package
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installed, you can download the source code from the kernel that is currently
running from http://kernel.org. You must ensure that the kernel source is
extracted to “/usr/src/linux” so that the driver will compile correctly. To determine
the current kernel version that is running on your system run the following
command:

#cat /proc/version

Linux version 2.2.16-22 (root@porky.devel.redhat.com) (gcc version egcs-2.91.66
19990314/Linux (egcs-1.1.2 release)) #1 Tue Aug 22 16:49:06 EDT 2000

#

Once compiled, the objects and executables can be moved to another host
running the same level of operating system. Since the network connections
usually go down first in a system shutdown, any iSCSI file systems should be
unmounted prior to shut down.

iSCSI driver installation steps for Linux

1. Download the iSCSI driver file. Copy the linux_iscsi_<ver>.tgz file to an
empty working directory, such as /usr/src/NuScsiTcp. The <ver> is the three
digit version, for example, 0.8.1.

mkdir /usr/src/NuScsiTcp
cp /tmp/1inux_iscsi_<ver>.tgz /usr/src/NuScsiTcp

2. Change to the working directory created in Step 1 and untar the file using the
tar command.

cd /usr/src/NuScsiTcp
tar xzvf linux_iscsi_<ver>.tgz

The working directory now contains the iSCSI driver and associated files.
3. Compile the iSCSI driver.

make clean
make

4. Install the iSCSI driver. You have to be a super-user (root) to install the driver.
make install

The install process does not over write an existing /etc/NuScsiTcp.conf. Make
sure that any additional features, from the latest release, are added to the
existing configuration file, by reviewing the new packages NuScsiTcp.conf
file.

5. Edit the /etc/NuScsiTcp.conf file to insert the correct SN5420 IP address.
There are two types of entries in the configuration file, “TargetlpAddr” and
“Target,Lun”.

TargetlPAddr specifies the SN5420’s IP address. The configuration file can
have up to eight different remote connections.
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The value of TargetlpAddr can either be an IP address or hostname. The
format of this entry is:

TargetIpAddr=remote_address
For example: TargetIpAddr=10.1.0.45

Target,Lun are optional entries and are needed only if you want to
specifically activate the specified LUNs. The first number is the target and the
second is the LUN. Targets start at zero and increment by one, LUNSs start at
zero and increment by one. If the configuration file does not contain any
“Target,Lun” entries then all the Targets and LUNs are probed.

The format of the entry is:
Target,Lun=0,0

6. If you are using a non-Redhat Linux distribution you may need to edit your
boot scripts to properly run the iSCSI setup script. You may also need to
change the order of the boot script, because the iSCSI daemon tries to get a
TCP connection to each configured SN5420, and if the network interface has
not started by the time the boot script runs, the connection will not occur.

7. Reboot the system to start and reload the iSCSI driver. If you do not want to
reboot your machine, you may use the following command to start the iSCSI
drivers immediately:

Jusr/src/NuScsiTcp/rc.NuScsiTcp start
To manually stop the iSCSI driver enter:
Jusr/src/NuScsiTcp/rc.NuScsiTcp stop

Normal disk commands like fdisk, mkfs, and fsck will work on the iISCSI
devices just like they work on a local hard drive.

8. To optionally change the TCP window for the iSCSI connection modify the
following values prior to starting the iISCSI daemon. You may want to put them
in the SCSI rc script. Normally, the larger the window the better the
performance.

echo “1048576” > /proc/sys/net/core/wmem_default
echo “1048576” > /proc/sys/net/core/wmem_max
echo “1048576” > /proc/sys/net/core/rmem_default
echo “1048576” > /proc/sys/net/core/rmem_max

9. To remove the iSCSI driver, enter:
make remove
This deletes the files from /lib/modules, /etc and /bin.
Back up one directory and delete the working directory.

cd ..
rm -fr /usr/src/NuScsiTcp
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Note: At the time of updating this redbook, the latest Linux iSCSI driver from
Cisco was Release 1.8.7.

3.6.5 Troubleshooting

Table 3-9 lists several show commands that are available to display system
variables and verify proper operation of the Cisco SN5420 Storage Router. Also
see the accompanying figures (Figure 3-25 through Figure 3-29).

Table 3-9 System troubleshooting commands

Command Description

show accesslist Verify an access list exists.

show accesslist aegis Display entries in the access list named
aegis.

show scsirouter zeus Display configuration parameters for the

SCSI routing instance named zeus.

show system Displays system management and
configuration variables.

show net route Displays the system route table.
show snmp Displays SNMP variables.
show admin contact info Displays contact information.
show cluster Displays cluster information.
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i Cisco Console.r2w - Reflection for UNIX and Digital

File Edit Connection Setup Macro Window Help

==l x|

IDEE & =2ale T » o K2

[SN_5420-611# shou accesslist

aegis

[SN_5420-H611# show accesslist aegis

accesslist aegis description "(not set)’
accesslist aegis 10.2.0.23/32

accesslist aegis 10.2.0.36/32

accesslist aegis 10.2.0.49/32

[SN_5420-H611# shou scsirouter zeus

zeus description "(not set)"

zeus primary "none

zeus serverif ge? 10.1.0.45/24

zeus deviceif fcl

zeus target chimaera_apps description "(not set)’
zeus target chinaera_apps enabled "TRUE'

zeus target chimaera_apps accesslist "aegis”

zeus target chimaera_apps lun 31 wupn "10:00:00:00:¢9:22:11:2f" lun "1"
[SN_5420-H611¢ ]

|»

l<l

158, 16 | |¥T400-7 -- COM3 at 9600 baud

Figure 3-25 System troubleshooting commands (screen 1)
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Cisco Console.r2w - Reflection for UNIX and Digital 18] =l

le Edit Connection Setup Macro Window Help

DNSHE S =20 T » o K2

[SH_5420-HG11# sh system

Systen Hane:
Systen Hodel:
Disk Capacity:
Free Disk Space:
Softuare Version:
Last Reset:
Current Tine:
Tine Zone:

NTP Server:

Name Servers:
Domain:

Systen

Processor

Fibre Channel
bigabit Ethernet

Device  IP/Netmask

feilHGHT 10.1.10.244/24

lo0 127.0.0.1/8

feil/HA  10.1.20.56/24

SH_5420-161

Cyclone

30.50 Hbytes

11.50 Hbytes

1.1.3

fion Jul 2 14:07:19 GAT 2001
fion Jul 2 14:09:39 GHT 2001
hone

10.1.60.86

10.1.40.243(Pri) 10.1.50.249(Sec)
nystoragenet.con

Hodel Humber Rev Serial Humber
SHS420-FCH-GEH 01 SADOS030PAL
CYCLONE-E4 01 SAPOS065CAD
FCH 01 VHID1030136
GEH 15 SAD045105BY

HAC

00:01:64:40:ec: 40
00:00:00:00:00:00
00:01:64:40:ec: 4

fel _J
114
B, 1| | WT400-7 -- COM3 at 9600 baud I

Figure 3-26 System troubleshooting commands (screen 2)
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Cisco Console.r2w - Reflection for UNIX and Digital 18] =l

le Edit Connection Setup Macro Window Help

DNSHE S =20 T » o K2

[SN_5420-H611# sh net route
Netuork Routes

Destination bateuay Flags Refcnt Use Interface
10.1.0.0/24 10.1.0.45 1 0 0 ge?
10.1.10.0/24 10.1.10.244 1 0 0 feil/HGHT
10.1.30.0/24 10.1.10.201 3 2 2 feil/HGHT
10.1.40.243/32 10.1.10.201 3 1 0 feil/HGHT
10.1.50.249/32 10.1.10.201 3 1 0 feil/HGHT
10.1.60.86/32 10.1.10.201 3 1 1 feil/HGHT
Host Routes

Destination bateuay Flags Refcnt Use Interface
127.0.0.1 127.0.0.1 5 0 0 lo0

[SH_5420-611¢# |

230, 16 | |¥T400-7 -- COM3 at 9600 baud

Figure 3-27 System troubleshooting commands (screen 3)
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Cisco Console.r2w - Reflection for UNIX and Digital

e Edit Connection Setup Macro Window Help

==l x|

DNSHE S =20 T » o K2

|»

[SH_5420-HG11# sh snmp

Prinary Trap Host: 10.1.30.17

Secondary Trap Host: 10.1.30.18

et Community String: public

Set Community String: mynetmanagers

[SN_5420-H611# sh admin contact info

Adninistrator Contact Information
Name: Pat J. Smith

Phone: 763 535-7766
Pager: 763 555-1166
[SH_5420-HG6114

Email: pjsmith@mystoragenet.con

253, 16 | |¥T400-7 -- COM3 at 9600 baud

Figure 3-28 System troubleshooting commands (screen 4)
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Cisco Console.r2w - Reflection for UNIX and Digital 18] =l

le Edit Connection Setup Macro Window Help

DNSHE S =20 T » o K2

[SN_5420-H611# sh cluster
Cluster Name: Ht_Dlynpus
HA State: RUNNING
Cluster Changes: 2
Last Change: Hon Jul 2 14:08:00 GHT 2001

Sent 410 heartheats
Revd 0 heartheats

Node ID fei0HGHT IP feil/HA IP Last Heard From
G440ecd0 10.1.10.244 10.1.20.5 Self

Application Hane IP State Last Config Update

[SN_5420-H611¢

703, 16 | |¥T400-7 -- COM3 at 9600 baud [

Figure 3-29 System troubleshooting commands (screen 5)

3.7 Cisco SN5420 Storage Router implementation

In this implementation model, we describe the various components used to
implement DB2. The components and topics are:

IBM Enterprise Storage Server (ESS)

McData ED-5000 Enterprise Fibre Channel Director
Cisco SN5420 IP Storage Router

Cisco Catalyst 3500 Series XL switches

Microsoft Windows AutoExNt-Service

Creating a database on ESS disk LUNS

vVvyvyvyYyy

Figure 3-30 on page 109 displays a high level logical view of the Cisco SN5420
IP Storage Router model implementation used for this redbook.

Important: DB2 Binaries were not installed on external disk in this model. The
Cisco solution is not implemented as a service, so Microsoft Windows
AutoExNt-Services could not initiate the disk mounts prior to DB2 services
startup.
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3.7.1 IBM Enterprise Storage Server (ESS)

The IBM Enterprise Storage Server (ESS) is the ultimate SAN utility, providing
the information “fuel” that runs the e-business “engine”. Extensive
heterogeneous server connectivity makes the ESS a natural fit for server
consolidation requirements. The ESS supports rapid universal access to vast
quantities of data through many advanced functions and features, making it a
workhorse for support of business intelligence and other business-critical
applications. Because of its enterprise-wide support and management scope, the
ESS is tailor made to help provide consistent, efficient and effective enterprise
resource planning. Using the ESS to address any or all strategic and tactical
business initiatives will give an organization the business advantage needed to
survive and thrive in the e-world.

For more information about this product, please refer to:

http://www.storage.ibm.com

3.7.2 McData ED-5000 Enterprise Fibre Channel Director

To help provide high data-availability across a SAN, IBM offers the McDATA
Enterprise Fibre Channel Director, which provides the scalability demanded by
rapidly growing e-business and other mission-critical applications. The Director
design is based upon the IBM ESCON Director (designed and manufactured for
IBM by McDATA), which has provided the level of industry-leading data
availability, performance, and data integrity required by today's most demanding
data centers.

The Director features redundant power supplies and cooling fans, along with
redundant active components that support automatic failover. Other
high-availability capabilities include hot swapping for all field-replaceable units,
nondestructive firmware updates, and automatic fault detection and isolation. In
addition, “call-home” and e-mail capabilities automatically alert support and
maintenance personnel to accelerate problem resolution.

Directors with the High Availability Option provide redundancy for all active
electronic components, helping to enable continuous data access and high
performance in the event of a single component failure. Together, these features
help enable nondestructive maintenance and upgrades without loss of data
access. You can use multiple Directors to create a scalable enterprise SAN
backbone that supports consolidated storage management applications, such as
disk sharing, tape pooling, and enterprise-wide data sharing.

For more information about this product, please refer to:

http://www.storage.ibm.com
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3.7.3 Cisco SN5420 IP Storage Router

The Cisco SN5420 Storage Router provides access to storage over IP networks.
With the SN5420 Storage Router, you can directly access storage via an IP
network. The robustness of the (TCP/IP) protocol suite, including security,
availability, manageability, and quality of service (QoS), is available when you
access storage. The SN5420 Storage Router from Cisco Systems enables the
Small Computer Systems Interface over IP (iSCSI), which is the first storage
implementation based on IP standards and interoperability.

For more information about this product, please refer to:

http://www.cisco.com

3.7.4 Cisco Catalyst 3500 Series XL switches

The Cisco Systems Catalyst 3500 series XL is a scalable line of stackable
10/100 and Gigabit Ethernet switches. This line of switch solutions is appropriate
for midsize networks deploying business applications, such as IP based
networking.

For more information about this product line, please refer to:

http://www.cisco.com

3.7.5 Microsoft Windows AutoExNt-Service

The Microsoft Windows AutoExNt-Service may be implemented in the model.
We noticed that at times there was a delay in the acquisition of the logical drives.
A sleep.exe was the only inserted command in the AutoExNt.bat file. Specific
implementations may require additional testing.

For more details, please refer to 2.2.2, “Disk drive addressing” on page 34.

3.7.6 Creating a database on ESS disk LUNS
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Since the ESS LUNS are presented to the Windows disk administrator as a
logical drive, the database creation procedure in Example 5-1 on page 169 may
be used, as well as on any logical drive.
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ISCSI via Cisco SN5420

McData ED-5000

O
D Gigabit Ethernet

10/100|Ethernet Fibre Channel

J— Cisco SN 5420

Cisco Catalyst

3500 Switchi .
witehes Fibre Channel

10/100 [Ethernet Gigabit Ethernet

IBM ESS

Figure 3-30 iSCSI via Cisco SN5420, Fibre Channel to IBM ESS
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Implementing Enterprise
Mail for iSCSI

One of the most common solutions being used in companies today is Enterprise
mail. The Enterprise mail functions have expanded to more than just messaging
or e-mail. Enterprise mail is now used for collaboration and day-to-day processes
in replacement of paper signatures and approval. There are many different
Enterprise mail applications in the market. In this chapter we will focus on Lotus
Notes Domino and Microsoft Exchange.

We will limit this chapter to providing information about installation, configuration,
and administration of Microsoft Exchange 2000 and Lotus Domino on Windows
2000 Server, in conjunction with the IBM TotalStorage IP Storage 200i storage
unit.
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4.1 Planning the Enterprise Mail installation

The following factors need to be considered in the planning/implementing stage
of Enterprise mail.

» Validate that the required hardware and software is installed on the target
server, because this will impact on the success/failure of the installation of
Exchange 2000/Lotus Domino.

» Validate that all the required Windows 2000 components and services are
installed and are functioning correctly.

» Test period

In this period, it is very important that all the applications and servers get
tested to their full capability to minimize problems in a live environment.

» Pilot Site

This is a important phase, because a lot of potential problems and installation
errors can be picked up and corrected before cutting high profile users over to
the new installation. From this phase, product documentation can be
generated, such as:

Deployment parameters
Training material
Required user training
Required support

» Cut over period
» System administration and tools

In this phase, we recommend that the system administrator’s skills are
identified and the required training given for use of system and user support.
These need to be addressed:

— Mail box administration/creation

— System policies for Exchange 2000 (max. mail box size)
— Mail box size limitation for Lotus Domino

— Connection to the Internet for mail routing

— Windows 2000 or Pre-Windows 2000 security

» Check the components that will be selected for Exchange 2000 or Exchange
2000 Enterprise Server, as shown in Table 4-1.

» Decide which Lotus Domino software package to install: Domino, Domino
Mail Server, Domino Application Server, Domino Enterprise Server.

» Provide support to end users
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This requires that the skill levels of the employees are identified, because this
will determine the required support and training that will be given to the
support personnel and end users. This may include:

— Telephone support
— On-site support
— Time frame when support will be available

» The amount of servers

It is important that service, availability, and scalability are included when
planning the amount of servers that will be deployed. This is dependent on
customer need and downtime impact on the business.

» Whether or not to use RAID and what level of RAID

A cost versus performance study needs to be done to determine what level of
RAID, if implemented, will be used. This must be completed in the test phase.

» Required hard disk space

The following factors need to be carefully planned, because this has a big
impact on the server performance and the environment in which it operates:

— Amount of RAM

— Number of CPUs and speed

— Amount of network cards and speed
— Performance monitoring

— Performance tuning

Table 4-1 Exchange 2000 Server/Enterprise options

Function Exchange Exchange
2000 2000

Enterprise

Interrogation with Active Director X X

Messaging and Collaboration X X

Outlook 2000 SR release X X

Qutlook for Macintosh 8.2.2 X X

Microsoft Web Storage System X X

Connectors to Lan based e-mail systems, MSMail, | X X

cc:Mail, Notes/Domino /GroupeWise

Distributed Configuration (Front-end Back-end X

Server

POP3 and IMAP4 X X
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Function Exchange Exchange
2000 2000

Enterprise

HTTP Outlook Web Agent X X

SMTP Connector X

X.400 Connector X X

Unlimited Message Storage X

Multiple Stores per Server X

Windows Clustering X

Instant Messaging X X

Chat X

4.2 Prerequisites for installing Exchange 2000
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In this section we will discuss the minimal hardware and software requirements

Test environment
The environment was set up accordingly, as shown in Table 4-2.

Table 4-2 Setup information for Exchange 2000

as well as some factors that need to be considered when installing Exchange
2000.

DNS Name

TONGA.ISCSI.RED

LOCHNESS.ISCSI.RED

Operating System

Windows 2000 Advanced
Server SP2

Windows 2000 Advanced
Server SP2

Domain Role

Domain Controller, DNS
Server

Member Server

Additional Software

Window 2000 1S Hot Fix

Exchange 2000
enterprise server, Window
2000 IS Hot Fix, ADC

Additional Windows DNS NNTP
Components

CPU Speed P Il 800MHZ P Il 800MHZ
Memory 768MB 768MB
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DNS Name

TONGA.ISCSI.RED

LOCHNESS.ISCSI.RED

Network Card

10/100MB Ethernet

10/100MB Ethernet

Additional Hardware

200i Network attached
storage device

Important: It is important that the 1IS Hot Fix is installed because there is

security exposure to viruses; in this case, we used:

Q301625 _W2K_SP3_x86_en. EXE

4.2.1 Hardware requirements

Hardware requirements are diverse for each organization. These are based on
minimal installation requirements, the amount of users, scalability, and
availability. Here are the factors:

» Minimum of a Pentium-compatible 300 MHz or higher (500 MHz or above

recommended)

» Minimum of 528 MB of RAM (512 MB or higher recommended up to 4GB)

» 500 MB of free hard disk space on the target drive

» 200 MB of free hard disk space on the system drive (recommended 4 GB of
hard disk space, in total, is made available)

» CD-ROM
» VGA monitor

Tip: The total amount of hard disk space required is equal to the total number
of users times the max. mail box size set by the Exchange administrator.

4.2.2 Software requirements

Exchange 2000 will only run on Windows 2000 server, Windows 2000 advanced
server and Windows 2000 Datacenter Server.

» Increase the page file to double the amount of RAM on the server that will

host Exchange 2000, as shown in Figure 4-1.

» TCP/IP Protocol

» Internet Information Services (IIS) with Network News Protocol (NNTP)
selected as a additional selection
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Tips:

» We recommended that the page file is moved from the system drive to a
separate local drive, for performance enhancement.

» Download the latest Service Pack, 11S and NNTP fix’s for Windows 2000,
along with service pack one for Exchange 2000 at:

http://www.microsoft.com/servers

System Properti ﬂﬂ

General | Metwork [dentification | Hardware | User Profiles ."-‘l.dvancedl

Performance ﬂll|
2l x|

¥irtual Memory

Drive [Wolume Label] Paging File Size (ME)

D: [Mews Walume]

—Paging File size For selected drive

Dirive: C:
Space available: G911 MEB

Initial size (MEY): I 1600
Maximum size (ME): I 2700 Set

—Taotal paging filz size Far all drives

Minirnum allowed: ZMB
Recommended: 1150 MEB
Currently allocated: 1152 MB

—Registry size

Current registry size: 10 MEB

=1

Maxirnurn reqgiskry size (ME): 100

oK | Zancel |

Figure 4-1 Increasing page file size

We recommend that Exchange 2000 installation is done on a NTFS partition for
performance and security enhancement reasons.

Make sure that service pack two, (minimum of service pack one) is installed on
the server that is going to host Exchange 2000. The installation will not run if the
minimum service packs are not installed.
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The server that will host Exchange 2000 must be a member server of an Active
Directory Domain; if not, it will exit with a error.

Internet Information Services (IIS) is a very important for the installation of
Exchange 2000, it provides all of the Internet message transport protocols for
Exchange 2000. Simple Mail Transfer Protocol (SMTP), Hypertext Transfer
Protocol (HTTP) and Network News Protocol (NNTP) protocols are extended to
support the advanced features of Exchange 2000.

Make sure that SMTP and HTTP services are installed; the services are part of
the default installation. NNTP services are an additional selectable components
and have to be installed and verified that they are working, if NNTP services are
not installed, Exchange 2000 will exit with a warning.

Installation of NNTP can be done by running the Add/Remove Windows
components:

» Selecting IIS

» Select NNTP Service, as shown in Figure 4-2, for Windows 2000 servers.

» Verify that the NNTP service is running; this can be accomplished by opening
a command prompt and telneting in to the local host on port 119:

Telnet Tocalhost 119
A telnet session will open; if it fails to open make sure that NNTP services are

installed and running by checking that NNTP services have started. To end the
telnet session type:

Quit

Chapter 4. Implementing Enterprise Mail for iSCSI 117



Tao add or remove a component, click the check box. A shaded box means that only part
of the component will be ingtalled. To zee what's included in a component, click Details.

Subcomponents of Internet Information Services [[1S]:

&3 Documentation I6ME =]
s.[:' File Transfer Pratocal [FTF) Server 01 B
G@ FrontPage 2000 Server Extenzsions 4.0MB
'Pﬁ] Intermet [nformation Services Snap-n 1.3MB
Q Internet Services Manager (HTHL) 0.7 MB
v B MMTP Service 4 5 ME
W) B SMTP Service LA

Dezcription:  Required 1S proaran files. These files are required by many of the
compaonents, but should not be installed independently.

Total dizk gpace required: 25 MEB Details... |
70085 MB

Space available on digk:

= ak. | Cancel | —

Figure 4-2 IIS selection page

4.2.3 Before Exchange 2000 installation

Exchange 2000 can be installed from the installation guide that runs when the
Exchange CD is installed into the drive. This is not advisable for the first
Exchange server in the domain. The forestprep and domainprep command
needs to be run on this server.

Keep the installation and system files local and create the mail stores on the
iISCSI unit.

4.2.4 Installing the Active Directory Connector
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When installing a server running Exchange 2000 into an Exchange 5.5 site, it is
important to install the Active Directory Connector (ADC) and verify that it is
working.

The server/workstation needs the ADC from where the Exchange 2000
management and mail box creation tasks will be done, and this includes the
Domain Controller. If the ADC is not installed or not working, the Exchange tasks
will not be available in the Active Directory Users and Computers Snap for the
Microsoft Management Console (MMC).
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Use the ADC from the Exchange service pack one, instead of the one from the
Exchange 2000 CD-ROM. This will enable support for Microsoft Exchange 2000
and Microsoft Exchange 5.5 to coexist on the same Active Directory.

During the installation of Exchange 2000, the installation of the ADC is confirmed
by checking the configuration partition of the Active Directory.

Tip: Install the ADC from Exchange service pack one.

Log on to the server using the Domain Administrator account. This can be
accomplished by extracting all the downloaded files of Exchange 2000 service
pack one, to a local folder. In this case c:\temp was used. Run setup from the:

C:\Temp\adc\i386\setup.exe
Alternatively, if service pack one is not available, ADC can be launched from the
Exchange 2000 CD under:
» Z:\adc\i386\setup.exe (for this installation the CD-ROM letter was Z:)
» Select Next.
» Select the required components as shown in Figure 4-3, and select Next.
The selection of the Service and Management component is very important.
Failure to do so will result in non-manageability of the Exchange 2000 server.
» Select the installation drive, and select Next.
» Type in the Account name and password, and select Next.
» The installation of the ADC will launch.

» Select Finish to complete the installation.
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Component Selection
Select the components you want to inztall or remove.

Select the companent that you want ta install. Clear any component that you do not
want o install or that you want to remove.

v Microsoft Active Directory Connector Service componet

v Microsoft Active Directory Connector Management components

< Back I Mewt » I Cancel

Figure 4-3 ADC setup selection

4.2.5 Advantage of using the forestprep switch

Forestprep prepares the Active Directory forest for Exchange 2000. Several
modifications are made to the Active Directory schema and configuration without
installing Exchange 2000. Forestprep also grants the first Exchange
administrator user group permission to the Exchange organization.

Attention: This is a one way change to the Active Directory, and changes to
the schema are not reversible.

4.2.6 Preparing the forest with the /forestprep switch
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Forest preparation is accomplished by changing to a command prompt, and
switching to the CD-ROM drive. Change the directory to G:\setup\i386 (for this
installation the CD-ROM letter was G:); from the command prompt type:

G:\setup\i386\setup /forestprep

Note: If forestprep is misspelled a normal installation will run. Close the
installation and check the spelling of forestprep on the command line.

The installation welcome screen will be launched:

» Select Next.

» Read the Licence agreement, and select | Agree.
» Select Next.

» Enter the CD key for Exchange 2000.
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» Select Next.

Make sure that ForestPrep appears as shown in Figure 4-4. Select the
installation drive, and select Next.

» Select Create a new Exchange Organization.

» Select Next.

» Type in the organization name.

» Select Next.

» Type in the account name.

» Select Next.

The component installation progress bar will appear (Figure 4-5). This part of the

installation may take some time to complete.

» Select Finish to complete the installation.

Component Selection
Select and modify components ta fit your custom solution.

S

Click. in the left calumn to zpecify the appropriate action far each component.

Action

-

ticrozoft Exchange MSkail Connector

ticrozoft Exchange Connector for Lotus co:bail
ticrozoft Exchange Connector for Lotuz Notes
ticrozoft Exchange Connector for Movell Group'wize
ticrozoft Exchange K.ep Management Service

r - ticrozoft Exchange Spstem Management Toolz
ticrozoft Exchange 5.5 Administrator

- ticrozoft Exchange Chat Service

- ticrozoft Exchange Inztant Meszaging Service

1 |

7224 MB Remaining

Component Hame Current

Drive | F
[

Inztall Path: C:\Pragram FileshE scharr Change Folder... |
Drrive T 35 ME Requested Dizk Infarmation... |

i

< Back I et = I Cahicel |

Figure 4-4 Exchange 2000 - ForestPrep
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Component Progress
The following componentz are performing the actions you selected, @

¥ Microzoft Exchange 2000
} Additional Suite Components

Configuring regigty entries for Microzoft Windowes 2000 Active Directony schema update

|

Installation Owverall Progress:

|

< Biachk | Wext > | Cancel I

Figure 4-5 ForestPrep installation bar

4.2.7 Advantages of using the domainprep switch

Domainprep prepares the domain by creating an Exchange Domain Servers
domain global group that will contain all the servers running Exchange 2000 in
the domain.

By default the first Exchange 2000 server installed in the domain is the Recipient
Update Server (RUS). The advantages are:

>

>

>

Creates a global security group, Exchange Domain Servers.
Creates a domain local security group, Exchange Enterprise Servers.

Adds the Exchange Domain Servers group to the Exchange Enterprise
Servers group.

Creates the container for the public folder proxy object.

Creates a user account EUSER_EXSTOREEVENTS for use with the script
events host. This account has less access than a guest account.

Grants the appropriate permissions for Exchange 2000 administrators and
Exchange servers.

4.2.8 Preparing the domain with /domainprep switch

Domain preparation is accomplished by changing to a command prompt, and
switching to the CD-ROM drive. Change the directory to G:\setup\i386 (for this
installation the CD-ROM letter was G:); from the command prompt, enter:

G:\setup\i386\setup /domainprep
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Note: If domainprep is misspelled a normal installation will run. Close the
installation and check the spelling of domainprep on the command line.

The installation welcome screen will be launched.

» Select Next.

» Read the Licence agreement, and select | Agree.

» Select Next.

» Enter the CD key for Exchange 2000.

» Select Next.

» Make sure that the DomainPrep option appears, as shown in Figure 4-6.
» Select the target drive, and select Next.

If there is a Pre-Windows 2000 domain running, the following error might be

displayed as shown in Figure 4-7. Take note of the warning, correct it later if
applicable for the installation.

» Select OK to continue.

The installation/preparation will now start (Figure 4-8).
» Select Finish to complete the installation.
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Component Selection
Select and modify components ta fit your custom solution. @

Click. in the left calumn to zpecify the appropriate action far each component.

Action Component Name Current Drive |
) [ LE 000 C =

v - Microzoft Exchange Messaaing and Collaboration Services
Microgoft Exchange M5hail Connector
Microgoft Exchange Connector for Lotuz co:b ail
Microgoft Exchange Connector for Lotuz Motes
Microgoft Exchange Connector for Novell Grouphfize
Microgzoft Exchange Key Management Service

* - Microgoft Exchange Syetem Management Tools
Microgoft Exchange 5.5 Adminigtator

- Microgoft Exchange Chat Service

- Microgoft Exchange Instant Meszaging Service

<] | 2l
Inztall Path: C:"Program FileshE =charwr Change Folder... |
Drrive T 35 ME Requested Dizk Infarmation... |

7224 MB Remaining

< Back I et = I Cahicel |

Figure 4-6 Exchange 2000 - DomainPrep

groups with hidden DL membership, Hidden DL membership will be exposed to members
of the built-in "Pre-windows 2000 Compatible Access" security group, This group may
have been populated during the promotion of the domain with the intent of allawing
permissions ko be compatible with pre-windows 2000 servers and application. To secure
the domain, remove any unnecessary members Fram this group,

Figure 4-7 Pre-Windows 2000 compatibility warning

& The domain "I5CSI.RED" has been identified as an insecure domain for mail-enabled
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Component Progress
The following companents are performing the actions you selected. @

¥ Microzoft Exchange 2000
b Additional Suite Components

Configuring initial permizzions

|

Inzstallation Owerall Progress:

|

< Back | fdewt > | Cancel I

Figure 4-8 DomainPrep progress bar

4.2.9 Installing Exchange 2000

This section covers the installation and possible pitfalls for Exchange 2000.

Tip: If this is a reinstallation make sure that the
C:\Program\Files\Exchsrvr\MDBDATA is empty, because Exchange 2000 will
not install, if there is file in this folder. For this example, C: was used as the
target drive.

You can install Exchange 2000 from the application that launched when the CD
was installed into the CD-ROM drive; alternatively it can be installed from:

G:\setup\i386\setup.exe
» Select Next.
» Read the license agreement, and select | Agree.
» Select Next.
» Enter the CD key.
» Select Next.

» Changes are made by selecting the drop-down box and then making a
required selection (Typical Installation is suggested), as shown in Figure 4-9.
Select the target drive.

» Select Next.
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Take note that this is a per seat license agreement.

» Select Next.

On the summary page, make sure that the desired components and target drive
are selected.

» Select Next.

The installation process will now begin (Figure 4-10). This may take some time to
complete.

» Select Finish to complete the installation.

Component Selection
Select and modify components to fit pour cugtom solution, @

Click in the left column to specify the appropriate action for each component,

Action Component Marme Current Drve | R
Typical - Exchange 2000 C -
Install r - ticrozoft Exchange Meszsaging and Collaboration Services C
- ticrozoft Exchange MSkail Connector
- ticrozoft Exchange Connector for Lotus co:bail
- ticrozoft Exchange Connector for Lotuz Notes
- ticrozoft Exchange Connector for Movell Group'wize
- ticrozoft Exchange K.ep Management Service
Install r - ticrozoft Exchange Spstem Management Toolz C
- ticrozoft Exchange 5.5 Administrator
- ticrozoft Exchange Chat Service
- ticrozoft Exchange Inztant Meszaging Service
1] | |

Inztall Path: C:MProgram FileshEwcharr Chanage Falder... |
Drive C: 250 MB Requested Digk Information. .. |

7008 MB Remaining

¢ Back I Mext > I Cancel |

Figure 4-9 Exchange 2000 selection window
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Component Progress
The following companents are performing the actions you selected. @

¥ Additional Suite Components

¥ Microzoft Exchange 2000

P Miciosoft Exchange Messaging and Colla...
ticrozoft Exchange Spstem Management Toolz

Stopping the service 'SMTPSw!

Pre-nztallation Dwerall Progress:

|

< Back fdewt > | Cancel I

Figure 4-10 Exchange 2000 installation progress bar

Note: Before loading the Active Directory Schema you must register the
dynamic-link library by typing this at the command prompt:

> Regsvr32 schmmgmt.d1l

Tip: The Exchange System Manager security tab is not displayed by default.

To display the Exchange System Manager security tab, use Regedit:

» Add a DWORD VALUE to
HKEY_CURRENT_USER\Software\Microsoft\Exchange\EXAdmin.

» Right-click EXAdmin point to new, click DWORD Value. The name value is
ShowSecurityPage.

» Double-click ShowSecurityPage, type 1 in the value data box, and click OK.
» The installation of Exchange 2000 is now complete.

Rebooting of the Exchange 2000 Server and Domain Controller is not required,
but is recommend at this point!
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Tip: Validate that the POP3 and SMTP services has installed and started.
Telnet can be used to validate these services.

To validate the POPS3 service at the command line, type:
Telnet Tocalhost 110

To validate the SMTP service on a command line, type:
Telnet localhost 25
» Type quit to escape from the telnet session.
Note: For complete installation and configuration guidelines, refer to the
Exchange 2000 Server Resource Kit; alternatively, data is available from:

http://www.microsoft.com/exchange

4.2.10 Creating a new mail storage group

In this section we discuss how to create a new storage group and a new Mailbox
store on the iSCSI unit.

From the Exchange System Manager tool, expand the current work group:

» Expand the servers option.

» Expand the applicable server.

» Select the applicable server.

» Right-click on the applicable server.

» Select New Storage Group.

» Enter the New Storage Group name.

» Enter the location destination of the New Transaction log (select the iSCSI
drive that was set up for the Log Files).

» Enter the System Path destination Location (select the iSCSI drive that was
set up for the System Path Location).

» Select Apply.
» Select OK to close the window.
The new storage group will now be available under the selected server.

Creating a new mailbox store
» Select the newly created storage group.

» Right-click the new storage group.
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» Select New Mailbox Store.
» Name the new mailbox store.
» Select the Database tab.

» Enter the location destination of the Exchange database and Exchange
streaming database (select the iISCSI drive that was set up for the database
files).

» Changes to storage limits and so forth can be made here as well, under the
different selection tabs.

» Select Apply.
» Select OK to close the window.

A notification will be shown and asking to mount the store.
Select Yes to mount the new store.

v

A notification will be shown after the successful mounting of the new store.
» Select OK.
The new mail store is now ready for use.

Important: Do not create the log files and stores on the same physical hard
disk drive, because this will impact the server performance.

4.2.11 Creating an e-mail enabled user account

Note: Creating a e-mail enabled user account option is only available on the
Exchange 2000 server or workstation/server where the Exchange 2000
management tools are installed.

» Open a Microsoft Management Console (MMC)

Add Active Directory users and computers (Figure 4-11). Select the domain,
select New Users, right-click the user folder and select action -> New User.

» Select Next.

» Follow the instructions, as shown in Figure 4-12. Make sure that the create an
Exchange mailbox tic box is selected, and verify that the appropriate mail box
store is selected.

» Select Next.
» Click Finish to create the new user.
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Figure 4-12 New user mail box options
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4.2.12 Configuring a users Outlook Express mail

In this section we discuss setting up a new Outlook Express user e-mail account.
When starting Outlook Express for the first time, the Outlook Express
configuration window will be launched. Enter the new user’s:

» Name, Last Name.

» Select Next.

» Enter the users e-mail address.

» Select Next.

» Enter the POP3 and SMTP server address.

» Select Next.

Note: For POP3 and SMTP server entries, enter the IP address of the
Exchange 2000 server, if a DNS record has not been created for the
Exchange 2000 server.

» Enter the user name and password.
» Select Next.
» Select Finish to complete the installation.

The user is now ready to send and receive e-mail.

4.2.13 Setting up startup scripts for Exchange

This section will provide a complete script for starting Microsoft Exchange 2000,
safely, after the iISCSI HDD has been attached as a local drive.

We strongly recommend that the installation of AutoExNt services are interactive,
to note any errors in the start up. This is accomplished by running the installation
of the instexnt.exe with the interactive command:

Instexnt.exe install /interactive
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Table 4-3 has all the affected services that need to be changed to start Exchange
2000, safely.

Table 4-3 Affected services for starting Exchange 2000

Service name Startup type
AutoExNt Automatic
Computer browser Manual
Server Manual
Distributed File System Manual
Microsoft Exchange Manual

System Attendant

Microsoft Exchange MTA Manual
Stacks

Microsoft Exchange Manual
Information Store

Microsoft Exchange POP3 | Manual

Microsoft Exchange Manual
IMAP4
Microsoft Exchange Manual

Routing Engine

The script in Example 4-1 will attempt to connect the iISCSI drives. If it fails to
connect, it will not start the Exchange 2000 services, and intervention is then
required.

Example 4-1 Single iSCSI drive startup script

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
net start “IBMiSCSIcfg”

sleep 10
net start “server”
net start “computer browser”

net start “Distributed File System”

if exist g:\ goto iscsi_yes
Goto ISCSI_Error

132  UsingiSCSI: Solutions’ Planning and Implementation



sleep 5
goto drive_ofline

tiscsi_yes

net start “Microsoft Exchange System Attendant”
SLEEP 2

net start “Microsoft Exchange MTA Stacks”

SLEEP 2

net start “Microsoft Exchange Information Store”
SLEEP 2

net start “Microsoft Exchange POP3’

SLEEP 2

net start “Microsoft Exchange IMAP4”

SLEEP 2

net start “Microsoft Exchange Routing Engine”

tiscsi_error

The script in Example 4-2 will keep attempting to reconnect the G: drive until it is
successful. After connection of the G: drive, the required Microsoft Exchange
2000 services will be started. We recommend that this script is implemented at
the end of the instigation, after the drive letter has been selected.

Example 4-2 Multiple iSCSI drive startup script

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline

net start “IBMiSCSIcfg”

sleep 10

net start “server”

net start “computer browser”

net start “Distributed File System”
if exist g:\ goto iscsi_yes

net stop “IBMiSCSIcfg” /yes

net stop “computer browser” /yes
net stop “server” /yes

sleep 5

goto drive_ofline

tiscsi_yes

net start “Microsoft Exchange System Attendant”

Chapter 4. Implementing Enterprise Mail for iSCSI 133



SLEEP 2

net start “Microsoft Exchange MTA Stacks”

SLEEP 2

net start “Microsoft Exchange Information Store
SLEEP 2

net start “Microsoft Exchange POP3’

SLEEP 2

net start “Microsoft Exchange IMAP4”

SLEEP 2

net start “Microsoft Exchange Routing Engine”

2

Note: For more information on scripts and multiple iSCSI drives, refer to 2.2.2,
“Disk drive addressing” on page 34.

Shut down script for Exchange 2000

To shut down and restart Exchange 2000 safely, a shutdown script needs to be
installed. This is not required, but this can be accomplished by creating a bat
(shutdown.bat) file in this folder:

C:\WINNT\system32\GroupPolicy\Machine\Scripts\Shutdown\

Edit the file and insert the following statements:
Example 4-3 Shut down script for Exchange 2000

net stop “Microsoft Exchange POP3” /yes

net stop “Microsoft Exchange IMAP4” /yes

net stop “Microsoft Exchange Routing Engine” /yes
net stop “Microsoft Exchange Information Store” /yes
net stop “Microsoft Exchange MTA Stacks” /yes

net stop “Microsoft Exchange System Attendant™ /yes
net stop “Computer browser” /yes

net stop “server” /yes

net stop “IBMiSCSIcfg” /yes

Save the file. Then open the Microsoft Managment Console (MMC) and add the
Local Computer Policy from the MMC:

» Select Computer Configuration.
» Select Windows Settings.

» Select Scripts.

» Select Shut down.

» Right-click on shut down.

» Select Properties.

» Select Add.
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» Select Browse.

» Select:
C:\WINNT\system32\GroupPolicy\Machine\Scripts\Shutdown\shutdown.bat

» Select Open.

» Select OK.

» Select Apply.

» Select OK to close the shutdown script window.

4.3 Installing Lotus Domino

In this section we discuss installing Lotus Domino R5 on Windows 2000
Advanced server in an Active Directory.

Lotus Domino is not Domain dependent and can be installed on a member
server as well as a stand alone server in the network. For more information on
configuring and implementing Domino, refer to:

» Using LDAP for Directory Integration, SG24-6163
» Getting the Most From Your Domino Directory, SG24-5986
» LDAP Implementation Cookbook, SG24-5110

Test environment
The test environment was set up as shown in Table 4-4.

Table 4-4 Setup information for Lotus Domino R5

DNS name

TONGA.DOMINO.RED

CHARCOT.DOMINO.RED

Operating System

Windows 2000 Advanced
Server SP2

Windows 2000 Advanced
Server SP2

Domain Role

Domain Controller, DNS
Server

Member Server

Additional Software

Window 2000 IIS Hot Fix,
Lotus Notes, Lotus Domino
Administrator

Lotus Domino R5, Window
2000 IIS Hot Fix, ADC

Additional Windows DNS

Components

CPU P 111 800MHZ P 111 800MHZ
Memory 768MB 768MB
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4.3.1 Prerequisites for installing Lotus Domino

DNS name

TONGA.DOMINO.RED

CHARCOT.DOMINO.RED

Network Card

10/100MB Ethernet

10/100MB Ethernet

Additional Hardware

200i Network attached
storage device

Important: The IIS Hot Fix is installed, because there is security exposure to
viruses; in this case we used:

Q301625_W2K_SP3_x86_en.EXE

In this section we discuss the software and hardware requirements for installing
Lotus Domino on a Windows 2000 Server — the installation process and setting
up a mail box for a user.

Note: For a detailed description of Domino deployment, refer to A Roadmap
for Deploying Domino in the Organization, SG24-5617.

4.3.2 Hardware requirements
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Hardware requirements are diverse for each organization. These are based on
minimal installation requirements, the amount of users, scalability, and
availability. Here are the factors:

» For Windows 2000 server a minimum of 128 MB of memory is required, and

256 MB of memory and more is recommended.

» Windows 2000 requires 2 GB with a minimum of 1 GB of free space.

» A minimum of a Pentium-compatible 133 MHz or higher (300 MHz or above is

recommended).

» The minimum amount of memory you need in your Domino server is the sum
of two parts, the base RAM required to run the server application and the
operating system, plus memory for each client. The formula is:

Minimum memory = 128 + (number of concurrent users/5)MB

This is a minimum value and should be used as a starting point for memory
requirements. If the server runs additional tasks, such as file/print, backup

and recovery, or anti-virus software running on your server, you will need to
configure additional memory for them.
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Notes: Lotus Domino only addresses up to 2 GB of RAM. If you install extra
memory, it will only be used by the operating system and other additional
tasks. This means that installing more than 2.5 GB of RAM will not significantly
improve server performance.

For additional information about system requirements or hardware platforms,
visit the Lotus Domino Web site at:

http://www.Lotus.com/domino

4.3.3 Software requirements

Lotus Domino can be installed on other systems, such as IBM @server iSeries
Servers and AS/400, IBM @server zSeries Servers and S/390, IBM AlX, IBM
0OS/2, Linux, Sun Solaris, Windows NT/2000, and HP-UX.

» We recommend that the latest Service Pack and Hot fixes for Windows 2000
is installed for the applicable services that will be installed.

» TCP/IP protocol needs to be installed.
» We recommend that the Lotus Domino installation is done on a NTFS
partition for performance and security enhancement reasons.
For additional information on system requirements and supported operating
systems, visit the Lotus Domino Web site at:
http://www.lotus.com/domino
Tip: Download the latest Service Pack, 11IS and NNTP fixes for Windows 2000,
along with service pack one for Exchange 2000 from:

http://www.microsoft.com/servers/downloads

4.3.4 Steps for installing Lotus Domino

You can install Lotus Domino from the installation CD-ROM, or from the file that
is available for download at:

http://www.lotus.com/domino

Keep the installation and system files local and create the mail stores on the
iISCSI box. Both installation methods will bring you to the installation setup
window.
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For this installation we downloaded the file from the Web site above. The file was
saved to local disk and the installation started by browsing to the Lotus Domino
installation file and then launched from the source location:

C:\temp\w32n_domino_enteprise.exe
» The File Extraction process will launch (this may take some time to finish).
» In the Lotus Domino Installation window, select Next.
» Read the License agreement and select Yes.
» Enter your Name And Company.

Attention: Partitioned Server Installation should be selected if applicable, for
the installation.

» Select Next.
» Select the target drive and folder for the program folder and data folder.

Tip: If Partitioned Server Installation was selected the data folder destination
option is not available here.

» Select Next.
» Select the type of Domino Server to install as shown in Figure 4-13.
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Lotus Domino Installation I

Click the type of Setup vou want, Click, customize if pou want to
chooze which features to install for each setup.

{* Diomino &pplication Server

Select this option ta install a standard Doming
Server to provide mail and a Domino Application
Server.

= Doming Mail Server
Select this option to inztall a Domino Server to
provide mail zervices only.

= Domino Enterprise Server

Select this option ta install a Doming Server that
includes Domino clusters.

Customize | Ciomino Application Server %
< Back I Mext » I Cancel

Figure 4-13 Domino server installation option

Select Customize for a customized component selection with Lotus Domino.

If the customize option was selected, select the additional components:
» Select Next to complete the installation.
» Select Next if a standard installation will be done.

» Select Next to start the installation of Lotus Domino (this may take some time
to complete).

» Select Finish to complete the installation.

After the installation of Lotus Domino, select:
» Start -> Programs -> Lotus Applications -> Lotus Domino Server

The first time Lotus Domino is launched, it will bring up the Domino Server Setup
window (Figure 4-14).

For this installation, we used First Domino Server.
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» Click the > (right arrow, on top of the window).

Welcome to Iz thig the: first or additional Domino server?

Domino - (® First Domino Server
Server Setup (' Additional Domino Server

e S

Figure 4-14 Lotus Domino server setup

We recommend that you select Quick and Easy installation.
» Click the > selection box.

» Select the components for installation in the Server Audience selection page
as shown in Figure 4-15.

» Click the > box.

In addition to Notes uzers, who elze will be the audience for this server?

X wieh Browsers [for example; Metscape Mavigator or M5 Explarer)
Welcome to [® Internet Mail Packages [for example: Lotuz bail or Eudora)
Domino R

Server Setup [® Enterprize Connection Services [provides access to non-Maotes data)

*“

]

Figure 4-15 Server audience

Make sure to select edit to make changes to the Domino configuration
(Figure 4-16), before selecting the Exit option.

Attention: Change the certifier password along with the administrator
password, and change the server name and certifier options if required.
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Quick and Easy - Edit x|

After making changes, click the 0K button to accept changes.

To disregard any changes, click the Cancel button. Cancel |

- For Help, click on the item's label. For better security, pleaze provide vour own passwords.

DOrganization ldentity:

Diomain Marme: T Doming Fiequired
Certifier Marme: Tred Fiequired
Ceertifier I 8 Create new certifier I e Bequired

O Use eisting certifier 10

Certifier Pazsword: riscsiZDDilJ Required
New Server ldentity:

Server Mame: Ttonga Fiequired

Server'sHostname:  Ttonga. DOMIND.RED Fiequired

ServerI0: ® Create new server ID Fiequired

O Usze eisting server [0

Administrator's ldentity:

Administrator's First: R Last: Fiequired
Tame: T Keith " T Carmichael |

Fassword: T adminZ00i Fiequired
Administrator's 10: ® Create new administrator I Fiequired

O Use eisting administrator IO

Communications Port Options

i . F -
Serial Port: Mone- 5 =] Setup... |

Modem: T, Auto Configure (For unlisted modems only) 5 =] Seript |

Figure 4-16 Administrator settings

» Select OK on the settings page.
» Select Exit.
» Select Finish to complete the installation.

After the setup of Lotus Domino, click:
» Start -> Programs -> Lotus Applications -> Lotus Domino Server

The Domino server application will be launched and displayed in an OS window.

4.3.5 Installation of Lotus Domino Administrator

You can install Lotus Domino from the installation CD-ROM, or from the file that
is available for download at:

http://www.lotus.com/domino

Both installation methods will bring you to the installation setup window.
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For this installation we downloaded Lotus Domino Administrator from the Web
site above. The file was saved to local disk and the installation started by
browsing to the Lotus Domino Administrator installation file and then launched
from the source location:

C:\temp\w32n_allclient.exe

Important:

» Wait for the Domino server to start up all the processes before opening
Lotus Domino Administrator.

» Do not install the Domino Administrator on the same server as the Domino
server; this configuration is not advisable and not supported.

» The File Extraction process will launch (this may take some time to finish).
» In the Lotus Notes Installation window, select Next.
» Read the License agreement and select Yes.

Enter your Name and Company, and select the shared installation if applicable.
» Select Next.

Note: If the shared installation option is selected, the data folder destination
option is not available.

Select the program and data folder destination, as applicable.

» Select Next.

» Select the type of installation: Notes Client, Domino Designer, Domino
Administrator, and all Clients to select a complete installation as shown in
Figure 4-17.

Select Customize for a customized component installation.

» Select Next to complete the installation.

» Select Next if a standard installation will be done.

» Select Next to start the installation of Lotus Notes (this may take some time to
complete).
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Lotus Hotes Installation B I

Click the type of Setup you want. Click customize if you want to
choogze which features to inztall for each setup.
' Motes Client

Select this option ta install a standard Motes
client. Thiz option iz recommended for most
LISErs.

" Diomino Designer

Select thiz option to install fileg neceszam to
create applications for the Daomino Server. This
option includes the Motes client. [Requires
Dezigner licenze. ]

" Dioming Administrator

Select thiz option to ingtall files neceszan to
adrminizter the Domina Server. This option
includes the Nates client.

&l Clients

Select thiz option to install all clients. Motes
Client, Domino Adminiztrator, and Domino
Dresigrer.

Custornize | Motes Client %
< Back I et = I Cahicel

Figure 4-17 Notes installation selection options

After the installation of Lotus Notes completes, select:
» Start -> Programs -> Lotus Applications -> Lotus Domino Administrator

The first time that Lotus Domino Administrator is launched it will bring up the
Notes Client Configuration window (Figure 4-18).
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Lotus Notes Client Configuration I

I!I !!g Setting Up Connections

Setting up Lotuz Motes iz eazy and only takes a few minutes o
complete the process.

ou will be asked whether you want to;

* Connect bo a Domino gerver
* Conmect to & remote netwark server

\ * Uze Notes toeceive e-mall messages from an [nternet mail
account, suchle® from an Intermet Service Provider
After completing this process, you will be automatically

ﬂa tes connected, depending on your answers. Then you cah begin

uzing Lotus Motes!

Cancel

- Previous

Figure 4-18 Notes client configuration setup

>

>

'S

Select Next.
Select | want to connect to a Domino Server.
Select Next.

For this installation we used a standard LAN connection.

>

>

Select Setup a connection to a Local area network.

Select Next.

Type in the server name as noted when the Domino Server was installed.
Select Next.

Select Use My Name as Identification, and type in the administrator name
as noted in the Domino Server setup.

Select Next.

Note: If there is a error connecting to the server, the connection error window
will be displayed as in Figure 4-19.

Connect to the Domino server by selecting a network type and a server address.
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Lotus Notes Client Configuration I

Doming Server Could Mot Be Found

Motes could not connect to the specfied Domino zerver. Werify
the speling, or enter anather server which may be reachable.

Doming server name

charcot

If the gerver name above is comect, pleaze provide specific
network infarmation to help locate this server.

[Iptions.. |

.\_,/ Server address [for example host hame or [P ress]

=€ Previous MHest > Cancel

Figure 4-19 Server connection error window

» Select Next.

» Select | want to create a Internet mail account, if you want to set up
incoming mail from outside of the organization.

» Select Next.

If the Internet mail option is selected, follow the instructions for setting up the mail
account.

» Select Next.

If the News server option is selected follow the instructions for setting up the
news server.

» Select Next.

For our scenario, we did not connect to another directory device.
» Select Next.
Make the appropriate selection for your connection to the Internet. In our

scenario, we have a direct connection to the Internet and have not used a proxy
server.

» Select Next.
» Select your connection type to the LAN.

» Select Next.
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» Select Finish to complete the installation.

4.3.6 Creating a new user in Domino
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This section guides you through creating a new e-mail account in Lotus Domino
from the Domino Administrator.

Open Domino Administrator; this can be accomplished by selecting:

» Start -> Programs -> Lotus Application -> Lotus Domino Administrator

Enter the Domino Administrator password that was selected during the setup
phase of Domino.

» Select the Administration tab.

» Select People & Groups.

» Select Tools to expand the tools options.

» Select People to expand the available functions, as shown in Figure 4-20.

GEAD D@ oS H 8

Administration 2L Welcame to Domino Administrator RS administrator

[3| Pecple & Groups | Files |erver | Messaging | Replication | configuration |

m @ Server: safricasRED - Taols

# (L Domine Direclaries
[l Domino's Address Book

f addPerson  # EditPerson 3pDelete Person  [Ef|Move Mail File [ Send Upgrade Notficatior .~ () People

Name Telephone Company  « EMal Fegiter...

Al e

& Maiin Datsbases & F 2. test2 tes12 2 2/RED @ Doming Move

[z Setup Profiles Rename

(] Certicates [Fommichael_Fetty Keith Coarmicheeld FED & Dorinn Beiete

&3 Deny Access Groups S—
St Intermst Addhess
elidate Intermst Addhess
Upgrade...
> @3 Grows

| e =l *|=32| Office gle=sy

Figure 4-20 Domino administration
» Select Register.

A window will open that will prompt for the Certifier ID. This ID file was created in
the installation portion of Lotus Domino, and is available as the cert.id file on the
Lotus Domino Server:

C:\1otus\domino\data\ (in this scenario c:\ is the installation directory)

Tip: Copy the cert.id file from the Lotus Domino Server to the administration
workstation.
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» Select the cert.id file.
» Select Open.

» Enter the password as noted in the installation portion of the Lotus Domino
server.

The Registration window will now open (Figure 4-21).

™ Advanced Registration Server... | zafrica/RED

ﬁ First name bl Last name Short name

Bazics I I_ I

@j Fazzword
|

Groups
b ail zerver zafrica/RED
b ail file narnme
Setup profile [Mone]

Regiztration statuz

Provide name and paszword infarmation for the new perzon. To view or edit
additional regiztration settings, check the ‘Advanced' checkbox abowve.

Sdd perzon I Irport Text file... | tigrate people. .. |

a|Uzer Mame A| |F|egistratiu:un Statug A|Date

Regiztration quee:;

d | 2
Fegizter &ll | Fegizter [elete Optiohz... [lane |

Figure 4-21 New user registration

» Enter the required user data.

» Select Add Person (the user data will appear in the Registration queue).
» Select Register to complete the registration of a new user.

» Select Done to exit the Registration window.
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» Press F9 to refresh the People options page, and the new users will be
present.

To configure the new user mail account options, select the user account as
shown in Figure 4-20 on page 146.
» Select Edit Person.

» On the Basic window, the users Internet password can be set for POP3 and
SMTP use, and the userid file can be detached and renamed to match the
username.id format.

The detached ID file can be distributed to the user for setting up Lotus Notes.
After the required changes have been made to the user account and to exit the
user account option window, select:

» Save and close Tab

The user is now ready to send and receive e-mail massages.

4.3.7 Configuring startup scripts for Domino
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This section will provide a complete script for starting Lotus Domino, safely, after
the iISCSI HDD has been attached as a local drive.

Table 4-5 has all the affected services that need to be changed to start Lotus
Domino, safely.

Table 4-5 Lotus Domino startup script

Service name Startup type
AutoExNt Automatic
Computer browser Manual
Server Manual
Distributed File System Manual
Lotus Domino Server Manual
(LotusDominoData)

The script in Example 4-4 will attempt to connect the iISCSI drives, if it fails to
connect, it will not start the Domino services, and intervention is then required.

Example 4-4 Connect the iSCSI drive

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
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net start “IBMiSCSIcfg”
sleep 10

net start “server”

net start “computer browser”

net start “Distributed File System”

if exist g:\ goto iscsi_yes
Goto ISCSI_Error

sleep 5
goto drive_ofline
tiscsi_yes
net start “Lotus Domino Server (LotusDominoData)”

tiscsi_error

The script in Example 4-5 will keep attempting to reconnect the G: drive until it is
successful. After connection of the G: drive, the required Lotus Domino services
will be started. We recommended that this script is implemented at the end of the
instigation, after the drive letter has been selected.

Example 4-5 Reconnect the drive

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
net start “IBMiSCSIcfg”

sleep 10

net start “server”

net start “computer browser”

net start “Distributed File System”
if exist g:\ goto iscsi_yes

net stop “IBMiSCSIcfg” /yes

net stop “computer browser” /yes
net stop “server” /yes

sleep 5

goto drive_ofline
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tiscsi_yes
net start “Lotus Domino Server (LotusDominoData)”

Note: For more information on scripts, refer to Example 2-1 on page 35.

4.4 General performance overview
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E-mail servers act as repositories and routers of electronic mail. They handle the
transfer of e-mail to its destination. E-mail servers generate communication
workload without user request, such as directory replication, communication links
between sites, and its protocol conversion process. You may need to connect
your server to third-party e-mail servers. This generates additional workload on
your e-mail servers.

The important subsystems for e-mail servers are:

Network
Memory
CPU
Disk

vVvyyy

If there is not enough bandwidth between your users and servers, all the other
performance efforts will be unsuccessful. Adequate network bandwidth is an
essential performance factor for e-mail servers.

E-mail servers use system memory to support database buffers and e-mail
server services. Sufficient size of the memory and effective disk subsystem are
very important performance factors for e-mail server performance. If the size of
the memory is sufficient, valuable user data will stay in the system memory.

E-mail servers use log files to transfer modified data to an information store.
These log files are written sequentially. New transactions are added at the end of
the transaction files. Log files and database files have different usage patterns.
Log files provide better performance with separate physical disks, and database
files provide high performance with striped disk arrays, because of random
workload. Using several drives instead of a single drive doubles the e-mail
throughput. Read-ahead disk caching disk subsystems can also offer
performance benefits.
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Users mailboxes can be stored either on the server or on each user’s local hard
drive or both. In each case, you need high network performance, because the
users retrieve their mail over the network. If the average size of the messages
are big, you need more network bandwidth. Also, server-to-server replication
traffic can be a significant load on the network. Using multiple LAN adapters can
help its network performance.

When an e-mail message arrives at the server, the destination is determined. If
the address is local, it is stored in the database of the e-mail server. If the
address is not local, the message is passed on to an appropriate server for
processing. If the address is a distribution list, the server checks the addresses in
the list and routes the message accordingly. These processes require CPU
cycles. Sufficient amounts of memory must also be provided for these processes.

If your server supports directory replication and connectors between sites, your
server will experience high distribution list usage, and your CPU cycles will be a
more important factor in e-mail server performance.

4.4.1 Performance monitors

Performance Monitor is one of the most valuable monitoring tools available to
Windows 2000 administrators. It is commonly used to monitor server
performance and to isolate bottlenecks. The tool provides real-time information
about server subsystem performance. The data collection interval can be
adjusted based on your requirements.

The logging feature of Performance Monitor makes it possible to store, append,
chart, export, and analyze data captured over time. Exchange provides
additional monitors that allow Performance Monitor/Console to extend its
usefulness beyond the operating system level.

Performance Monitor can send alerts when predefined threshold levels are
reached. This is useful especially when you want to perform actions as soon your
preset threshold conditions are met. With Capacity Manager, you can only view
exceeded thresholds once you gather data from the test systems and generate a
report.

4.4.2 Available tools in Windows 2000

These are the available tools:

» The Process Resource Monitor (PMON. EXE, part of Windows 2000 Support
Tools in the \SUPPORT\TOOLS directory of the Windows 2000 CD-ROM) is a
command-line tool that monitors process resource usage by tracking CPU
and memory usage.

Chapter 4. Implementing Enterprise Mail for iSCSI 151



» The Process Viewer (PVIEWER.EXE, part of Windows 2000 Support Tools in the
\SUPPORT\TOOLS directory of the Windows 2000 CD-ROM) is a Windows tool
that displays information about a running process and allows you to stop the
process and change the process priority.

» The System Monitor creates a chart, report or view log data.
» The Performance Logs and Alerts creates a log or alert.

» The Performance console is a snap-in for Microsoft Management Console
(MMC). The Performance console is used to access the System Monitor and
Performance Logs and Alerts tools.

4.4.3 Spotting a bottleneck
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There are a number of reasons why to tune a server. Some examples are: you
have suspicions that a slow server is slowing down productivity, users are
complaining about slow server response, the customer has upgraded a
subsystem in their server (for example, they added an second CPU), but they
see no improvement in the server throughput.

The simplest way is to run Performance Console in Windows 2000 from the
server that is being analyzed. A performance log of the server should be created
during its peak time of operation (for example, 9:00 a.m. to 5:00 p.m.). When
creating the log, the following objects should be included:

Processor

System

Server work queues
Memory

Page file

Physical disk
Redirector

Network segment
Network interface

VVYyVYVYVYVYVYYVYY

Once you determine which subsystem is the bottleneck, you should examine the
options for solving the problem.

It is important to remember that the greatest gains are obtained from upgrading a
bottlenecks component when the other components in the server have ample
“power” left to sustain an elevated level of performance. In other words, ensure
the other components in the server are not “latent bottlenecks”, working just
below the utilization of the bottleneck’s component.
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Components that are latent bottlenecks will limit improvements realized by any
upgrade. In general, components that have average utilization between 60-70%
are likely to be latent bottlenecks. If there are latent bottlenecks in a system, then
both the primary component causing the bottleneck and the component that has
a latent bottleneck must be upgraded to obtain optimal performance.

When attempting to fix a performance problem, remember the following:

>

Take measurements before you upgrade or modify anything so that you can
tell if the change had any effect (that is, take baseline measurements).

Examine the options that involve reconfiguration of existing hardware, not just
those that involve adding new hardware.

Once you upgrade a specific subsystem, other latent bottlenecks may appear
in other subsystems.

The above is a general approach that you should take when analyzing a server.
When trying to find bottlenecks, you should also consider the type of server you
are monitoring and what subsystems are potential bottlenecks.

Before making any recommendation/decision:

>

>

'S

Make sure you understand what is causing the bottleneck.

Research your recommendations, and be sure what you are proposing will
improve server performance.

Know how much the upgrade/reconfiguration will cost.

Note: For complete documentation for performance increases for xSeries,
Netfinity, and Windows 2000, refer to Tuning IBM e(logo)server xSeries
Servers for Performance, SG24-5287 at:

http://www.redbooks.ibm.com
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Implementing DB2 UDB EE
V7 Database Server using
ISCSI

This chapter describes the planning, setup, installation, and configuration of DB2
UDB Enterprise Edition 7.1, FixPak 3, using an iSCSI attached disk in a
Windows NT 4.0 environment.

Before going into the details of DB2 installation and configuration, a brief review
of RDBMS concepts are deemed necessary. The following section will discuss
how DB2 related to basic RDBMS concepts.
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5.1 Fundamentals of RDBMS

Relational Database Management Systems (RDBMS) share a common set of
principles. The purpose of this section is to explain a subset of these principles
(that a systems administrator needs to understand) for logical and physical
systems planning as well as performance, availability characteristics, and the
backup or recovery procedures for data held on a relational database. Please
note that although all RDBMS products are based on the same set of principles,
not all use the same terminology or structures. For example, the concept of
tablespace does not exist on some RDBMSs.

5.1.1 Database

A database presents data as a collection of tables. A table consists of a defined
number of columns and any number of rows. A database can include:

» A data dictionary or a set of system tables that describe the logical and
physical structure of the data

» A configuration file containing the parameter values allocated for the
database

» A recovery log with ongoing transactions and archivable transactions

» Some RDBMSs use control files as an extension of the data dictionary

5.1.2 Tables

A table consists of data logically arranged in columns and rows. Figure 5-1
shows that tables are assigned to tablespaces and that users interact with tables.
Table data is accessed through Structured Query Language, a standardized
language for defining and manipulating data in a relational database. The data in
the table is logically related, and relationships can be defined between tables.

5.1.3 Data dictionary
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It is common for RDBMS to maintain a data dictionary in a set of system tables.
They describe the logical and physical structure of the data. They are like any
other tables, but are owned by the database administrator or by the database.
They are created either when the database is created or when the database
administrator runs a set of scripts supplied by the RDBMS. These tables contain
information about the definitions of database objects, such as user tables, and
indexes, as well as security information and details relating to recovery.
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Table A Table B Table C

Tablespace 1 Tablespace 2

Figure 5-1 Table relationship to tablespaces

5.1.4 Indexes

An index is a set of keys, each pointing to rows in a table. For example, Table A
has an index based on the employee numbers in the table. This key value
provides a pointer to the rows in the table: Employee Number 19 points to
employee KMP. An index allows more efficient access to rows in a table by
creating a direct path to the data through pointers. It is possible for the data
storage of an index to grow larger than the table to which it refers.

5.1.5 Tablespaces

Tables and indexes are assigned to tablespaces as shown in Figure 5-2. This
figure also shows that one or more data files can be allocated to a tablespace,
whereas, different tablespaces cannot share the same data files. Some RDBMSs
allow several tablespaces to be defined on the same logical volume. Indexes can
be assigned to a different tablespace, where their tables reside to improve
access speed. Normally, the data dictionary tables reside in their own
tablespace.
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System

Table A Table B Index B Tables

Y Y Y Y

System
Tablespace

Tablespace 1 Tablespace 2

Datafiles
or
directories
on file
system

Data files
or
RawDevice RawDevice directories
on file
system

Data Storage (Disks)

Figure 5-2 Data storage hierarchy

Tablespaces are logical concepts used with RDBMSs. They provide a convenient
way of separating the user's view of data from some of the practical
considerations associated with storing that data on a disk. For example, a
database administrator can make more disk space available to several tables by
adding disk space to the appropriate table space, therefore ensuring that tables
do not run out of space and that disk space is used efficiently. Furthermore, the
tablespace concept means that neither users nor application programs need to
be aware of the fact that the database administrator has made more disk space
available. Data storage in tablespaces can be implemented using either data files
or directories on files systems or raw devices. (For information on file systems
and raw devices, please see your operating system documentation.)
Tablespaces provide the link between logical views and data storage. Here are
some points to note:

» The data for a table or index may be contained in only one data file.

» Alternatively, the data for a table or index may be spread over several data
files.

» Each of the data files may contain data for one or more tables in the
tablespace.

» Each data file or directory may reside in a separate file system. The
significance of these alternatives is that the only way to back up or recover
individual tables is by using the facilities that the RDBMS provides.
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Normally, you would back up or restore tablespaces instead of the individual data
files of the tablespaces. This ensures that all data storage for a tablespace is
backed up consistently with the same timestamp.

You would use tablespace backup instead of full database backup depending on
the volatility or importance of data. You have the option of backing up
tablespaces which have more update activity more often than tablespaces which
have less activity.

The tablespace where the data dictionary tables reside is the most important
tablespace. You must ensure that this tablespace is backed up successfully and
consistently with the other databases. Corruptions in the data dictionary can
cause the database to be unusable.

5.1.6 Partitioning options

RDBMSs may provide partitioning options to handle very large amounts of data.
This will allow workload parallels of very large objects, and will allow for the
manipulating of subsets of these large objects. You should investigate whether
partitioning is used in your database and know how partitioning options are
implemented by your RDBMS. This can affect your backup strategy.

5.1.7 Log files

As shown in Figure 5-3, most RDBMSs maintain details of updates to databases
in log files. If for some reason, a transaction that makes a change to the database
fails to complete successfully, the RDBMS'’s recovery procedure will use the log
file to detect that an update may be only partially complete and undo any
changes that the transaction had made to the database.

Some RDBMSs support the use of log files to perform forward recovery. Forward
recovery takes advantage of the fact that log files hold details of all changes that
have been made to the database, and therefore you do not necessarily need to
undo changes, but instead can reapply changes. With forward recovery, the
recovery process can:

» Restore a database to the state it was in at the time the last backup was taken

» Use the log files to reapply the changes that had been made since the last
backup was taken

» Back out of (undo) any partially completed changes
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Figure 5-3 Database logfiles

A standard RDBMS concept related to log files is the checkpoint process. All
RDBMSs use buffers in memory to hold changes to the database and log files.
The purpose of buffers is to improve the operational performance of the RDBMS.
However, the use of buffers means that most changes to databases and log files
do not get written to disk until some time after the RDBMS has indicated to the
user application that the update has been made successfully.

Checkpoints ensure that all database and log file changes held in the RDBMS’s
buffers are flushed out to disk. This shortens the time it takes to recover a
database after a system crash, because the number of redundant log records
processed during the recovery is reduced. All RDBMSs support checkpoints and
issue them automatically at intervals. It is a basic recommendation that these
files are mirrored or duplexed.

5.1.8 Control files
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Some RDBMSs maintain control files to hold additional information about the
physical structure of the database, such as which physical files are used by each
tablespace and which is the current log file. For those RDBMSs which use
control files, policies need to be defined for backing up those files. We
recommend that these files are mirrored or duplexed.
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5.1.9 Configuration parameters

All RDBMSs provide a range of options. Some are set permanently, and others
can be modified even when a database is in use (running). Some options allow
you to tune the performance of the database; others allow you to specify how you
want logging to be implemented, for example. Depending on the RDBMS, you
can either change the configuration parameters using database commands or
modify them in an initialization file. The configuration parameters may be stored
in a file as in the case of an initialization file.

For RDBMSs which use initialization files, a database may have multiple
initialization. One reason for having multiple initialization files for a single
database might be to optimize performance for different circumstances. For
example, you may decide to allocate one set of values when the database is
used for batch processing and another set when it is used for online transactions.
Although some of the options are set differently for each situation, many will be
the same.

Some RDBMSs allow you to specify options that are common to multiple
initialization files in configuration files. Instead of repeating all options and their
values in each of the initialization files, you can select the configuration file that
contains the options that you want to use. You need to define policies for backing
up both initialization files and configuration files.

5.2 DB2 UDB EE V7 concepts

The previous section provided a generic overview of databases for system
administrators, who are responsible for designing a data held on a relational
database. The purpose of this section is to introduce DB2 UDB concepts specific
to DB2.

5.2.1 DB2 UDB products

DB2 UDB comes in many flavors. There is a Personal Edition (PE), a Workgroup
Edition (WE), an Enterprise Edition (EE), and an Extended Enterprise Edition
(EEE). For system administrators, we only need to understand the DB2 UDB
EEE product databases that have the partitioning option. That means that one
database can be created across one or more nodes or even machines. For the
other products, each database created is typically only on one machine.
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5.2.2 DB2 UDB EEE partitioning option

Databases created in DB2 UDB EEE can use database partitioning. Each node
in a partitioned database supports a subset of the overall database. They are
called database partitions. As shown in Figure 5-4, a node will contain a
database partition of the database which has it own data, configuration files, and
transaction logs.

| Partitioned Database |

Configuration Configuration
Ejfnes files
6 Deta Logs Bnma Logs
Database Partition Database Partition
Mode 1 Mode 2
Configuration
files
Database Partition Detabase Partition
Mode 3 Mode 4

Figure 5-4 DB2 partitioning

The partitioned database can be configured to be flexible so that objects can be
created on one or on many nodes depending on their use and on their size. So a
small table can be stored on a tablespace that only exists in one node, while a

large table can be stored on a tablespace which spans several nodes. Data in a
table can, therefore, be distributed on several nodes. Data distribution is done

using a hashing algorithm. When there is a data retrieval or update requests on
tables which span several nodes, the request is decomposed automatically into
subrequests, and executed in parallel among the applicable database partitions.
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A database partition fits together with the MPP hardware architecture that is
called a shared-nothing architecture, because each has its own data,
configuration files, and transaction logs. When using media storage managers,
like Tivoli Storage Manager, you should install and configure the media manager
on all machines with database partitions. Backup must also be done on each
database partition. Recovering to a point in time must be carefully planned with
database partitioning.

5.2.3 Instance

An instance (database manager) is an environment for managing data and
system resources assigned to it. A machine or system can have more than one
instance. Each instance will have its own database manager configuration
parameters and security. An instance can have one or more databases.

Figure 5-5 shows the hierarchy of DB2 objects in an instance.

Instance
Databases
Modegroups
Tablespaces
Tables Indexes
Long Data

Figure 5-5 DB2 instance hierarchy

5.2.4 Database and database partitions

An instance can have one or more databases. Each database has its own set of
system tables (data dictionary). In DB2 UDB EEE, an instance can also have
database partitions. A database or database partition has its own data,
configuration files, and transaction logs.
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Database partitions are initially defined in a file called db2nodes.cfg. Each
database partition is assigned a node number which represents a node. A node
is assigned to a hostname (machine). A node can be physical or logical. Physical
nodes are nodes assigned on separate machines. Nodes participating on the
same machine are called logical nodes. Logical nodes can be useful when
exploiting the symmetrical multiprocessor (SMP) architecture. It is therefore
possible to have more than one database partition for a partitioned database
residing on the same machine.

You should perform individual backup for each database partition even if the
database partitions reside on the same machine, because each database
partition is a shared-nothing architecture. You must also have a policy to backup
the db2nodes.cfg file.

5.2.5 Nodegroups
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A nodegroup is a set of one or more database partitions. It is only relevant for

DB2 UDB EEE. Tablespaces are created in nodegroups, and tables and indexes
are created in tablespaces. The data of a table or index can be distributed across
several database partitions if it is defined in a tablespace, and the tablespace is
defined in a nodegroup containing more than one database partition. A database
partition can be a member of more than one nodegroup as shown in Figure 5-6.

Using iSCSI: Solutions’ Planning and Implementation



Nodegroup 2

Nodegroup 1

Database
partition

Database
partition

Database
partition

Database
partition

Nodegroup 3

Database
partition

Figure 5-6 Nodegroups

5.2.6 Tablespaces

Tablespaces are created in nodegroups. A tablespace can span one or more
physical storage device called containers. A container can be a directory name, a
file name or a device name (raw device). Backup can be done on a tablespace
level if roll-forward recovery is enabled.

There are two types of tablespaces, System Managed Space and Database
Managed Space.

» System Managed Space (SMS)

A SMS tablespace will have directories as containers. The operating system
manages the space for the data. Files are created in the directories when the
tablespace is created. The size of these files are increased when required.
You should not make direct changes to these files, move, or remove them.
When tables are created in an SMS tablespace, their indexes and long fields
or large objects (LOBs) will be created in the same tablespace.
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» Database Managed Space (DMS)

A DMS tablespace provides better performance in certain situations. A DMS
tablespace will have files and raw devices as containers. The database
manager controls the storage space. The space for the files or raw device are
pre-allocated, and they cannot increase in size. To increase space for a
tablespace, containers can be added. Tables created in DMS tablespaces can
have their indexes and long fields or large objects (LOBSs) in separate
tablespaces. Better performance can be achieved, for example, when indexes
are created on tablespaces with faster devices. A good design will have a
tablespace to contain tables only, indexes only, or LOBs only data.

A DMS tablespace can be defined as:

— Arregular tablespace to store tables and indexes
— Along tablespace to store long fields or LOBs

When using tablespace backup for DMS tablespaces containing tables,
consider backing up their corresponding index and LOB tablespaces at the
same time.

5.2.7 Recovery logs
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Recovery logs or log files are used to recover from applications or system errors.
By default, the log files are used in a circular fashion. When the last log file is full,
the first log file is reused. With circular logging, you can only do offline database
backup. Users cannot use the database while an offline backup is ongoing. Also,
you can only use version recovery, that is, recovered from the last available
backup. Log files are not applied for version recovery.

Roll-forward recovery can be enabled by setting logretain or userexit to on.
When roll-forward recovery is enabled, log files are kept and not reused, so they
can be applied when performing roll-forward recovery. You can do online
database backup where users can remain connected to the database while the
backup is ongoing. You can also do tablespace backup either offline or online.

There are two types of log files:

» Active logs which contain current transaction data needed to do rollback or
crash recovery

» Archive logs which contain committed data

Since DB2 does not provide multiplexing of log files, you must mirror the directory
or the file system where the active logs are located.
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Recovery history file

The recovery history file contains backup summary information that you can use
to recover all or part of the database to a pointin time. The recovery history file is
always backed up during a database or tablespace backup. You have the option
to restore only the history file when it is deleted or corrupted.

5.3 Database planning considerations

Planning is one of the most important areas to consider before beginning to
implement a database. It is important that the database administrator and other
relevant systems administrators work together to anticipate the circumstances in
which the database will be utilized by the firm, as well as the resource and
configuration requirements. These ideas apply to all types of databases. A fact
statement will be presented first.

Important: Data is a strategic asset to the firm. Depending on the type of data
kept in the database, the loss of data will result in economic losses to the firm
in the form of:

» Lost customer information resulting in customer dissatisfaction which may
have legal consequences

» Lost information required by governmental entities which may have legal
consequences

» Lost employee information which may have legal consequences
» Lost employee productivity

> Lost sales

» Information loss that is relevant to managing the firm

To assist with these considerations, we will include details of some data recovery
situations. We also cover some factors that should be weighed against each
other in planning for recovery, for example, type of database, backup windows
and relative speed of backup and recovery methods.
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5.3.1 Backup requirements

A backup strategy is only one part of your overall data management plan. You
must consider how important your data is to the function (or even existence) of
your organization. The less time that your organization can function without its
data the more important that data is to you. Your system must be designed in
such a way as to keep important data available when a failure occurs. However,
reliance on backups is not necessarily sufficient. You must also consider these
resources:

Redundant Array of Inexpensive Disk (RAID) devices
Dual access paths

Dual I/O controllers

Dual power supplies

Backup or standby processors

Uninterruptable power supplies

vVvyvyvyYyy

None of these on their own can guarantee the availability of your data, but in
combination they can reduce the impact of a failure.

Before you can design a physical and logical implementation strategy you need
to define the requirements that the strategy must satisfy. Factors that you will
need to consider when defining the requirements for your implementation
strategy include:

» Types of events (The categories of incidents that may occur)

» Speed of recovery (How quickly you need to be able to recover)

» Backup windows (The periods of time at which backups can be performed)
» Recovery points (To which points in time you need to be able to recover)

» Units of recovery (Which other tables and files need to be recovered to the
same point in time)

» Performance Matrix
» System Availability Matrix

5.4 Creating a database on the iSCSI storage device
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This section discusses the creation of a database on different logical disks as
implemented on the IBM TotalStorage IP Storage 200i. The server used in this
model was an IBM Netfinity 7600. More information can be found at:

http://www.pc.ibm.com/netfinity
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Basic configuration
The basic configuration of the machine is:

» IBM Netfinity 7600 Server:

— 512 MB SDRAM
— One 700 mhz processor
— Two 18 GB internal disk attached via ServRAID 4x:

e Logical drives C: D: and E:

— Three logical disk drives on the IBM TotalStorage IP Storage 200i
attached via TCP/IP Ethernet iSCSI:

e Logical drives F: G: and H:
» The operating system is Windows NT 4.0 SP6a.
» The database version is DB2 UDB EE V7.1 with Fixpak 3.

5.4.1 Creating a database

The DB2 V7.1 Administration Guide provides detailed information regarding
database administration. DB2 documentation may be downloaded at the
following Web site:

http://www.ibm.com/db2

The IBM TotalStorage IP Storage 200i was used in this project. Example 5-1
shows a representative SQL for the creation of a database on different logical
drives attached to a Window NT/2000 server.

Before creating the database, DB2 must be installed on the server. Drive D: was
the drive chosen as the drive for the installation of DB2 binaries.

Example 5-1 Sample SQL

CONNECT RESET;

CREATE DATABASE ISCSIDB ON H: ALIAS iSCSIdb

USING CODESET IBM-1252 TERRITORY US COLLATE

USING SYSTEM USER TABLESPACE MANAGED BY

DATABASE USING (FILE 'F:\db2\node0000\sq100005\datal' 5120)

EXTENTSIZE 16 PREFETCHSIZE 16 OVERHEAD 14.06 TRANSFERRATE 0.33

CATALOG TABLESPACE MANAGED BY SYSTEM USING ('H:\db2\iSCSIdb\syscat\syscatl')
EXTENTSIZE 8 PREFETCHSIZE 8 OVERHEAD 14.06 TRANSFERRATE 0.33

TEMPORARY TABLESPACE MANAGED BY SYSTEM USING
('G:\db2\node0000\sq100005\tempspace\templ")

EXTENTSIZE 32 PREFETCHSIZE 32 OVERHEAD 11.67 TRANSFERRATE 0.31 WITH iSCIS
Database
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Note: SQL command sequences may be used in a batch file, saved as a
script in the DB2 Command Center, or executed from the DB2 Command Line
Processor (CLP).

5.5 Implementation of the AutoExNt-Service

At system reboot, various system services are started. To insure that network
attached disks are available, the Microsoft Windows AutoExNt-Service is
implemented. This package is available in the Microsoft Windows NT 4.0
Resource Kit at:

http://www.microsoft.com and/or http://support.microsoft.com/directory

The script in Example 5-2 will attempt to connect the iSCSI drives, if it fails to
connect it will not start the DB2 Services, and intervention is then required.
Example 5-2 Single attempt startup script

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
net start “IBMiSCSIcfg”

sleep 10

net start “server”
net start “computer browser”
net start “Distributed File System”

if exist g:\ goto iscsi_yes
Goto ISCSI_Error

sleep 5
goto drive_ofline

tiscsi_yes

net start “DB2 - DB2”

net start “DB2 Governor”

net start “DB2 JDBC Applet Server
:iscsi_error
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The script in Example 5-3 will keep attempting to reconnect the G: drive until it is
successful. After connection of the G: drive, the required DB2 services will be
started. We recommend that this script is implemented at the end of the

instigation, after the drive Letter has been selected.

Example 5-3 Multiple attempt startup script

net stop “Computer browser” /yes

net stop “server” /yes

:drive_ofline

net start “IBMiSCSIcfg”

sleep 10

net start “server”

net start “computer browser”
net start “Distributed File System”

if exist g:\ goto iscsi_yes

net stop “IBMiSCSIcfg” /yes
net stop “computer browser” /yes

net stop “server” /yes

sleep 5
goto drive_ofline

tiscsi_yes

net start “DB2 - DB2”
net start “DB2 Governor”

net start “DB2 JDBC Applet Server

Note: For more information on scripts, refer to 2.2.2, “Disk drive addressing”

on page 34.

Table 5-1 gives all the affected services and required startup settings.

Table 5-1 AutoExNt-Service

Service Status @sys boot Startup
DB2 - DB2 Started Manual
DB2 Governor Manual
DB2 JDBC Applet Server Started Manual
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Service Status @sys boot Startup

IBMiSCSicfg Started Manual

Note: The term external disk refers to a disk that is not installed locally on the
relevant server and normally SCSI attached via an adapter. The term internal
disk refers to a disk attached via TCP/IP Ethernet on the IBM Total Storage
iISCSI solution or via the Cisco SN5420 Storage Network Router.

DB2 UDB binaries installed on the IBM 200i external disk

When installing DB2 EE V7, you are given the option to choose which drive to
install. In this example, we tried using IBM TotalStorage 200i as the destination
disk. This is to test the effect of having the DB2 executables on an external drive.
A database was also created on another IBM TotalStorage 200i drive as
represented in Example 5-1 on page 169.

To ensure a proper startup procedure, all DB2 UDB EE services must be
manually started in the AutoExNt.bat file.

DB2 UDB binaries installed on server internal disk

In this case, the installation utilized may be the default method of DB2 UDB EE or
another internal disk may be chosen for the installation of DB2 UDB EE. During
the modeling of this method, as long as the IBMiSCSlcfg service was manually
started, there were no noticeable impacts to DB2 UDB operation. However, there
were intermittent messages in the Windows event logs.
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Implementing Oracle9i on
ISCSI

This chapter contains information about Oracle9i database servers. Oracle
improvements were designed to increase availability and supply better
performance and easier management. Oracle release notes state, “New Oracle9i
database features deliver the performance, scalability, and availability essential
to hosted service software made available to anyone anywhere”. This chapter
explores features that affect Oracle9i database performance and key aspects of
tuning.

A vast amount of information is available in other redbooks regarding the topics
covered in this chapter. Therefore to avoid duplication, you will see references to
other books and documentation throughout this chapter.

In order to evaluate performance and draw comparisons, Oracle instance was
installed on Windows 2000 Advanced Server and Linux. The databases were
created locally and on iSCSI disks.

The Oracle9i new architecture includes: a database, application server and a
developers suite. This chapter will discuss only the database component, but it is
important to recognize that the other components play an important role in
performance when used.
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The topics that are not covered in this book are: real application clusters or RAC
(RAC replaces Oracle parallel server), replication, partitioning, data
warehousing, security, associated utilities, development tools, and Internet
options and tools. Note that there are several new Oracle9i database features
associated with the topics mentioned above. For a list of features, see “Other
improvements” on page 189.

The topics covered in this chapter are wide, from the Oracle9i database new
features, database requirements, configuration, and tools, to performance and
tuning.

The purpose of this chapter is to evaluate performance on iSCSI disk. To do this,
we need to understand the different database areas that affect performance. We
begin by describing the new database architecture and new features to
understand the effect that they will have on performance. We ask ourselves
certain questions. Which Oracle features are key to performance?

Planning, implementation and configuration of the database are critical to
performance. What type of installation and database configuration is best for your
business?

Once we have the appropriate components in a database and we expect good
performance, How do you measure performance? How do you tune your system
and database? And, What do we recommend for better performance? Do you
have issues? We will explore all of these questions.

6.1 Database architecture
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The Oracle9i basic architecture has not changed much since Oracle8i. Oracle9i
database logical and physical structures, memory structures, processes and
store procedures are basically the same.

In Oracle, you have in one hand, memory and processes, and in the other hand
database files, control files and redo logs. Even though you have an Oracle
database, you also have an Oracle instance. And, you also have the client
software with processes running. In the next sections we will differentiate
between these three components in order to better understand the Oracle
architecture.

Figure 6-1 is an architectural diagram which shows memory and process
structures that manage the Oracle9i database.
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Figure 6-1 Oracle9i architecture

The components to point out from this diagram are:

» Memory structure, system global area
» Processes, see legend on bottom left corner for complete names
» Database components, database files, control files and redo log files
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The user/business data resides on the physical datafiles. Within datafiles we
have logical structures such as segments, tablespaces, tables, indexes, and so
on.

Note: For more information about Oracle Database Architecture and Oracle
Architecture, in general, please refer to Section 4.2 “Oracle Database
Architecture” in the redbook Database Performance on AILX in DB2 and
Oracle Environments, SG24-5511.

It is important to distinguish between an Oracle instance, an Oracle database
and an Oracle client. The following sections describe the differences among
these components.

6.1.1 Oracle9i instance
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An Oracle9i instance is the group of processes and system area that manages
an Oracle9i database; see Figure 6-1. Attached to this instance is a Program
Global Area (PGA) which will be discussed later in this section.

An Oracle9i instance has two components: System Global Area (SGA) and
background processes.

Here are brief descriptions of these components:

» The SGA is a shared memory region that contains data and control
information for one instance. When an instance starts, Oracle allocates the
SGA, and the SGA is deallocated when the instance is shutdown. Memory
structures created within the SGA are fixed in size.

— Memory Structures — There are two basic memory structures: the system
global area (which includes the database buffers, redo log buffers, and the
shared pool) and the program global areas. Memory structures are
created and used to complete jobs, for example, memory stores program
code being executed and data that is shared among users.

— Database buffers cache is a set of database buffers in an instance. Buffer
cache contains the most recently used block data, with modified and
unmodified blocks. The right sizing of buffer cache and disk I/O reduction
improves performance.

— Shared pool contains shared memory constructs such as SQL areas. This
area processes the unique SQL statement submitted to a database, and
contains a parse tree and an execution plan for that unique statement.

— Redo log buffer logs all changes made to the database. The redo entries
stored in the redo log buffers are written to an physical redo log file. These
redo files are critical in database recovery.
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Background processes — Every Oracle instance uses several background
processes (Figure 6-1). The names of these processes are:

DBWn — the database writer process is responsible for writing modified
blocks from the database buffer cache to the datafiles. An instance could
have up to nine DBWn processes running. A modified block, in this case,
is a set of modified records that will be written to disk (datafile) by this
process.

LGWR — the log writer process writes the redo log entries to disk. Redo
logs performs sequential writes into the online redo logs. In other words
this process takes the data records from the redo log buffer and copies
them into the physical redo log files.

CKPT — the checkpoint process takes place in a timely manner. At a
checkpoint, a signal to the DBWn process occurs, then the DBWn process
will update all the datafiles and control files of the database. This process
ensures that at an interval the DBWn process will be signaled to write
records.

SMON — the system monitor process performs crash recovery when a
failed instance starts up again. This process also performs regular
necessary maintenance.

PMON — the process monitor performs recovery on a user process and
free resources no longer needed.

ARCn — this archiver process process is active only when the archive
mode is enabled. This process is responsible for copying the online redo
log files to archival storage. LGWR will automatically start more ARCn
processes, up to the maximum of ten, during workload increases.

RECO — the recoverer process is used to resolve distributed database
transactions that are pending due to network or system failure.

Dnnn — the dispatcher processes are optional background processes, and
present only when a multi threaded server configuration is used. At least
one dispatcher process is created for every communication protocol in
use.

LMS — the lock manager server process is used for Oracle9i Real
Application Clusters.

Jnnn — the job queue processes are used for batch processing and
managed dynamically. These processes not always active.

QMNnN — the queue monitor processes are optional background processes
that monitor the message queues for Oracle Advanced Queuing.
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Program Global Area is a nonshared memory region which contains data and
control information for a server process. This memory is created by the Oracle
instance when a server process is started. The server process has exclusive
access, and is read and written by the instance code on behalf of it. Total PGA
memory allocated and attached to an instance is referred to as an aggregate
PGA memory allocation.

When a session is connected through a dedicated server, private SQL areas are
located in the server processes’ PGA. However, if a session is connected
through a shared server, part of the private SQL area is kept in the SGA.

6.1.2 Oracle9i database

An Oracle9i database holds the data and has several components: control files,
online redo log files, database datafiles, and a parameter file. This set of
components is associated with only one database.

» Control files are small binary files used to start and operate the database.
These files are updated constantly while that database is active (open).
These files have to be present and are critical for the database to function
properly. Here is some of the information contained in the control files:

— Database name

— Timestamp of database creation

— Names and locations of associated datafiles and online redo log files
— Tablespace information

— Datafile offline ranges

— Log history

— Archived log information

— Backup set and backup piece information
— Backup datafile and redo log information
— Datafile copy information

— Current log sequence number

— Checkpoint information

» Redo log files, when archiving mode on, hold the redo records written from
the redo log buffer. The LGWR process actively writes to the current online
redo log file. These files are critical, because they are required for instance
recovery.

» Database datafile is the physical disk that holds the Oracle logical structure
called tablespace. There can be multiple datafiles and tablespaces per
database, and several datafiles that expand over one tablespace. These files
hold the data. Files sizes vary, but it is recommended that files are not bigger
than 2G.

» Parameter file is called the initialization parameter file, because it is read
whenever an Oracle instance is started. This parameter file holds database
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configuration parameters and values. Certain parameters cannot be changed
in this file after the database is created: database block size, database name,
database domain name and compatibility parameter.

6.1.3 The Oracle client

The Oracle9i client software is called SQL*Net Version 2.1. In order to establish
communication to a database, client software needs to be present and running.
The types of information the client software needs to know to establish
communication are:

» Which network protocol to use
» The location of the host, IP address, or host name
» The Oracle SID, which is the database name

When we have a user logged to a client application that needs to communicate to
a database. A request is sent to SQL*Net, which handles the different internal
datatype representations and character set resolutions between the client and
host. SQL*Net will then pass the request, via a process called /istener, to the
Transparent Network Substrate layer (TNS). TNS will deal with connectivity
issues and host location.

A listener process establishes a communication pathway to Oracle (Figure 6-2).
If a user process makes a connection request, the listener determines whether it
should use a shared server dispatcher process or a dedicated server process, to
establish an appropriate connection. A listener process is an independent
process that runs on the host where the Oracle database resides. SQL*Net and
its components (listener process and TNS layer) are configured when the Oracle
client is installed through Oracle Net Client Assistant.

User

Tools

Applications

other Databases [=_E==|

I |
I |
Application A | :
|
. Oracle Net Network I Listener A RDBMS |
Client Foundation Protocol Hﬂ |
Layer <7 | Oracle Net
-, é’? 'ag—p-| | Foundation |
Oracle Protocol Layer Database | |
Support v I |
@ I Oracle Protocol
| v Support Hﬂ I
| T :
|

Figure 6-2 Listener process listens for incoming requests
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The listener process need to be started in order for the users to reach the Oracle
database. Listener components need to be configured with port, communication
protocols, database names, database domains and host names (or IP
addresses). The listener process could be set up per database or per host.

Note: For more information on Oracle9i database architecture or the listener
process, review the Oracle9i Database Administrator’s Guide or visit the
Oracle Web site:

http://www.oracle.com

6.2 Oracle9i new features

This section will focus on Oracle’s new features and enhancements. Later we
discuss how these features and enhancements affect database performance.

Improvements to the Oracle9i databases were also accomplished by new tools
and utilities. In combination with the new features, improvements deal with
different aspects of performance. Unfortunately because of time constraints, we
were not able to implement and test the performance of all features. The testing
of performance was accomplished using a set of features on a standard
database.

Table 6-1 lists the new and enhanced Oracle9i database features and tools,
except for cluster/parallel servers, data warehousing, replication, security and
development tools, because they are beyond the scope of this book.

Table 6-1 Oracle9i new features
Area/option Feature SE | EE | PE | Description
Content Dynamic Y Y Y Provides Web Service Aggregation and
Management Services Transformation, Administration, Definition and
Registration, and Delivery. ICE 1.0 support.
Content Oracle Y Y Y Creates heretical workspaces and uses metadata
Management Database and views to version enabled tables in a long
Workspace transaction framework.
Manager
Content Parallel N Y Y Enables parallel Text index creation on
Management Text index non-partitioned as well as partitioned tables
creation
Content Ultra Y Y Y Provides unified searching across the Oracle
Management Search database, the Web (HTML), and external data
sources.
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Area/option Feature SE | EE | PE | Description

Database Advanced Y Y Y Provides direct support in the database for high

Features Queuing performance queuing and messaging operations,

integrated with LDAP.

Database Flashback Y Y Y Allows data to be queried from a point in the past.

Feature Query

Database Online N Y Y Redefines the logical and physical structures of

Feature table tables while the user is online
reorganiza-
tion

Database Quiesce N Y Y Allows for database maintenance without it forcing

Feature database a shutdown

Database Trial N Y Y Allows users of the database server to foresee

Feature Recovery and test recovery

Development iSQL*Plus | Y Y Y Provides three-tier implementation of SQL*Plus

running in a Web browser.

Development PL/SQL Y Y Y Allows PL/SQL byte code to be converted to C and
native dynamically linked into the Oracle9i database
compilation server

Development User Y Y Y Allows for user defined aggregation functionality
defined such as group-by on object types and collections
aggregates to allow efficient aggregation for data cartridges

Development XML Y Y Y Stores XML documents in the databases via SQL

and renders traditional database data as XML
documents.

Integration Messaging | N Y Y Integrates the database server with IBM MQ
Gateway to Series.

IBM MQ
Series

System Basic Y Y Y Allows the DBA to manually clone a database,

Management Standby and to copy and to apply log files to the standby.
Database Users can reconnect to standby should primary

system fail.

System Block-level | N Y Y Restores and recovers individual blocks instead

Management Media of entire files.

Recovery
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Area/option Feature SE | EE | PE | Description
Systems Data N Y Y Provides for automated physical standby
Management Guard instantiation, configuration, monitoring,
switchover, switchback, failover, zero loss mode,
and delayed apply support, all through a GUI tool.
Can open a standby database as read only but no
DML is allowed.
System Fast-start N Y Y Provides an init.ora parameter to set how fast the
Management selectable database server should perform crash recovery,
recovery guaranteeing a predictable recovery time.
time
System Global Y Y Y Automatically maintains global indexes when DDL
Management index operations are executed against partitioned
maintenan tables.
ce during
DDL
operations
System Multiple Y Y Y Allows a database to have more than one block
Management Block Size size.
System Oracle Y Y Y Automates creation and deletion of physical
Management Managed database components.
Files
System Resumable | Y Y Y Allows execution of large database operations to
Management Space be suspended and resumed if there is a repairable
Allocation failure.
System Standby N Y Y Supports easy installation and configuration of
Management Database Standby and supports monitoring of critical
GUI Standby operations.
System Unused Y Y Y Allows database server to track unused indexes.
Management index
identificatio
n
* Option Oracle N Y Y Oracle Data Mining embeds data mining
Data functionality for making classifications, predictions
Mining and associations. All model building and scoring
functions are accessible through a Java-based
API.
* Option Oracle N Y Y Oracle OLAP provides the Oracle OLAP API,
OLAP which provides support for complex,
multidimensional queries
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Note: Abbreviations on columns are SE Standard Edition, EE Enterprise
Edition, and PE Personal Edition. Also, the table columns’ SE, EE and PE
values indicate (Y/N) if the features or options are available for installation
type. Oracle options are preceded by a *.

Some of these features and utilities will incur a performance benefit and a cost,
so be careful with the choices offered.

6.2.1 New feature categories

The following sections are divided by categories, which contain further details on
relevant new features. If a feature from Table 6-1 is not found in the following
sections, it is because a particular feature is outside the scope of this chapter.
The new functionality are in areas of disaster recovery, system fault recovery,
availability, scalability, performance and manageability.

Availability

When the database is not available, it can decrease performance, and
performance is null. The Oracle availability improvements are in three areas:
disaster recovery, online data evolution, and precision data repair.

Disaster recovery
A disaster recovery environment is accomplished using four features:

1. Disaster recovery

— LogMiner and LogMiner Viewer utilities include log analysis and new
graphical user interface. Viewer is a component of Oracle Enterprise
Manager.

— Data Guard, Data Guard Monitoring and Automation are used for real
disaster situations, standby database with automatic switch over. Data
Guard requires to set the automatic switching of databases, low
administrative intervention and monitoring utility.

— Zero Data Log Transport component of Data Guard allows log file
updates that are synchronously written directly from the primary database
to the physical identical standby database.

— Delay mode is the time lag that protects the standby database from
applying corrupted or erroneous data coming from primary database.
Delay mode delays the application of archive redo log when they arrive at
the standby database.
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2. System fault recovery

— Fast-start fault recovery allows a database administrator to specify the
expected mean time to recover (MTTR) a single Oracle instance.

— Fast instance freeze and resume allows the system to take a diagnostic
snapshot of the entire system at the time of failure. This allows the
database administrator to start the database and continue processing.
Then diagnostic analysis will be offline.

3. Human error safeguard

These types of errors are common to databases usage, and three features
enable the correction of errors.

— Flashback query allows a user to find old data error, by specifying day
and time of data update, then issue a standard query on the data as it
appeared on the specified day and time. This will enable error correction
through data updates.

— Log analysis — LogMiner covered in “Disaster recovery” on page 183
allows the database administrator to examine all updates on the database,
including all data manipulation, definition and administrative commands.

— Resumable space allocation allows the database administrator to
suspend an operation/process that cannot be complete because of a lack
of resources (example disk space). Once the resource issue is resolved,
the operation/process is allowed to resume from the point of interruption.

4. Planned downtime

Certain maintenance operations can be executed online instead of waiting for
a schedule database downtime.

— Online schema changes enables the redefinition of a table structure
while table continues to be available to users.

— Online table and index reorganization is used to reorganize and
redefine tables while objects are available to users and applications. Table
and index reorganization increase data availability, reduces downtime and
disk fragmentation while improving data access performance. All these
while data continues to be fully available on a normal business day.

— Dynamic database parameters affect the system memory area (SGA of
the database) and can now be reset online. This could, depending on the
values set, increase performance. Changes can be accomplished with an
ALTER SYSTEM statement, and will take effectimmediately. For a change
to stay permanently, you will have to change the parameters file.
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Online data evolution

Earlier in “Planned downtime” on page 184, we discussed online reorganization
and redefinition of tables and indexes. This new architecture is discussed in more
detail, here.

» New online architecture provides the following capabilities:

— As we mentioned earlier, physical attributes of a database object can be
changed online, such as: table move to new location, table partitioning,
and conversion from one type of table organization (heap-organized) to
another (index-organized).

— Logical attributes can be changed, such as: column names, types, and
sizes. Columns can be added, deleted or merged. The only exception is
that primary key column(s) modifications are not allowed.

— Indexes can be created and analyzed online at the same time.

— Online repair of invalid physical guesses by fixing the physical guess
component of logical ROWID(s) stored in secondary indexes.

» Quiesce database is used to perform operations that demand no active
transactions.

» Buffer cache and share pool can be resized dynamically. For more information
see Memory management — on page 187.

» Full object (such as, tables, indexes) access while the analyze validate
command is performed to validate structures.

Precision database repair

Precision database repair is a set of features that prevents and improves the
handling of log corruption, reducing the risk of extended downtimes due to
failures.

» Rapid crash recovery uses a two-pass recovery algorithm that ensures that
only the blocks that need to be processed are read from and written to the
datafiles (database data files). Also crash recovery time is controlled by a
time-based mean time to recover the MTTR parameter to set the time limit.

» Fuailed state diagnostics is covered in Fast-start fault recovery — on page 184.

Scalability

Scalability could decrease performance as more users and database systems
grow. If database usage increases or the database grows disproportional, the
database and system will come to a halt, affecting performance directly.
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Oracle9i scalability improvements have two areas: scalable session state
management and fine-grained, automatic resource management.

» Scalable session state management allows hosting of more users and
applications on the same or larger hardware platforms by improving:

— Shared memory capabilities
— Networking
— Shared server to substantially reduce the overhead required for each user

» Fine-grained, automatic resource management has three new features that
enhance resource management:

— Granular control over resources allows maximum active sessions
control and query execution time estimation. For example, an
administrator is able to limit the number of concurrently active sessions per
consumer group. When the limit is reached, other requests will be queued
and processed once the active sessions finish.

— Automatic consumer group switching allows automatic conditional
switching to other consumer groups of a long running session. For
example, an OLTP consumer group switched (once it reaches certain
conditional criteria) to a more process intensive consumer group for batch
processing.

— Undo pool quota limits the amount of rollback data generated per
resource consumer group, and prevents transactions from consuming
rollback space and impacting system operation.

Performance

Performance is a concern in most database systems. Oracle9i performance
improvements focus in three areas: native compilation and PL/SQL optimization
management, latch contention, and network and distributed database
performance. Here we discuss the enhanced Oracle9i performance features:

» Native compilation and PL/SQL optimization management allows for native
compilation and improves PL/SQL optimizations. Cost-base optimizer
with better optimized plans, less resource usage and more memory,
results in performance increase.

» Latch contention — Reduction or elimination of latches in several areas
improved performance in active systems: /O improvements are: self-tuning,
direct I/O, prefetching, skip/scan indexes row resource operations, and
improve performance on OLTP environments.

» Network and distributed database performance enhancements are:

— Database-to-database communication using ICO
— Network interface optimization
— Virtual circuit I/0
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Unified event/wait model
Distributed query optimization

Manageability

The objective of Oracle9i System Management is to make the database server
inherently self tuning and managing. Several features enable the database
administrator to delegate some of the day-to-day administrative tasks to the
server.

>

Database self-management — The implementation of an autonomous and
self-managing database server is accomplished by:

Self-managing undo allows the database to take care of undo block
contention, consistent read retention, and space utilization. These
features require that an administrator allocate their undo space in a single
undo tablespace. Rollback segment planning and tuning is eliminated.

Memory management — Dynamic resizing of buffer cache and shared
pool. It also includes a buffer cache size advice mechanism that predicts
the performance of running with different sizes for the buffer cache.

Streamlined operational management of the database — These features are
simple database administration improvements:

Persistent initialization parameters allow certain parameters to be
changed online by the administrator, OEM, or internal self-tuning to
maintain values after a database is shutdown. This feature also allows the
database to start from a remote machine without a need to have a copy of
the initialization file. Some parameters persist across database
shutdowns.

Oracle database configuration assistant creates existing database
templates from which databases can be generated. This tool also provides
sample schemas that can be used as needed.

Oracle-managed files manage files by automating the routine tasks of
creation and deletion of database files. Administrators are still required to
plan and administer space.

Corresponding sub-cache configuration allows databases with multiple
block sizes, and allows administrators:

* To configure corresponding sub-cache within each alternative block
size

* To locate objects in tablespaces of appropriate block size to maximize
I/O performance

e To transport tablespaces between different databases, for example,
OLTP environment to a data warehousing environment
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— Mean time to recover (MTTR) specification was discussed in Fast-start
fault recovery — on page 184.

— SQL queryable through V$SQL_PLAN View allows the administrator to
see the actual plan use to execute a query statement.

» FEnhanced recovery manager (RMAN) performance provides several features:

— Persistent RMAN configuration allows for one-time backup configuration
that applies to any session. Permanent settings could be created for:

¢ Automatic channels
e Channel parallelism
* Retention policies

e Backup options

* Auxiliary filenames

— Recovery window — Recovery manager reduces the administrator’s time
and effort on backup tasks, such as:

* Backup expiration policy control

* Obsolete backup automatic marking

* Identification of archive logs no longer required for point in time
database recovery

— Block media recovery (RMAN) allows media recovery on individual
blocks in a datafile while the datafile is online.

— Other manageability enhancements are:

* Control file auto backup

e Batch termination of online backup mode

e Perform trial media recovery

* Multiple conversion pairs for the *_FILE_NAME_CONVERT
parameters

» Easier administration using Oracle Enterprise Manager (OEM) — These
features are:

— Advice-incorporated tools

* This OEM feature provides advice and recommendations for
appropriate Oracle configurations.

* This feature monitors performance and quickly resolves problems, with
appropriate reporting and alerts.

SQL and PL/SQL improvements

A database’s basic components have improved in this Oracle version. How SQL
and PL/SQL perform is relevant to the overall performance of the database.
These improvements increased the performance within Oracle9i database:
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Extracting of database definitions, using dbms_metadata mechanism. The
results are in XML or SQL DDL formats.

SQL compilation: PL/SQL immediately supports all SQL syntax changes to
embedded SQL.

SQL parallel query mechanism extended for store procedures written in 3GL
languages. Stored procedures can return incrementally to the calling SQL
statement.

Support for ANSI-style CASE statements.

Native compilation provides better support for compute-intensive processing.
SQL and PL/SQL engines are more tightly integrated improving performance.
Reduced overhead from calling PL/SQL procedures from SQL.

Improved data conversion between raw and numeric types.

Other improvements
Here are other improvements in the Oracle9i database:

>

Index-organized tables — The advancements include:

— Bitmap indexes and parallel DML on index-organized tables
— Hash method partitioning
— B-tree index on UROWID columns

Bitmap Join Index is an index structure which spans multiple tables improving
performance on joined tables.

Materialized View Mechanisms

— Query-rewrite enables a single materialized view to address a broader
class of queries.

— Incremental refreshes for a wider variety of materialized views.

Automatic Memory Tuning allows memory-intensive queries sufficient
memory to run while memory-light queries will be given a lesser amount of
memory. This increases overall query performance.

Multiple Inserts — There are two SQL capabilities to increase data load
scalability while reducing complexity:

— Multiple inserts, single SQL statement to insert into multiple tables, more
efficient than separate SQL statements.

— Merge, conditional incremental refresh that requires two tasks: new
records will be inserted and existing records will be updated
simultaneously by a single SQL statement.
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Notes:

» Oracle Net8 for Oracle9i is SQL*Net. Service manager (svrmgrl) and
CONNECT INTERNAL are not supported in Oracle9i. These features were
replaced within SQL*Plus. New syntax is discussed in 6.5, “Hints and tips”
on page 283.

» For more information on Oracle9i database new features, review Oracle9i
Database Release Notes, Oracle9i Database Administrator’s Guide or visit
the Oracle Web site:

http://www.oracle.com

» For more information on Oracle clustering, review the Redpaper:
Implementing Oracle9i RAC with Linux on IBM @server xSeries Servers,
REDP0410.

6.3 Database planning
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Database planning should be given careful consideration. Performance will
improve by choosing the appropriate combination of:

Oracle9i installation type

Oracle9i database type

Hardware and communication protocols
Applications and accessing tools

vVvyyy

Note:

» Hardware and communication protocols are discussed in other sections of
this book.

» Applications and accessing tools are business-specific and therefore will
not be covered in this book.

In this section we will discuss Oracle9i installation and database planning for a
small database environment. A Standard Edition installation and a general
purpose database is created.

To plan for an Oracle9i installation and database configuration type, you should
first answer some questions. This will ensure your installation and database
choices match your business needs:

» What type of data will be stored in the database? Is the data critical to the
business?

» What is the database size expected? How much data? How much will the
data will grow in 3 months, 6 months, a year?

Using iSCSI: Solutions’ Planning and Implementation


http://www.oracle.com

» How many users will be accessing the database? How many users can your
system handle?

» What application and tools will be used to access the data?

» What are the hours in which the database needs to be available? When will
you perform maintenance on the database? When will you schedule
backups?

» What is the life expectancy of this database? Will you migrate historical data,
and when? Will you migrate to a large system in a couple years?

» Will batching and the loading of data be performed on the database during
heavy transaction periods?

» Once the database grows, do you have resources to fine tune the database?
When should you revisit performance issues?

The answers to these questions accomplish two things. It helps you think about
the planning issues, and gives us an opportunity to explain the planning for our

database. Please keep in mind, this is only a guideline for our planning. Here are
the questions revisited, and our responses.

What type of data will be stored in the database? Is the data critical to the
business?

You have critical data, when your business cannot function properly without
the data. Your data should be available as needed in a timely manner. Your
backup and recovery process should be in place. Backup and recovery are
covered in another chapter of this book.

What is the database size expected? How much data? How much will your data
grows in 3 months, 6 months, a year?

For the system discussed in this book, we recommend a database size of less
than 4 GB for a small database, with growth under 20% per year.

How many users will be accessing the database? How many users can your
system handle?

For this system, the database should have under 75 concurrent users.

What application and tools will be used to access the data?

The applications and tools used to access the database should be
‘performance friendly’. Be aware that most of the applications and tools today
in the market place are not performance friendly.

Performance friendly means software that includes performance benefits in
its design.
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What are the hours of availability for the database? When is maintenance
performed on the database? When are database backups planned for?

A database which is required to be available 24x7 and /or contains critical
data should:

— Have planned maintenance time to avoid an unplanned maintenance crisis

— Have planned database changes (to database structures, data loads, and
SO 0n)

— Have a scheduled backup on a regular basis

— Have healthy backup and recovery process in place. By healthy we mean,
that the process has been tested successfully and data can be recovered
anytime

What is the life expectancy of this database? Will you migrate historical data,
and when? Will you migrate to a large system in a couple years?

If life expectancy of a database is more than two or three years and database
growth is 20% per year, you should plan to migrate historical data or migrate
to a larger system before you experience problems. You need to review your
needs, growth rates and performance at least once a year — for a small, slow
growing system.

Will batching and the loading of data be performed on the database during heavy
transaction periods?

Planning for heavy transaction periods would reduce critical problems. Some
of the issues are disk space, performance degradation and resource
contention. Planning gives time for the users and database administrator to
prepare for possible problems. For example, we have observed that after
heavy loading of data, a database’s performance degrades to a point of
complete inactivity for users. With proper planning, performance degradation
iS unnecessary.

As the database grows, do you have the resources to fine tune the database?
When should you revisit performance issues?

Database configurations do reach performance treshholds, and that is when a
database will need a performance adjustment. It is not easy to guess when
you will have a problem in your hands, but being aware of data growth rates,
performance issues, configuration parameter (and how they affect
performance), optimizer options, Oracle trace facility, applications which are
known to degrade performance, and understanding the contents of the Oracle
StatsPack report, gives you a better opportunity to surmise the Oracle.
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While Oracle9i provides several new tools and features, we will take advantage
only of the most basic components that this new version provides. We chose a
small database, an Oracle9i Standard Edition installation, and a general purpose
database with a basic database configuration. For Windows 2000, Oracle
9.0.1.1.1 will be installed; however, only the Oracle9i Version 9.0.1 for Linux is
available at this time.

What are the hardware and software configurations necessary for our
environments: Windows 2000, Linux, Windows 2000 with iSCSI disks, and Linux
with iISCSI disks? Next, we will discuss the requirements for these four
environments.

6.3.1 Requirements for the environments

We have chosen these environments for our performance tuning and testing. The
reason for choosing these four environments is to draw performance
comparisons among them. The following sections describe the requirements for
these environments:

Windows 2000

Linux

Windows 2000 with iSCSI disks
Linux with iISCSI disks

vVvyyy

Oracle9i requirements on Windows 2000

Here is a list of installation requirements on Windows 2000. The database will be
installed on a local drive. Follow this list to avoid implementation problems:

» Windows 2000 Professional, Windows 2000 Server, Windows 2000 Advanced
Server, and Windows 2000 Datacenter.

» Windows 2000 Service Pack, certified with 1 or higher.

» Minimal processor for the Standard Edition installation is Pentium 166 or
Pentium 200. If you are installing more than just the basic components, you
will need a better processor.

» RAM of 128 MB (256 MB recommended).
» NTFS file system:

— Oracle software local home drive requires 2.7 GB disk (see “Virtual
memory”, below).

— Database local drive. Size is determined by your database needs.

— System local drive 140 MB.

» Temporary space 400 MB.

» Virtual memory:
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>

— Initial size 200 MB.
— Maximum size 400 MB.

Video 256 colors.
Cd-ROM drive.

Oracle 9.0.1.1.1 database installation software for Standard Edition, either on
CD or it can be downloaded from the Oracle Web site — requires 2.7 GB of
disk space (see “Virtual memory”, above).

Oracle9i client installation for Windows 2000. The administrative option will
require 650 MB on the Oracle home drive. The run time version requires 486
MB of hard disk space. Client software comes on a CD or can be downloaded
from the Oracle Web site.

TCP/IP protocol.

These requirements are minimal, and you may need to upgrade (increasing
temporary space, better processor, and so on) as other applications and tools
are added, the data grows, or more users log on to the host.

Oracle9i requirements on Linux

Here is a list of installation requirements on Linux. The database will be installed
on a local disk. Follow this list to avoid implementation problems:

>

>

>

Minimum memory of 512 MB to install Oracle9i Server.
Minimum memory of 128 MB to install the Oracle9i Client.
Disk space for Oracle9i instance installation (database software) 2.5 GB.

Disk space for database (depends on database size required). This is where
the data will reside, the physical datafiles. The seed database will take 1 GB.

The swap space required should be equal to twice the amount of RAM or at
least 400 MB, whichever is greater.

The processor that is recommended for the Standard Edition installation is
Pentium 11 233 MHz.

Temporary disk space required for Oracle Universal Installer of 400 MB.

A CD-ROM drive which is able to read CD-ROM disks, ISO 9660 format with
RockRidge extensions.

Oracle9i is certified on SuSe 7.1, Kernel 2.4.4, and operating system library
GNU Lib C 2.2. Here is a list of other software required:

— Any X server supported by UNIX operating system vendor.
— Hummingbird eXceed using native window manager.
— Try to run xclock to determine if X windows system is working properly.

Executable required in user bin directory.
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» Operating system latest patches, both kernel and library patches.
» Kernel parameters set to appropriate values for:

— shmsys:shminfo_shmmax
— shmsys:shminfo_shmmin
— shmsys:shminfo_shmseg
— shmsys:shminfo_shmmni
— semsys:seminfo_semmns
— semsys:seminfo_semmni
— semsys:seminfo_semmsl

» Oracle9i components require Blackdown JDK/JRE 1.1.8_v3.

» Oracle 9.0.1. database installation software for Standard Edition, either on CD
or it can be downloaded from the Oracle Web site.

» Oracle9i client for Linux.
» TCP/IP protocol.

» X windows server installed or X windows emulator, for Oracle installation and
tools usage (for example, Database Configuration Assistant).

Oracle9i requirements on Windows 2000 and iSCSI disks

The installation requirements will be the same as for Windows 2000 (see
“Oracle9i requirements on Windows 2000” on page 193), except that the
database files (datafiles) will reside on the iSCSI disk. The requirements for this
installation are slightly different than from Windows 2000. Here are the details:

» The iSCSI client initiator is required; see 2.3.8, “Client initiator setup
procedure” on page 53.

» The requirements are the same as for the “Oracle9i requirements on
Windows 2000” on page 193, except for the NTFS file system. The database
location is on the iISCSI disk, and the requirements are:

— Oracle software local home drive requires 2.7 GB disk.
— Database iSCSI drive. Size is determined by your database needs.
— System local drive 140 MB.

Once these requirements are satisfied, the next step is to plan for the Oracle
installation by selecting the installation type and database configuration type.

Oracle9i requirements on Linux and iSCSI disks

The installation requirements will be the same as for Linux (see “Oracle9i
requirements on Linux” on page 194), except the database files (datafiles) will
reside on the iISCSI disk. The requirements for this installation are slightly
different than from Linux. Here are the details:
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1. The iSCSI client initiator is required; see the IBM iSCSI Client for Linux
Installation and Configuration Instruction Manual (included in the IP Storage
200i box).

2. The requirements are the same as for “Oracle9i requirements on Linux” on
page 194, except for the disk space for the database depends on the
database size required. The database location is on the iISCSI disk:

— Database iSCSI disk. Size is determined by your database needs.

Once these requirements are satisfied, the next step is to plan for the Oracle
installation by selecting the installation type and database configuration type.

6.3.2 Oracle9i installation and database types

196

There are different types of Oracle installations and well as different types of
databases to choose from. For example, Oracle9i Database Enterprise Edition
will allow you to select different types of installations, while installing the software.

Oracle Universal Installer (OUI) is the software that allows you to install Oracle
software. For Oracle9i Database Enterprise Edition downloaded software, the
installation options are:

» Enterprise Edition, used for large companies and large complex systems.
» Standard Edition, used for smaller companies and basic configurations.
» Custom Edition, used for complex database systems with specific needs.

There is a Personal Edition that was not an option for this Oracle9i Database
Enterprise Edition. The Personal Edition is a desktop database used mostly for
development. This edition includes replication and distributed features that
enable easy deployment to enterprise environments.

Note: For information regarding installations, please refer to Oracle’s
documentation or Web site:

http://www.oracle.com

Another option of the Oracle Universal Installer is the database configuration
type. The installer will create a database for you at the end of the installation
process. There are four configuration types of databases to choose from:

» General purpose — used for variety of database tasks, from simple
transactions to complex queries. This is a general purpose database for
relatively small systems.

» Transaction processing — used for online transaction processing, such as
billing (Internet commerce sites). Processes small amounts of data and with
simple operations, such as: read, write and changes to database tables.
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» Data warehousing — used for large volumes of data with complex queries.
Response time, accuracy and availability are a must for this type of database.
Also used for Decision Support System (DSS).

» Customized — used for specialized database with selected Oracle
components. This database requires configuration knowledge and time to
configure database during installation.

The installer will also give you the option to install software only, which means
that the installer will not run the configurations tools. No database creation or
configuration, and no client configuration. These tasks will have to be performed
manually.

When the Database Configuration Assistant is used to create and configure a
database, the initialization parameters are set to certain values. At a glance, only
the basic configuration parameters are different among the database types
(general purpose, transaction processing and data warehousing), which are:

» Database cache size
» Java pool size
» Large pool size

As we discussed earlier in this chapter, we chose a Standard Edition installation
for a general purpose database.

6.4 Database implementation and configuration

In this section we discuss the details for an Oracle9i software and client
installation, database creation and configuration, and client configuration.

Note: Oracle Client Net8 for Oracle9i is SQL*Net V2.1.

The following sections will describe the installation and configuration steps for
these different environments:

» Section 6.4.1, “Windows 2000 installation and configuration” on page 197
» Section 6.4.2, “Linux installation and configuration” on page 220
» Section 6.4.3, “Database creation on iSCSI disks” on page 242

6.4.1 Windows 2000 installation and configuration

Oracle installations and configurations require a minimum set of hardware and
software levels. Make sure you comply with the installation requirements before
proceeding. Ensure that you also fulfill the pre-installation requirements before
continuing with the Oracle9i installation and configuration.
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» “Oracle pre-installation on Windows 2000” on page 198
“Oracle installation on Windows 2000” on page 199
» “Oracle post-installation on Windows 2000” on page 216

v

Oracle pre-installation on Windows 2000

For Windows 2000, check that you meet the pre-installation requirements.
Because this is a basic installation of the Standard Edition, there are only a few
pre-installations tasks:

1. Verify that all of the requirements are installed and available.

2. Make sure space is allocated for an Oracle instance, client software, and
database creation. Review the section “Oracle9i requirements on Windows
2000” on page 193.

3. Create a user who is a member of the administrator’s group (used for Oracle
installed).

4. Verify that network protocols TCP/IP is available by pinging on a command
prompt:

ping localhost
You will get an output similar to Example 6-1.
Example 6-1 Ping output

Pinging a78rpllg.almaden.ibm.com [127.0.0.1] with 32 bytes of data:
Reply from 127.0.0.1: bytes=32 time<lOms TTL=128
Reply from 127.0.0.1: bytes=32 time<lOms TTL=128
Reply from 127.0.0.1: bytes=32 time<lOms TTL=128
Reply from 127.0.0.1: bytes=32 time<lOms TTL=128
Ping statistics for 127.0.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

Once the pre-installation tasks are completed, you are ready to install Oracle9i.
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Note: Oracle installer will create the Oracle home directory and database file
directory. The paths for these directories will be the Oracle standard path
default values. During the installation, you have the option to change directory
names and paths.

Oracle installation on Windows 2000

The Oracle9i installation is performed using the Oracle Universal Installer (OUI)
Version 2.0.1. There are several components installed with the basic Oracle
software, such as replication, queueing, clustering, Oracle Enterprise Manager,
Oracle Net Assistant, to name a few. Some of these components are used, and
some are not. However, these components are part of the installation process
unless you specify otherwise.

For the Oracle9i installation on Windows 2000, you downloaded three zip files,
from the Oracle Web site or have three CD-ROMSs. Follow these steps to begin
the installation:

1. Log on as administrator or user belonging to an administrative group.
2. Create four directories:

— Oraclelnstall
— Under this directory to create three directories: Disk1, Disk2, and Disk3.

3. If you downloaded the files, extract files from zip files onto Disk1, Disk2, and
Disk3. One zip file per directory.

Or, if you have the CD-ROM, copy one CD_ROM per directory onto Disk1,
Disk2, and Disk3.

4. Close as many open applications as you have running.

5. At command prompt run Diskl\setup.exe.

The Windows 2000 Oracle Universal Installer (OUI) Welcome window will appear
(Figure 6-3).
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¥ Oracle Universal Installer: Welcome

Welcome

The Oracle Universal Installer guides you through the installation and configuration of your
Oracle products. A

Click "Installed Products..." to see all installed products.

'

Deinstall Products...

. About Oracle Universal Installer...

e

ORACLE

Figure 6-3 Oracle Universal Installer welcome window

To start the installation, click Next, which is always located at the bottom right
corner.

The OUI File Locations window opens (Figure 6-4).

Note: If your system has Oracle products installed, you have the option to
view a list of installed products, by clicking the Installed Products button. Or
you can deinstall products, by clicking the Deinstall Products button.
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Qﬂ!l]racle Universal Installer: File Locations

File Locations

Source...

Enter the full path of the file representing the product(s) you want ta install:

Fath: |Evoracle InstalhDiskTistageiproducts jar U Browse.. |

Destination...
. Erj}er-u"r selectan Oracle Home name and its full path:

- Name: |OraH0meQD

: F' th IE:xoracIeloraQD

#
e

ORACLE

Figure 6-4 OUI File locations window

The options for this window are:
» Standard default values (that are displayed) or choose different paths:

— The source path is one of the directories created for software installation in
Step 2. on page 199, \Oraclelnstall\Disk1, where Oracle installation files
reside. The source path is also the full path to where you copied or
extracted the Oracle files (from CD-ROM or zip files). Most likely you will
not have to change this option.

— Or, you can choose your own destination names and paths. The
destination is the full path where the Oracle software will be installed and
run from. The current settings and defaults are Oracle standard
destination full paths and names for the Oracle home. You could choose a
different path and name to fit your own company standards. We chose OUI
default settings.

Tip: You have the option to browse for both source and destination paths.

To continue, click Next. The OUI Available Products window opens (Figure 6-5).
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Qﬂ!l]racle Universal Installer: Available Products !E E

Available Products

Select a product to install.
® Oraclesi Database 9.0.1.1.1

Installs an optional pre-configured starter database, product options, management teels netw rkjng 2=
and basic client software for an Cracle detabase server.

T Qracledi Client9.0.1.1.1

Installs enterprise management teels networking services, utilties, develepm T
Seftware

o Qrac|e9l Managemen

nstalled Procucts. et

ORACLE

Figure 6-5 Available products window

The Product Language button is available to you. You could continue and allow
the defaults, or click this option to view and/or change defaults.

Review your options in this window. Select the product you want to install, and
then click Next to continue.

Note: We selected the Oracle9i Database 9.0.1.1.1 product. This option will
include the Oracle9i software, the client installation and configuration, and
database creation and configuration.

The OUI Installation types window opens (Figure 6-6).
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Qﬂ!l]racle Universal Installer: Installation Types [_ [ =]

Installation Types

Oracle8i Database 9.0.1.1.1

What type of installation do you want?
T Enterprise Edition (1.76GEB)

Provides data management for high-end applications such as high volume on- fine transac’(lon processing (OLTR)
environments, guery-intenzive data warehouse and demanding Internet appllcatlons Delivers tools and fundlonalrt\; to
meet the availability and scalability requirements of miszion-critical applications.

® Stanclard Edition ('I 72GH)

Targeted far workaraugp ar depantment-level applications. Includes an |ntegrated =
- distribution, replication, web festures and facﬂrtles far buuldlng husiness-critical appll

- l'"F'ersur]al Edition {1 72GB;

# - =

ORACLE

Figure 6-6 Installation types window

Review your options in this window. Select the installation type you want, and
then click Next to continue.

Remember that during our planning we choose a small, general purpose
database configuration, for a Standard Edition installation. We are setting up a
departmental or small company database, with a limited amount of concurrent
users.

Note: These installation types were discussed in section 6.3.2, “Oracle9i
installation and database types” on page 196.

The OUI Database Configuration window opens (Figure 6-7).
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Figure 6-7 Database configuration window

Review your options in this window. Select the database configuration type, and
then click Next to continue.
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{ﬂl]racle Universal Installer: Upgrading or Migrating an Existing Database

Upgrading or Migrating an Existing Database

The Cracle Liniversal Installer detected the databases listed below as registered on your computer. ifyou
choose to upgrade or migrate one of them to Oracledi, the Oracle Data Migration Assistant will apen to assist
vau when installation is complete. You can upgrade ar migrate additional databases later b\r runnlng the
Cracle Data Migration Assistant after installation. S

™ Upgrade or Migrate an Existing Database

t=] |0 Oracle Home Fath
CEMNTAURI EAORACLEVORAZD
|soLAR ENORACLEVORAID

ORACLE
Figure 6-8 Upgrading and migrating an existing database window

Review your options in this window. If you want to upgrade or migrate a
database, you should consult the Oracle documentation on upgrading and
migrating databases to Oracle9i. Once you know the issues regarding upgrades
and migrations, you can proceed.

Note: This book does not include information regarding migrations and
upgrades.

In this window do not click on any button except for the Next button. Make sure
that Upgrade or Migrate an Existing Database is not checked. Click Next to
continue.

The OUI Database Identification window opens (Figure 6-9).
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{g!l]racle Universal Installer: Database Identification

Database Identification

An Oracledi database is uniquely identified by a Glahal Database Mame, typically of the farm * name. demam
Enter the Global Database MNarme far this database. : !

Global Database Mame:jvenus.almaden.ibm.corm|

R database is referenced by atleast one Oracle9i |nstant:ewh|ch is un|qyaly
~instance on this computer by an 0 clEE’.\r ter
can accept of change to a v 3

¢y 7 »

. i ®

ORACLE

Figure 6-9 Database identification window

Global database domain is the combination of the database name and the
network domain where the database exists. This combination is a unique name
that will identify the database in the network, or as a stand along database
system.

For example, in Figure 6-9, the database name is ‘venus’ and the domain is
‘almaden.ibm.com’. Therefore, the global database name is
‘venus.almaden.ibm.com’.

The Oracle System ldentifier, SID, is another name for the database name. The
database name should always be unique. We chose ‘venus’ as database name.
If a database name is not showing in this window, enter your database name and
global database domain, and then click Next to continue.

The OUI Database File Location window opens (Figure 6-10).
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':‘Aﬁtlracle Universal Installer: Database File Location

Database File Location

Faor hest database arganization and perfarmance, Oracle recammends installing database files and Oracl
software on separate disks. The database software should be installed in Oracle Home on one dlsk and the
database content including datafiles, control files, and redo logs should resn:le an a dn’ferent disk.

Directory for Database Files:

Eloracleloradata

_ Ned

ORACLE

Installed Products...

Figure 6-10 Database file location window

The directory for database files defaults to the standard Oracle directory name
and directory structure. We chose the default value in this window. The installer
will create the directory (make sure there is enough space for database files, that
is, 1 GB for the seed database).

Tip: You could use the browse button to search other locations, or enter your
database directory.

To continue, click Next.

The OUI Database Character Set window opens (Figure 6-11).

Chapter 6. Implementing Oracle9i on iISCSI 207



208

¥ Oracle Universal Installer: Database Character Set [_ [}

Database Character Set

The database character setis determined based on the number of language groups which will be stored in
yaur database. See "Help” for the definition of language groups. Ifyou wantto use a database character get
which is not shown below, yvou must go back and select the "Custom® install type

Which character set should be used in your databhase?

® |Jse the default character set
The default character et for this database is bazed

est European WESM SR 252 :
Installed Products. ..

-

Previous

ORACLE
Figure 6-11 Database character set window

Review your options in this window. Select the character set you want, and then
click Next to continue.

Note: We selected the default character set. Please review the Oracle9i
documentation on character set options before selecting another option.

The OUI Summary window opens (Figure 6-12).
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Qﬂ!l]racle Universal Installer: Summary !E E

Summary

Oraclefi Database 9.0.1.1.1

- Global Settings
Source ; EAOracle InstalDisk1\stage\products.jar
Destination : EXoraclelorado
Installation Type : Standard Edition

Z-Product Languages

L English

Z-Space Requirements

tVDIume EiRequired 1.45GB : Availahle 5. 44GB

Yolume CRequired 13MB ; Available 1.83GB

: Z-New Installations (189 products)

RSP AN P PR e iy I LEL R I

Advanced Replication 9.0.1.1.1

Agent Reguired Support Files 9.0.1.0.1

=

ORACLE

Figure 6-12 Summary window

The summary in Figure 6-12 provides information on all Oracle components to
be installed, as well as all the installation options chosen so far.

To continue, click Next.

The OUI Install window opens (Figure 6-13).
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 Oracle Universal Installer: Install o m] 54

Install il

] Installing Enterprige Manager Base Clagses
9.0.1.0.0

Copying aranjnid.dll

ORACLE’

Figure 6-13 Install window

This installation process will take some time to complete. The Oracle9i software
for the instance, database and client are being installed. Notice that the
rectangular image on the center right side of screen will increase in number, from
1 up to 7, while the software installs.

When it finishes, click Next to continue.

The OUI Configuration Tools window opens (Figure 6-14).

Using iSCSI: Solutions’ Planning and Implementation



{g!l]racle Universal Installer: Configuration Tools

Configuration Tools

The following tools will be automatically started for you:

These taols are optional.
Itis recommended, although not reguired, that these tools be run successfully.

Toaol Mame Status
¥ Oracle Met Configuration Assistant succeeded =
v Starting Oracle HTTP service succeeded
¥ Oracle Database Configuration Assistant succeeded

Oracle Intelligent Agent in progress... )

 Details for Oracle Intelligent Age

-

ORACLE

Figure 6-14 Configuration tools window

Once the Oracle installation has completed, the installer automatically will start
configuration tools, which creates and configures the database and configures
and starts the Oracle client.

Configuration tools will run top to bottom, and as they complete successfully, a
permanent check mark will appear:

» Oracle net assistance

» Starting Oracle HTTP service

» Oracle database configuration assistance
» Oracle intelligent agent

Notice the status column on the window indicates success, failure, or in progress.
Also note the result area across the bottom of the screen, where you can see
details on the execution of a particular tool.
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Tip: Do not open any other window on top of this window while the
configuration tools are running. The window may not refresh back to the
original screen. You will not know when the configuration completes or if you
encountered errors. It will appear as if the configuration tools hang.

While the OUI Configuration Tools is running, the Oracle Database Configuration
Assistant window opens (Figure 6-15).

£4 oracle Database Configuration Assistant

¥ Copying database files
Initializing database
Creating and stating Oracle instance
Completing Database Creation

Clone database creation in progress...

| | 2%

Stop

Figure 6-15 Configuration assistant window

The Oracle Database Configuration Assistant (ODCA) begins creating the
database. This window does not require user interaction (unless you want to stop
this tool). This tool accomplishes four tasks:

» Copying database files

» Initializing database

» Creating and stating the Oracle instance
» Completing database creation

Notice that as the steps are completed a permanent check mark is displayed.

Another ODCA window opens (Figure 6-16). This window provides database
information.
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'E;ﬁl:lracle Database Configuration Assistant

Catabase creation complete. Checkthe logfiles at E:
oracletadminwenusicreate for details.

Datahase Informatian:
Global Database Mame: venus.almaden.ibm.com
Systern [dentifier(210); YEnus
SYS Pazsword:
SYETEM Password:

Mote: All database accounts except Y5 and SYSTEM have been

locked. Click onthe "Passwoard Managerment' hutton to unlack the
accounts and change the default passwords. Oracle Corparation
strongly recommends thatyou change the default passwaords,

Password Management...)

Exit

Figure 6-16 ODCA database information window

This window provides database information, and allows password changes on

newly created accounts. Some important details to know are:
1.

4.

The SYS and SYSTEM password were removed on this window. Your own

database SYS and SYSTEM password will be displayed. Take note of them.

To unlock accounts, click on the Password Management button. The

Password Management window opens (Figure 6-17).

To continue and avoid unlocking passwords, click Exit.

The OUI End of Installation window opens (Figure 6-18).

Other database accounts are part of the seed database, ‘venus’. Except for
SYS and SYSTEM accounts, all other database accounts are locked.

Note: For security reasons, this Figure 6-16 was modified to remove the SYS
and SYSTEM password displayed.
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Lock funlock database user accounts and [/ ar change the default passwards:

User Mame Lock Account? | New Password Confirm Passwaord

OUTLM e o Z

WKEYS e o

Q5_CBADM . e

Q8_05 o -

Q5_ES o -

gH > >

Phd > >

OE > > |

HF: v

QE_\WS v

Qs v

Q5_ADNM v =
% Cancel ﬂ)

Figure 6-17 Password management window

In this window you are allowed to unlock accounts.
» Locked accounts have a blue check mark on the lock account column.

» Unlocked accounts do not have a blue check mark and have “****’ on the new
password and confirm password columns. To unlock accounts:

— Click the blue check mark for a particular account (blue check mark
disappears).

— Enter the same password in new password and confirm password
columns. Enter different passwords per user account name.

— When finished unlocking and entering new passwords, click OK.

Important: If you do not unlock accounts at this time, and you need to use
them later, you will have to unlock them manually using SQLplus.

Figure 6-16 will appear again, click Exit. Figure 6-14 on page 211 will displayed
again until all configuration tools finish.

Once the configuration tools complete successfully, the OUI End of Installation
window opens (Figure 6-18).
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Qﬂ!l]racle Universal Installer: End of Installation !E E

End of Installation

The installation of Oracle8i Database was successful.

L]

*
iedneii

ORACLE

Figure 6-18 End of installation window

If you are satisfied with installation and have no need to install other Oracle9i
products, click Exit.

The Exit confirmation window opens (Figure 6-19).

Figure 6-19 Linux OUI exit window

The exit window will open to confirm the exit from installation software. Click Yes,
otherwise click No, if you are not finished.
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Congratulations! You have installed and configured the Oracle instance, client,
and database. Your database is ready on Windows 2000!

Tip: If you need to deinstall the Oracle9i products, follow the command menu:
Start>Control Panel> Administrative Tools>Services and stop any Oracle
process running. On the OUI End of Installation window, click the Installed
Products button. A window with a list of all installed products will display.
Notice the buttons at that bottom of the window. One button is for removing
installed products. Click the button and wait until products are deinstalled.
Before you install again, make sure you remove directories created by Oracle
for the previous installation.

Oracle post-installation on Windows 2000
Once the installation has completed, here are the steps to make sure the Oracle
instance, client, and database are running properly:

1. Verify that the Oracle processes are running properly. On your desktop go to
Start->Control Panel-> Administrative Tools->Services

You will see the Services window (Figure 6-20). Look for the Oracle
processes.

J Action  Wiew “ = =

||§|] ST

Tree I Mame /# | Descripkion | Skakus | Startup Tvpe |i|
% Services (Local) % Met Logon SUpporEs po.. Manual

%Netl\’leeting Remote Deskiop Sharing Allows aut, .. Manual

%Network Connections Manages 0., Started Manual

%Network CDE Provides m... Manual

%Network DDE D3DM Manages s... Manual

%Norton Antivirus Client Started Aukomatic

%NT LM Security Support Provider Provides s... Manual

% OraderaHomed0bgent Started Manual

% OradetraHomea0ClientCache Manual

% OracleOraHomeS0HT TPServer Marnual

% OracleCraHomeI0PagingServer Manual

% OracleCraHome05SKMPPeerEncapsulator Manual

% OradeOraHome205MMPPestMastardgent Manual
OracleOraHame30THSLiskener Started Aukomatic
CracleServiceVENUS Skarted Automatic
Performance Logs and Alerts Configures,,. Manual

%Plug and Play Manages d...  Started Automatic

%Print Spoaler Loads files ... Started Aukomatic

%Protected Storage Provides pr... Started Aukomatic

%QDS RSYP Provides ... I\I’Ianual _ILI

4 »

Figure 6-20 Services processes window
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Ensure that Oracle processes are present, some processes have different
startup types than others (manual or automatic), and some processes have a
‘Started’ status. For your database to function properly, ensure that the
database and the listener have a ‘Started’ status.

— OracleOraHome90TNSListener — listener process is started.
— OracleServiceVenus — database is started and open.

Notes:

» More processes could be present, if you have chosen a different
installation and database configuration type.

» For more information about the processes in Figure 6-20, consult the
Oracle documentation, or visit the Oracle Web site
(http://www.oracle.com).

2. Verify that you can access the database and that the database is available on
your desktop. Select on your desktop:

Start->Programs->0Oracle - OraHome->Application Development->SQL Plus

A log on window will display (Figure 6-21).

User Name: Isystem
Password: Im
Host String: Ivenus|

0K I Cancel

Figure 6-21 SQL Plus log on window

Enter the following information:
— User name System

— Password The password was given to you in Figure 6-16 on page 213,
during the installation.

— Host string is the name of your database. Our example database name
was ‘venus’ (see Figure 6-16 on page 213).

Click OK, and the Oracle SQL*Plus window opens (Figure 6-22).
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% Oracle SOL*Plus
File Edit Search Options Help

SOL*P1lus: Release 9.8.1.8.1 - Production on Thu Hov 1 12:084:38 2861 :|
{c) Copyright 2881 Oracle Corporation. All rights reserved.

Connected to:

Oracle?i Release 9.8.1.1.1 - Production

JServer Release 9.8.1.1.1 - Production

SQL> select = from cat;

Figure 6-22 Oracle SQL*Plus window

To test the database, enter this SQL statement at SQL prompt:

select * from cat;

The statement will return a result set, that looks like Figure 6-23.

% Oracle SQL*Plus =] B3
File Edit Search Options Help

REPCATS_TEMPLATE_PARHS_S SEQUENCE A
REPCATS_TEMPLATE_REFGROUPS TRBLE

REPCATS_TEMPLATE_REFGROUPS_S SEQUENCE

REPCATS_TEMPLATE_SITES TABLE

REPCATS_TEMPLATE_SITES_S SEQUENCE

REPCATS_TEMPLATE_STATUS TABLE

TABLE_HNAME TABLE_TYPE

REPCATS_TEMPLATE_TARGETS TRBLE

REPCATS_TEMPLATE_TYPES TRBLE

REPCATS_TEHMP_DUTPUT_S SEQUENCE

REPCATS_USER_AUTHORIZATIONS TABLE

REPCATS_USER_AUTHORIZATIONS_S SEQUEHNCE

REPCATS_USER_PARKM_VALUES TABLE

REPCATS_USER_PARM_UALUES_S SEQUENCE

REPCAT_LOG_SEQUENCE SEQUENCE

SOLPLUS_PRODUCT_PROFILE TRBLE

SYSCATALODG SYHOHYH

SYSFILES SYHOHYH

TABLE_HAME TABLE_TYPE

TAB SYHONYHM

TABQUOTAS SYHOHYH

TEMPLATES_TARGETS_S SEQUENCE

WHSENU_UARS TRBLE

WHSLOCKROWS_INFO TRBLE

WM$UDTRIG_INFO TABLE

149 rows selected.

SOL> -
A | v

Figure 6-23 Oracle SQL*Plus result set window

You should get a result set like the one in Figure 6-23. If you did, then run the
utlrp.sql script in Step 3, below.
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If you encounter an error, you will have to investigate and resolve the issue.
Tip: The following step is only for an Oracle9i installation on Window 2000.

3. Run the utlrp.sql script, at the SQL prompt:
SQL> @oracle_base\ oracle_home\rdbms\admin\utlrp.sql

Tip: The utlrp.sql script is used to recompile all existing invalid PL/SQL
modules in a database. See the fix 9.0.1X Patch set at:

http://metalink.oracle.com

Then, search for the doc id:note:156751.1.

4. Check if the database is in archivelog mode:

a. Start SQL*Plus > sqlplus / nolog

b. Connect to the Oracle9i database with the SYSDBA username:
SQL> connect / as sysdba

c. If the database is open, shut it down:
SQL> shutdown immediate

d. Mount the database:
SQL> startup mount

e. Enter the following command:
SQL> archive log list

The following output indicates the database is not in archive mode:

Database log mode No Archive Mode
Automatic archival Disabled

Archive destination %RDBMS%\
Oldest online log sequence 34

Current log sequence 37

5. Change the database archive mode to archivelog:

a. After following the connect steps, and starting database mount command,
then enter: SQL> alter database archivelog;

b. Enter the following command to verify the change:
SQL> archive log list
The following output indicates the database is now in archive mode:
Database log mode Archive Mode
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Automatic archival Disabled

Archive destination %RDBMS%\
Oldest online log sequence 34
Current log sequence 37

c. Open the database with:
SQL> alter database open;
6. The following initialization parameters need to be set within init.ora file:
a. Setlog_archive_format format to:
log_archive_format = log archive format

b. The log_archive_dest_n parameters have null string values when
log_archive_dest is set to an operating system-specific default value on
instance startup, and is not explicitly defined by user. Set the log archive
destination:

log_archive_dest_n = filespec
Where, filespec is the archive destination.

c. The log_archive_start indicates whether archiving should be automatic or
manual when the instance starts up. it should be set to true:

log_archive_start = true

The three initialization parameters look like the following statements within
the init.ora file:

log_archive_start = true

log_archive_dest_1 = %oracle_home%\database\archive

log_archive_dest_2 = %oracle_home%\database\archive2

log_archive_format = "%%oracle_sid%%t%ts%s.arc"

If all post-installation steps were successful, you are ready to measure
performance on this database system.

However, to compare performance, we need another system — Linux.

6.4.2 Linux installation and configuration

Linux Red Hat Version 7.2 will be used for this installation. Please keep in mind
that not all of the UNIX options are available on Linux.

Oracle installations and configurations require a minimum set of hardware and
software levels. Make sure you comply with the installation requirements before
proceeding. Ensure that you also fulfill the pre-installation requirements before
continuing with the Oracle9i installation and configuration.
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“Oracle pre-installation on Linux” on page 221
“Oracle installation on Linux” on page 223
“Oracle post-installation on Linux” on page 241

Oracle pre-installation on Linux

1.
2.

Create the Oracle database administrator group, OSDBA.

Create the Oracle account called ‘oracle’. This account is required to be a
member of the OSDBA.

Create mount points for Oracle software and database. The database may
require more than one mount point. To reduce disk I/O you will want to spread
the datafiles across several disks. Another option is to mirror or strip disks.

— Oracle software standard file system:

e Oracle home - /JuO1/app/oracle/product/9.0.1
e Oracle base - /u01/app/oracle

— Oracle database file system:
» /oracle/oradata

Add the following Linux kernel parameters with values, to the /proc/sys/kernel
file system:

— set shmsys:shminfo_shmmax=4294967295
— set shmsys:shminfo_shmmin=1

— set shmsys:shminfo_shmmni=100

— set semsys:seminfo_semmns=1000

— set semsys:seminfo_semmni=100

— set semsys:seminfo_semms|=250

The following parameters are not supported by Linux Red Hat 7.2:

— shmsys:shminfo_semvmx
— shmsys:shminfo_shmmin
— shmsys:shminfo_shmseg

If you added or changed any of the parameters in Step 4, above, reboot the
system for the changes to take effect.

Set the environment variables in .login or .profile for the Oracle account:
# Oracle Environment:

e ORACLE_HOME=/u01/app/oracle/product/9.0.1; export
ORACLE_HOME

e ORACLE_BASE=/u01/app/oracle; export ORACLE_BASE
* ORACLE_SID=marte; export ORACLE_SID
e ORACLE_TERM=xterm; export ORACLE_TERM
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*  TNS_ADMIN=/export/home/oracle/config/9.0.1; export TNS_ADMIN
¢ ORA_NLS33=$0ORACLE_HOME/ocommon/nls/admin/data
e export ORA_NLS33
e LD_LIBRARY_PATH=$ORACLE_HOME/lib:/lib:/usr/lib:/usr/local/lib:
e export LD_LIBRARY_PATH
# Set shell search paths:
* PATH=/bin:/usr/bin:/usr/sbin:/etc:/usr/ccs/bin:/bin:
¢ PATH=$PATH:$30ORACLE_HOME/bin; export PATH
# CLASSPATH must include the following JRE locations:

* CLASSPATH=$ORACLE_HOME/JRE:3ORACLE_HOME/jlib:$0RACLE_
HOME/rdbms/jlib

* CLASSPATH=$CLASSPATH:3ORACLE_HOME/network/jlib

. Oracle user’s .profile and .login files should have values for:

— Umask 022
— Display variable for the Oracle Universal Installer to display:
DISPLAY=9.1.39.51:0.0

Where, 9.1.39.51 is desktop IP address from where you will install.

. Temporary disk space of 400 MB is required during the Oracle installation.

Make sure the required space is available.

. Before attempting to run the Oracle Universal Installer, verify that you can

successfully run the following command:

% /usr/openwin/bin/xclock

10.You will have to make sure that file ownership and permissions are given for

all of the Oracle file systems created. For example:

— For /u01/app/oracle/product/9.0.1, all file system levels are owned by the
Oracle user and they belong to the OSDBA group. Changing ownership on
file systems will allow the Oracle user to perform tasks required for
installation and proper function of the database. To change ownership of a
file structure issue the command:

chown oracle:osdba u0l

— Other permission is required for /usr/local/include. For permission, enter
the commands:

e chmod 755 usr
e chmod 755 local
e chmod 755 include
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Tip: The oratab file in Linux is located in the /etc file structure.
Once the pre-installations tasks are completed, you are ready to install Oracle9i.

Oracle installation on Linux

The Oracle9i installation is performed using the Oracle Universal Installer (OUI)
version 2.0.1. There are several components installed with the basic Oracle
software, such as replication, queueing, clustering, Oracle Enterprise Manager,
Oracle Net Assistant, to name a few. Some of these components are used, and
some are not. However these components are part of the installation process
unless you specify otherwise.

For Oracle9i installation on Linux, you downloaded three gzip files, from Oracle
Web site or have three Oracle9i CD-ROMs. Follow the steps to begin the
installation:

1. Log on as the Oracle user. If you log on as the root user, you will get an error
message.

2. Create four directories:

— Install.
— Under this directory created three directories: Disk1, Disk2, and Disk3.

3. If you downloaded the files, extract files from gzip files onto Disk1, Disk2, and
Disk3. One gzip file per directory — follow these steps:

— Copy gzip 1, 2, 3files into directories Disk1, Disk2, Disk3 — one file per
directory.

— Issue the following commands for the three files within the Disk directories:
gunzip linux9i_Diskl.cpio.gz
cpio -idmv < Tinux9i_Diskl.cpio
4. Or, if you have the CD-ROMs, at command prompt run Diskl\setup.exe.

The Linux Oracle Universal Installer (OUI) Welcome window will display
(Figure 6-24).
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Oracle Universal Installer: Welcome

Deinstall Products...
Ahout Oracle Universal Installer...

Figure 6-24 Linux OUI welcome window

To start the installation, click Next, which is always located at the bottom right
corner.

The OUI File Locations window opens (Figure 6-25).

Note: If your system has Oracle products installed, you have the option to
view a list of installed products, by clicking the Installed Products button. Or,
you can deinstall products, by clicking the Deinstall Products button.
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Oracle Universal Installer: File Locations

L3
Aul1/appsoracledinstall/Disk1/stage/products.jar -

fullfappsoraciedproduct/3.0.1 A

About Oracle Universal Installer..

Figure 6-25 Linux OUI file locations window

The options for this window are:
» Standard default values (that are displayed) or choose different paths:

— The source path is one of the directories created for software installation in
Step 2. on page 223, /u01/app/oracle/install/Disk1, where installation files
reside. Source path is also the full path to where you mounted from or
extracted the Oracle files (from CD-ROM or gzip files). Most likely you will
not have to change this option.

— Or, you can choose your own destination names and paths. The
destination is the full path where the Oracle software will be installed and
run from. The current settings and defaults are Oracle standard
destination full paths and names for the Oracle home. You could choose a
different path and name to fit your own company standards and mount
points. We choose OUI default settings.

Tip: You have the option to browse for both source and destination paths.

To continue, click Next. The OUI Available Products window opens (Figure 6-26).
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Oracle Universal Installer: Available Products

Product Languages...

Figure 6-26 Linux OUI available products window

The Product Language button is available to you. You could continue and allow
defaults, or click on this option to view and/or change defaults.

Review your options in this window. Select the product you want to install, and
then click Next to continue.

Note: We selected the Oracle9i Database 9.0.1.0.0 product. This option will
include the Oracle9i software, the client installation and configuration, and
database creation and configuration.

The OUI Installation Types window opens (Figure 6-27).
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Oracle Universal Installer: Installation Types

L3

Figure 6-27 Linux OUI installation types window

Review your options in this window. Select the installation type you want, and
then click Next to continue.

Note: We selected the Standard Edition type. These installation types were
discussed in section 6.3.2, “Oracle9i installation and database types” on
page 196.

The Database Configuration window opens (Figure 6-28).
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Oracle Universal Installer: Database Configuration

Figure 6-28 Linux OUI database configuration window

Review your options in this window. Select the database configuration type, and
then click Next to continue.

Note: We selected the General Purpose configuration. We discussed the
database configuration types in section 6.3.2, “Oracle9i installation and
database types” on page 196.

If the OUI Upgrading or Migrating an Existing Database window opens, it is
because the OUI detects previously installed databases. See Figure 6-8 on
page 205 for details.

The Privileged Operating System Groups window opens (Figure 6-29).
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Oracle Universal Installer: Privileged Operating System Groups

Figure 6-29 Linux OUI privileged operating system groups window

Here are a few things to notice:

» The group(s) shown for database administrator and operator group are the
same.

» The group shown was created in Step 1. on page 221.

» If you did not create the group, either this window will not display or no default
group will be given.

Be careful: If you enter a group, that was not specifically created for Oracle,
you may get unpredictable results.

Allow or keep the default group or enter your own group, and then click Next to
continue.

The Database Identification window opens (Figure 6-30).
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Oracle Universal Installer: Database Identification

marte.almaden.ibm.com|

marte

Figure 6-30 Linux OUI database identification window

The global database domain is the combination of the database name and the
network domain where the database exists. This combination is a unique name
that will identify the database in the network, or as a stand along database
system.

For example, in Figure 6-30, the database name is ‘marte’ and the domain is
‘almaden.ibm.com’. Therefore, the global database name is
‘marte.almaden.ibm.com’.

The Oracle System ldentifier, SID, is another name for the database name. The
database name should always be unique. We chose ‘marte’ as database name.
If a database name is not showing in this window, enter your database name and
global database domain, and then click Next to continue.
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Note: The database file location window is not displayed. The seed database
will be created, by default, under the SORACLE_BASE file structure; see
/admin and /oradata for database administration and datafiles, respectively.

The OUI Database Character Set window opens (Figure 6-31).

Oracle Universal Installer: Database Character Set

West European WEGISOEE59FP1 v

Figure 6-31 Linux database character set window

Review your options in this window. Select the character set you want, and then
click Next to continue.

Note: We selected the default character set. Please review the Oracle9i
documentation on character set options before selecting another option.

The OUI Choose JDK Home Directory window opens (Figure 6-32).
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Oracle Universal Installer: Choose JDK Home Directory

L3

Figure 6-32 Linux OUI choose JDK home directory window

If the JDK home entry is not displayed, you could browse for it or enter the
location. This product, JDK, is part of the software required.

To continue, click Next. The OUI Summary window opens (Figure 6-33).
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Oracle Universal Installer: Summary

5+ Global Settings
I—Source Sl fappsaraciednstalliDisk1/stagesproducts jar
I—Destination AUl /appforaciedproductsd.0.1
L installation Type : Standard Edition
2+ Product Languages
L English
& Space Requirements
I—\-‘ulume fullsappforacledproductsd.0.1/ Required 1.76GE : Available 11.55GB
Lvalume ¢ Reguired 22ME : Available 1.33GE
- Hewr Installations (173 products)
I—.-’-‘-.dvanced Gueueing (AGY AP19.01.0.0
I—.ﬂ«dvanced Replication 9.0.1.0.0
I—.&.gent Reguired Support Files 9.0.1.0.0
I—.ﬁ.pache Configuration for EJB 9.0.1.0.0

Figure 6-33 Linux OUI summary window

The summary in Figure 6-33 provides information on all Oracle components to
be installed, as well as all the installation options chosen so far.

To continue, click Next. The OUI Install window opens (Figure 6-34).
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Oracle Universal Installer: Install

Figure 6-34 Linux OUI install window

This window will show the progress of the Oracle software installation. Notice
that at first this process will install software (shown with a solid check mark), then
it will link the Oracle binary files.

You may encounter some problems in this process. You could have permission
errors (Linux) or script problems (Oracle). Oracle has documented these
problems:

» Installation Fails With Makefile Exception
» Error invoking target install of makefile
/u01/app/oracle/product/901/plsql/lib/ins_plsql.mk

If you encounter these errors, they will appear in an Error window (Figure 6-35).
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Errarin invoking target-install of makefile
fubdtsappsoraclefproducts3.0:1plsgldlibding _plsgl
k.

Fress Heln 150 more Ismalon.

Fress fedn lo dn aqain.

Fress Torore’ o flane s o S 86 o8,
Fress Cancel io stop WHs insiaiiation

Retry | lgnare Cance| |

Figure 6-35 Linux OUI error window

To fix the errors:

» For Permission errors, you may get

several of them, until you:

Open up the directory to allow access, and give the /usr/local/include/
non-Oracle directory the correct permissions.

In our installation we gave full directory access. After permissions are

granted, click the Retry button.

» For Oracle script errors, follow the steps to correct error:

a. Open a new console window on

the host as the installation user.

b. Set up the Oracle environment (that is, ORACLE_HOME).
¢. Make a backup of the $ORACLE_HOME/gencintsh script.
d. Remove the ${LD_SELF_CONTAINED} flag from the Id command in the

'‘Create Library' section.
e. Run the genclintsh script.

f. Click the Retry button in the Error window.

The next window, Oracle fixed script, displays part of the genclintsh script, where
the ${LD_SELF_CONTAINED} flag was removed. The window also contains the
command to run the script, at the bottom (Figure 6-36):

./gencintsh
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|rCommand Prompt - telnet 9.1.33.169 =] E3
OLIBS="5{O0LIBS> S{LMNLSRIL}"
OLIBS="5{0LIBS> 5{LUNLSRTL>"

H#SYSLIBS="cat ${ORACLE_HOME}/lib/sysliblist’" —laio —1lm -lc"
SYSLIBS="cat ${ORACLE_HOME}-librsysliblist*" -1d1 —-1m —1lc"

# Create library

/hinsrm —f ${LIB_DIR}/${CLNT_LIB> %{MAPFILE>

S{LD» S<{LD_RUNTIME} 5{LD_OPT} ${LD_OUT> \
S{DEF_ON} ${NAUTAB> ${NAETAB} S{NAEDHS} 5{SYMS_SQL>
S{8YMS_PLSQL} 5{SYMS_OCIC» 5{SYMS_LDAP> ${SYMS_NETWORK* S{OLIBS> \
${SYSLIBS> ${USRLIBS> > ${MAPFILE>

it Create ".so0'" link to library in a non—development environment only
# and generate the client static library
if [ —= "${SRCHOME>" 1]
then
if [ -s S{LIB_DIR>~5{CLNT_LIBY} 1

then
“genclntsh' 199L,. 5238C written
[oracle@uwisla binl$ .-/genclntsh

Created ~uBl- app-soracle/products?.8.1-1ib-libclntst?.a
[oracleBwizla hinls
[oracleBuisla hinls

Figure 6-36 Linux Oracle fixed script window

Note: For more information on these errors, search on the Oracle metalink
Web site for: ins_plsqgl.mk, ins_precomp.mk, or installation fails.

Once errors are fixed, and you have clicked the Retry button, the installation will
continue.

The Setup Privileges window opens (Figure 6-37).

¥ Setup Privileges [ ]

& configuration script needs to be run as root before
installation can-proceed. Please leave this window up,
gorun fullfappsoracledproduct/3.0.0/root.sh as root
fram another window, then come back here and click
Ok to continue.

Figure 6-37 Linux OUI setup privileges window
Follow the instructions to run root.sh script, then click OK to continue.

The next window, root.sh execution, shows the root.sh execution (Figure 6-38).
You may not get the overwrite questions if this is your first installation.
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F Command Prompt - telnet 9.1.38.169

[rootByisla 92.0.11# .- root.sh

Running Oracle? root.sh script...

“nThe following environment variabhles are set as:
QRACLE_OWMER= oracle
ORACLE_HOME= ~uBl~ appsoracle-products?.8.1

Copying coraenu to susr-slocalrshin ...

fdding entry to setcrsorvatab file...

Entries will he added to the setcsoratab file as needed by
Database Configuration Assistant when a database iz created
Finizhed running generic part of root.sh script.

How product—specific root actions will he performed.
[rootBPuisla 7.0.114#

Enter the full pathname of the local bin directory: [Ausr-localrshinl:
The file "dbhome" already exists in susrslocalsbin. Owverwrite it? (y/n2>

[nl: y

Copying dbhome to susr~slocalsbin ...
The file “oraenv" already exists in Ausrr/localsbin. Overwrite it? {y/n2>
nl: y

Copying oraenv to Susr/localsbin ...
The file “coraenu" already exists in Ausrslocalrsbin. Ouerwrite it? {ys/nl
[nl: u

Figure 6-38 Linux OUI root.sh execution window

The Configuration Tools window opens (Figure 6-39).

Oracle Universal Installer: Configuration Tools

Tool MName Status

Oracle MNet Configuration Sssistant in progress...

Starting web server in non-S5L mode on port 7777 pending...

Oracle Datahase Configuration Assistant pending...

Oracle Met Services Configuration:
Profile configuration complete.
Oracle Met Listener Startup:
Running Listener Control:
fullsappioracle/praducts3.0.1/hindlsnrct] start LISTENER

Exit Help Installed Froducts... Freyious

Figure 6-39 Linux OUI configuration tools window

Chapter 6. Implementing Oracle9i on iSCSI

237



Once Oracle installation has completed, the installer automatically starts the
configuration tools, which creates and configures the database, and configures
and starts the Oracle client.

The configuration tools will run top to bottom, and as they complete successfully
a permanent check mark will appear:

» Oracle net assistance
» Starting web server
» Oracle database configuration assistance

Notice the status column on the window indicates success, failure, or in progress.
Also note the result area across the bottom of the screen, where you can see
details on execution of a particular tool.

Tip: Do not open any other window on top of this window while the
configuration tools are running. The window may not refresh back to original
screen. You will not know when the configuration completes or if you
encountered errors. It will appear as if the configuration tools hang.

While the Oracle database configuration assistance is running, another Oracle
window opens (Figure 6-40).

racle Database Configuration

¥ Copying database files
Initializing database

2 Creating and starting Oracle instance
Completing Database Creation

Clone database creation in progress..

SO

Stop |

Figure 6-40 Linux database configuration assistant window
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The Oracle Database Configuration Assistant (ODCA) begins creating the
database. This window does not require user interaction (unless you want to stop
this tool). This tool performs four tasks:

vVvyyy

Copying database files

Initializing database

Creating and stating the Oracle instance
Completing database creation

Notice that as the steps are completed a permanent check mark is displayed.

Another ODCA window opens (Figure 6-41). This window provides database
information.

¥ Oracle Datahase Configuration Assistant

Database creation complete. Checkthe loafiles at
Aull fappforaclefadmin/marte/create for details.

Database Information:
Clobal Database Name: rmarte.almaden.ibrm.com
System |dentifier(sIC: rharte
S%S Password:
SYSTEM Password:

Note: &1l database accounts except S%S and SYSTEM have
been locked. Click on the "Password Manage ment” button to
unlock the accounts and change the default passwords,
Oracle Corporation strongly recommends that you change
the default passwaords,

Password Management., |

Ewit |

Figure 6-41 Linux ODCA database information window

This window provides database information, and allows password changes on
newly created accounts. Some important details to know:

1.

4.

The SYS and SYSTEM passwords were removed on this window. Your own
database SYS and SYSTEM password will be displayed. Take note of them.

Other database accounts are part of the seed database, ‘marte’. Except for
sys and system accounts, all other database accounts are locked.

To unlock the accounts, click the Password Management button. The
Password Management window opens.

To continue and avoid unlocking passwords, click Exit.

The OUI End of Installation window opens (Figure 6-42).
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Note: For security reasons this window was modified to remove the SYS and
SYSTEM password displayed.

If you choose to unlock accounts at this time, see Figure 6-16 on page 213 and
follow its details for instructions on how to unlock accounts. The same procedure
applies for Linux and Windows 2000 installations.

Figure 6-39 on page 237 will be displayed again until all of the configuration tools
finish.

Once the configuration tools complete successfully, the OUI End of Installation
window opens (Figure 6-42).

Oracle Universal Installer: End of Installation

Figure 6-42 Linux OUI end installation window

If you are satisfied with installation and you have no need to install other Oracle9i
products, click Exit.

The Exit confirmation window opens (Figure 6-43).

Using iSCSI: Solutions’ Planning and Implementation



ﬁ Do you really want to exit?

Figure 6-43 Linux OUI exit window

If you are satisfied with installation and you have no need to install other Oracle9i
products, click Yes.

Congratulations! You have just configured the Oracle instance and client, and
created and configured a database. Your database is ready on Linux!

Tip: If you need to deinstall the Oracle9i products, make sure that you stop the
Oracle processes that are running. On OUI End of Installation window, click
the Installed Products button. A window with a list of all installed products will
display. Notice the buttons at that bottom of screen. One button is for removing
installed products. Click the button and wait until the products are deinstalled.
Before you install again, make sure you remove the directories created by
Oracle for the previous installation.

Oracle post-installation on Linux
On a basic installation, only these post-installation requirements follow:

» For configuring shared server parameters, the shared server requires a
higher setting for the shared_pool_size initialization parameter. If you installed
your server with Oracle Universal Installer, then the value of the
shared_pool_size parameter is set automatically by the Oracle Database
Configuration Assistant. However, if you created a database manually,
increase the shared_pool_size parameter in the initsid.ora file. Typically, you
should add 1 KB for each concurrent user.

» For configuring Oracle Net, the basic configuration of Oracle Net is done by
Oracle Net Configuration Assistant, when it is started by OUI during
installation. Complete the configuration with the following steps:

a. Log in as root and reserve a port for the Oracle listener process, by editing
the /etc/services file.

b. Add an entry:

listener_name 1521/tcp #0racle listener process
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Tip: The default port assigned during installation is 1521 for TCP/IP protocol.
If you changed to a different port number, make sure that this is reflected in
the entry on the etc/services file.

c. Check the status of the listener following the installation, using this
command:

$ 1snrctl status listener_name
Or,

§ 1snrctl status

Tip: After executing the status command, look for:
‘Instance database name, status READY, has # handler(s) for this
service...The Command completed successfully”’.

This will indicate that listener is running properly.

d. If the listener is not running, start it by using this command:
$ 1snrctl start listener_name
Or,
$ 1snrctl start
e. Start SQL*Plus to test the connection to the server:
$ sqlplus username/password@marte

If you can successfully connect to the server with SQL*Plus, you have
established network connectivity over TCP/IP. You could also see the
testing performed on the Windows 2000 post-implementation in Step 2. on
page 217.

» Check the database archivelog mode; see Step 4. on page 219.

Note: For more information regarding post-implementation functions, review
Chapter 4 “Post-Installation” in the Oracle9i Installation Guide Release 1
(9.0.1) for UNIX Systems.

6.4.3 Database creation on iSCSI disks

Here we provide instructions for the database creation on iSCSI for Windows
2000 and Linux, as well as a remote Oracle9i client implementation.

The steps are covered in these sections:
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» “Database implementation on iSCSI disks” on page 243

— “Windows 2000 iSCSI database” on page 243
— “Linux iSCSI database” on page 258

For database implementation on iSCSI disks, the database files, which
contain the user/business data, will reside on iSCSI disks.

The Oracle9i instance resides locally on either Windows 2000 or Linux
operating systems.

» “Remote Oracle9i client implementation” on page 261

— “Install remote Oracle9i client” on page 261
— “Configure remote database on client” on page 271

Remote OracleYi client implementation is on a Windows 2000 desktop. It is
important to point out that “Install remote Oracle9i client” on page 261
includes the configuration of a remote client. Configuration is part of the
installation process.

However, if you install the client, and, at a later date, you want to configure a
remote database, then follow “Configure remote database on client” on
page 271.

The term remote database is used to refer to a database located on an iSCSI
disk.

Database implementation on iSCSI disks

The only requirement for the database creation on iSCSI disks is the ability to

see the iSCSI unit from Windows 2000 or Linux. You have installed the drivers
and point to the iSCSI unit on Windows 2000, or mounted a point for the iISCSI
unit on Linux. You have access to the iSCSI unit.

To create a remote database, we will use one of the tools that comes with the
Oracle database installation tools, the Database Configuration Assistant (DBCA).

Windows 2000 iSCSI database
To start the DBCA, on Windows 2000 go to:

Start->Programs->0Oracle - OraHome90->Configuration and Migration Tools->
Database Configuration Assistant

The DBCA Welcome window opens (Figure 6-44).
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£ Dracle Database Configuration Assistant : Welcome

Welcame to Oracle Database Configuration Assistant
The Oracle Database Configuration Assistant enables you to create a datahase, configure
database options in an existing database, delete a database, and manage database templates.

Cancel )] Help )]

Figure 6-44 DBCA welcome window
To begin the database creation, click Next.

The DBCA Step 1 of 9: Operations window opens (Figure 6-45).
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Oracle Database Configuration Assistant, Step 1 of 9 ;: Operations

Selectthe operation you wwant to perform

® Create a database
T Configure database options in a database
" Delete a database

T Manage Templates

Figure 6-45 DBCA operations window

We are interested in database creation, so we select the Create a database
option. Click Next to continue.

Notice the other options which could be useful for other tasks.

The DBCA Step 2 of 8: Database Templates window opens (Figure 6-46).
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E' Oracle Database Configuration Assistant, Step 2 of 8 : Database Templates

Select a template fram the following list to create a database

Select Template Mame Includes Datafiles?
r Data Warehouse

h General Purpose
(“ Mew Database
[ Transaction Processing es

Show Details...

Cancel J Help ) & Back

Figure 6-46 DBCA database templates window

Among the choices, we select the general purpose database configuration. The
same database configuration is chosen, throughout this chapter.

Select General Purpose, and the row will highlight. Click Next to continue.

Notice that you can view detailed configurations by clicking on Show Details
button.

The DBCA Step 3 of 8: Database Identification window opens (Figure 6-47).
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'E'E Oracle Database Configuration Assistant, Step 3 of 8 : Database Identification

Specify the following database infarmation.

An Oracledi database is uniguely identified by a Global Database Mame, typically of the form
"name.domain”.

Global Database Name: [tierra.almaden.ibm.com|

Adatabase is referenced by at least one Oracle8i instance which is uniguely identified fram any
otherinstance on this computer by an Oracle System |dentifier (S0,

SID: tierra

Cancel J Help ) <t Back | Mext 9] Einish )]

Figure 6-47 Database identification window

The global database domain is the combination of the database name and the
network domain where the database exists. This combination is a unique name
that will identify the database in the network, or as a stand along database
system.

For example, the database name is ‘tierra’ and the domain is ‘almaden.ibm.com’.
Therefore, the global database name is ‘tierra.almaden.ibm.com’.

The Oracle System ldentifier, SID, is another name for database name. The
database name should always be unique. We chose ‘tierra’ as a database name.
Enter your database name and global database domain, and then click Next to
continue.

The DBCA Step 4 of 7: Database Connection Options window opens
(Figure 6-48).
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E' Oracle Database Configuration Assistant, Step 4 of 7 : Database Connection Options

Selectthe maode inwhich you want your database to operate by default :

@ Dedicated Server Mode
For each client connection the database will allocate a resource dedicated to serving anly that
client. Use this mode when the number of total client connections is expected ta be small or
when clients will he making persistent, long-running requests to the database.

" Shared Server Mode
Several client connections share a database-allocated pool of resources. Use this mode
when maore than a small number of users need to connect to the database simultaneously
while efficiently utilizing system resources. The Oracle multi-threaded server feature will be
enahled.

Edit Shared Connections Parameters...

Einish )l

Cancel J Help )

Figure 6-48 Database connection options window

We chose the Dedicated Server Mode, because we are setting up a small
environment.

Select the Dedicated Server Mode button. Click Next to continue.

The DBCA Step 5 of 7: Initialization Parameters window opens (Figure 6-49).
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E' Oracle Database Configuration Assistant, Step 5 of 7 : Initialization Parameters

Memary Archive DB Sizing File Locations
& Typical
Max. no. of concurrently connected users: |?5|

NG

Fercentage of physical memary (767 MB) for Oracle: |?D

Database Type: |Mult\purpose hd
T Custom

Shared Poaol |33554432 Bytes

Buffer Cache: |32 Il Bytes

Java Pool: |33554432 Bytes

Large Poal: [1n4a576 Bites

Total Memary for Oracle: 87 b Bytes

All Initialization Parameters...)l File Location Variahles..

Cancel )l Help ) % Back | Mext 2 Einish )l

Figure 6-49 Initialization parameters window

Four tabs are displayed in this window. We will modify some of the default
parameters in the Memory, Archive, DB sizing, and File Location tabs.

On the Memory tab, we select a basic memory option. Click the Typical button. To
continue, click the Archive tab to select archiving options, or click Next (to skip
the tabs).

Here are a few things to notice:

» You can change the value of the maximum number of concurrent users.

» You can change the value of the percentage of physical memory for Oracle.
» You can view the distribution of System Global Area (SGA).

» You can view all of the initialization parameters.

» You can not view the file location variables.

You can view these by clicking the appropriate button. You can change the values
by entering data in the value boxes.

If you skip the tab selections, go to Figure 6-53, “Database storage window” on
page 253.
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The DBCA Step 5 of 7: Initialization Parameters Archive tab shows (Figure 6-50).

E' Oracle Database Configuration Assistant, Step 5 of 7 : Initialization Parameters

Memary Archive [ DB Sizing File Locations

Specify if you want to run the database in archive log mode.

¥ putomatic archival

Log Archive Filename Farmat: |%t_%s.dbf

Itis recommended that archive log files be written to multiple locations spread across
different disks.

Archive Log Destination(s)

{DRACLE_BASEhoradatay DBE_MAMERarchive

3

All Initialization Parameters...) File Location Variables...
Cancel ) Help )] & Back | et p] Finish )]

Figure 6-50 Initialization parameters archive tab window

We chose the Automatic Archival only. Select Automatic Archival. To continue,
click the DB Sizing tab, or click Next (to skip the tabs).

Notice the default values displayed for:

» Log archive file format

» Archive log destinations

In this tab you are able to view other items by clicking the appropriate button:

» All initialization parameters

» File location variables

If you select both the Archive Log mode and Archive Automatic options, you will
most likely encounter a series of errors:

» ORA-00439: feature not enabled: Managed standby
» ORA-01034: Oracle not available
» ORA-27101: shared memory realm does not exist

Using iSCSI: Solutions’ Planning and Implementation



Attention: To view the error windows, see Figure 6-60 through Figure 6-62 on
page 260. Merely click Abort for these errors, and continue with the
instructions for Figure 6-50. Only choose Automatic Archival.

If you skip the tab selections, go to Figure 6-53, “Database storage window” on
page 253.

The DBCA Step 5 of 7: Initialization Parameters DB Sizing tab shows
(Figure 6-51).

ﬁ Oracle Database Configuration Assistant, Step 5 of 7 : Initialization Parameters

Memony Archive "| Flle Locations

Review the following important parameters related to database block f sort area size, and
character sets:

Specify the maximum amount of memory that can be used during sorting operations. Larger
value improves efficiency of large sorts

= |Bytes -

Sort Area Size: |524288

Character Sets
Database Character Set: |WE8MSWIN1252

Figure 6-51 Initialization parameters db sizing tab window

This tab is not about database sizing. It is about choosing the following items:

» Sort area size
» Database character set
» National character set

The default values are displayed. We chose default values for the character set.
Change them to fit your requirements.

For the sort area size, discretion should be used based on sorting average
operations.
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To continue, click the File Location tab, or click Next.

If you skip the tab selections, go to Figure 6-53, “Database storage window” on
page 253.

The DBCA Step 5 of 7: Initialization Parameters File Location tab shows
(Figure 6-52).

F Oracle Database Configuration Assistant, Step 5 of 7 : Initialization Parameters

hlemuary Archive DB Sizing

Initialization Parameters Filenarme: |{ORACLE_EIASE}Iadmim{DB_NAME}IpﬂIelinit.ora

W Create persistent initialization parameters file (spfile)

Ferszistently stored parameters hehave much like traditional RDBMS parameters setin
the init.ora file arvia ALTER SYSTEM or ALTER SESSION. These parameters are stored
onthe database server side, in a binary farmat, eliminating need far lacal initara when
starting a database.

Persistent Parameters Filename: |{ORACLE_HOME}Idatabase‘tspﬂle{SID}.ora

Trace File Directaries
For User Processes: |{ORACLE_BASE}IadminI{DEl_NAME}Iudump

For Background Process: |{OF{ACLE_BASE}Iadminl{DEl_NAME}Ibdump

For Core Dumps: |{ORACLE_BASE}IadminI{DEI_NAME}chump
All Initialization Parameters...) File Location VYariahles...

Cancel ) Help ) % Back | MNext 9] Finish )

Figure 6-52 Initialization parameters file location tab window

We chose default file locations within the Oracle home directories. Change the
file locations to fit your requirements. Click Next to continue.

Note: Here is a description of the Create persistent initialization parameters
file button.

» Persistent initialization parameters allow certain parameters to be
changed online by the administrator, OEM, or internal self-tuning to
maintain values after a database is shutdown. This feature also allows the
database to start from a remote machine without a need to have a copy of
the initialization file. Some parameters persist across database shutdowns.

The DBCA Step 6 of 7: Database Storage window opens (Figure 6-53).
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'E'E Oracle Database Configuration Assistant, Step 6 of 7 : Database Storage

comm

£ Controlfile Database Storage
Datafiles
Redo Log G From the Database Storage page, vou can specify storage parameters for the database
edaLog broups creation. This page displays a tree listing and sumrmary view (multi-column 1ists) to allow you

to change and view the following ohbjects:

+ Controlfiles

+ Tablespaces

+ Datafiles

+ Rollback Segments
+ Redolog Groups

Fram any object type folder, click Add to create a new ohject. To delete an ohject, selectthe
specific object from within the object type folder and click Remowe.

Important: [fyou select a seed database template, you will not be able to add or remove
datafiles, tablespaces, or rollback segments. Selecting a seed termplate allowes you to only
change the following

+ The name ofthe database
+ Destination of the datafiles
+ Cantralfiles or log groups.

Add | Remove

cancel | Help | ¢ Back et > | Einish |

Figure 6-53 Database storage window

In this window you can review the Redo Log Group location, but more importantly
you can change the database datafiles location. It is in this window that we
change the data files to reside on the iSCSI disk.

Click on the datafiles folder, the database storage area changes to display
database file names and file directory (Figure 6-54).
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' Oracle Database Configuration Assistant, Step b of 7 : Database Storage ] = IEIIﬂ

CH O Storage File Mame File Directory
[t Contralfile 1 |CWMLITED... |{ORACLE_BASENoradatafDBE_NAMER
2 |DRSYS01.... |{ORACLE_BASENoradatayDBE_NAMEN
Redo Loy Groups 3 |EXAMPLED... |{ORACLE_BASENoradatafDBE_NAMEN
@1 4 |[IND¥01.DBF |{ORACLE_BASENoradatafDBE_NAMEN
22 5 |SYSTEMO1.... | {ORACLE_BASENoradatafDBE_NAMER
33 6 |TOOLS01.D...| {ORACLE_BASENoradatayfDB_MAMEN
7 |UNDOTBS0...| {ORACLE_BASENoradatafDB_MAMEN
8 |USERS01.... |{ORACLE_BASENoradatayDB_MAMER
9 |TEMPO1.DBF | {ORACLE_BASENOradatayDB_MAMER
4] | 3
Add| Remove File Location Variables...

Cancel J Help ) « Back | [ext p] Finish )]

Figure 6-54 File name and file directory window

Place the cursor in the file directory column. Highlight {ORACLE_BASE} on a
row (one row at a time), change it to the iSCSI drive. (In our case the drive is G,
see Figure 6-55).
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E' Oracle Database Configuration Assistant, Step 6 of 7 : Database Storage

SH D Starage File Mame File Directary |
[t Contralfile 1 |CWMLITEDT .DBF Glaradataly{ DB_NAMER
L s 2 |DRSYS01.DBF Glaradataly{ DB_NAMER
Redo Loy Groups 3 |EXAMPLED1.DBF Glaradataly{ DB_NAMER
4 |IND<01.DBF Glaradataly{ DB_NAMER
5 |SYSTEMO1.DBF Glaradataly{ DB_NAMER
6 |TOOLS01.DBF Glaradataly{ DB_NAMER
7 |UNDOTBS01.DBF Glaradataly{ DB_NAMER
8 |USERS01.DBF Glaradataly{ DB_NAMER
9 |TEMPO1.DBF Glaradataly{ DB_NAMER

Add| Remove File Location Variables...

Cancel J Help ) <4 Back | Mext 9] Einish )]

Figure 6-55 Change to iSCSI drive window
Notice that all datafiles will reside on the iSCSI disk. To continue, click Next.

The Summary window opens (Figure 6-56).
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£ Summary

Faollawing aperation(s) will he perfarmed:
Creation of database with db name "tierra”.

Common Options

| Option Name }Selected

Example Schemas
Oracle Intermedia
Oracle Jvh

Cracle Label Security
Oracle OLAP Services
Cracle Spatial

Oracle Ultra Search

true
true
true
false
false
false
true

Initialization Parameters

| Hame
hackground_dump_dest

campatible

cantrol_files

Value
{ORACLE_BASENadmin{DB_MAMEMbdump
9.0.0

{Y{ORACLE_BASEhoradatal{DB_MNAMENCONMTROLOT.CTL" "
{ORACLE_BASEporadatafDB_MNAMERCOMTROLOZ.CTL" "

{ORACLE_BASENoradatayDB_MAMERCONTROLOZ.CTL)

| ¥

Save as an HTML file...

Cancel Help

Figure 6-56 Summary window

You can scroll in this window to view all of the settings before creating the

database. Notice that you can also save this information in html format.

To continue, click OK.

The DBCA Step 7 of 7: Creation Options window opens (Figure 6-57).
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l‘ Oracle Database Configuration Assistant, Step 7 of 7 : Creation Options

Select the following datahase creation options:
¥ Create Database

[ Save as a Database Template

MName:

Description:

Cancel )] Help )] £ Back I et

Figure 6-57 Creation options windows
We chose to create a database. Select Create Database. Click Finish.

Another DBCA window opens to create the database (Figure 6-58).
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£ Dracle Database Configuration Assistant

¥ Copying database files

¥ Initializing database

¥ Creating and starting Oracle instance
Completing Database Creation

Clone database creation in progress...

Stop

Figure 6-58 Create the database window

This window performs tasks to completion without your intervention, unless you
want to cancel the process. To cancel the process, click Stop.

When the database creation finishes, another window opens with password and
database information. The window allows you to unlock accounts and/or review
database information; see Figure 6-16 on page 213 for details. When you click
the Exit button on that window, you complete the database creation on the iSCSI
disk. All the windows will close.

Tip: During the database creation, command windows will open. Minimize
them to make sure you can see the progress. Do not open other windows on
top of this window.

After installing Oracle on Linux, the next step you'll probably take is to install an
Oracle client. The steps are found in “Oracle post-installation on Windows 2000”
on page 216.

Linux iSCSI database
To start the Database Configuration Assistant (DBCA), at Linux prompt, and run
an X term window emulator, enter:

> dbca
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Follow the instructions in “Windows 2000 iSCSI database” on page 243. The
windows in this section will display green colors instead of blue colors. Follow the
steps for Figure 6-44 on page 244 through to Figure 6-55 on page 255. There
are a few changes, as noted below:

» Note for Figure 6-47, our Linux iSCSI database is called ‘/unas’.

» Note for Figure 6-55, the changes to the datafile file directory for the Linux
database are as follows (see Figure 6-59):

CHEBStorage File Name File Directory
i—COntrO 1 [cwmlited1.dbf | /mnt/iscsiforadata/ADBE_NAMER/
ray 2 |drsyso1.dbf Smntfiscsiforadata DB _WAMELS
é"%; I;edo Lo 3 |example0t.dbf |/mnt/iscsiforadata/DE_NAMER/
I—P; 4 |indx01.dbf fmnt/iscsiforadatafDB_NAMEL/
Ba
[PS S [systemO1.dbf  |/mntfiscsiforadataDB_MNAMEL
- E |tools01.dbf {ORACLE_BASE} oradatafDE_NAMELS
7 |undothso1.dhf |fORACLE_BASE} oradataADB_NAMELS
2 |users01.dbf {ORACLE_BASE} oradataADB_NAMEL
9 [tempn1.dbf SORACLE_BASE oradataSDE_MAMEE/
L3
&dd| Remove File Location Variables.. !
Cancel | Help | & Back Next B | Einish |

Figure 6-59 Linux database storage

Notice that for Linux database on iSCSI disks, the mount point and file structure
is /mnt/iscsi. The {ORACLE_BASE} part of the file directory column, for every
row, is changed to /mnviscsi. Make sure all rows are changed that way.

Now continue with the instructions for Figure 6-56 on page 256 through
Figure 6-58 on page 258.

» Note that for Figure 6-58, while this window is running and if you selected
both automatic archival and archivelog mode, you will encounter the following
errors (see Figure 6-60 to Figure 6-62):
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Standhby

ﬁ OR&—00433: feature not enabled: Managed

Figure 6-60 Managed standby error window

Our selections did not explicitly include standby options. Click Abort.

i Ignore | agbort

Figure 6-61 Oracle not available error window

Click Abort as many times as you get this error.

¥* Oracle Datahase Configuration Assistant: ERROR

ﬁ OR&—27101: shared memory realm does not exist

Figure 6-62 Shared memory error window

Click Abort as many times as you get this error.

Tip: These are Oracle errors. Follow the instructions for Figure 6-50 on
page 250 to avoid them. Choose only the automatic archival in that step.
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Note: The Oracle Web site Metalink has documented these errors. Go to the
Web site and search for ora - ##### error.

Follow the post-installation steps in “Oracle post-installation on Linux” on
page 241.

Remote Oracle9i client implementation

To access databases remotely, the Oracle9i client software must be installed and
configured. We cover the installation and configuration of Oracle9i in the
following sections. This installation is for desktops, which do not have Oracle9i
client installed already. Note: If you have client software installed on your
desktop, skip this section and go directly to “Configure remote database on
client” on page 271.

Install remote Oracle9i client
This section includes both the installation and configuration of the Oracle9i client.

To install Oracle9i client, you need to download the software from the Oracle
Web site or have a CD-ROM which contains the Oracle9i client.

» If you have downloaded the client software, you need to unzip the files (on
Windows 2000). Open a command prompt window, go to the client/Disk1
directory, and run the setup.exe program.

» If you have a CD-ROM, load it in the CD-ROM drive. Go to the client/Disk1
directory, and double click on the setup icon.

The Oracle Universal Installer (OUI) Welcome window opens (Figure 6-63).
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“# Oracle Universal Installer: Welcome

Welcome

The Qracle Universal Installer guides you through the installation and configuration of your
Oracle products, d

Click "Installed Products..." to see all installed products.

About Qracle Universal Installer...

ORACLE’

Figure 6-63 OUI client welcome window
To begin the installation, click Next.

The OUI Client File Locations window opens (Figure 6-64).

262  Using iSCSI: Solutions’ Planning and Implementation



 Oracle Universal Installer: File Locations i o m] 54

File Locations

Source...

Enter the full path of the file representing the praductis) you want to install;

Fath: |Ei0racle InstalhclientiDisk! \stageyproducts jar L] Browse.. |

Destination...

Enter or select an Oracle Home name and its full path;

Narme: | oraHomesn ]
| _ =

Path: |D:‘mrac|e‘mraQD ﬁr Browse. .

ORACLE’

Figure 6-64 OUI client file locations window

The options for this window are:
» Standard default values (that are displayed) or choose different paths:

— The source path is one of the directories created for software installation in
Step 2. on page 199, \Oraclelnstall\Disk1, where Oracle installation files
reside. The source path is also the full path to where you copied or
extracted the Oracle files (from CD-ROM or zip files). Most likely you will
not have to change this option.

— Or, you can choose your own destination names and paths. The
destination is the full path where the Oracle software will be installed and
run from. The current settings and defaults are Oracle standard
destination full paths and names for the Oracle home. You could choose a
different path and name to fit your own company standards. We chose OUI
default settings.

Tip: You have the option to browse for both source and destination paths.
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To continue, click Next. The OUI Client Installation types window opens
(Figure 6-65).

 Oracle Universal Installer: Installation Types o |l |

Installation Types

OracleSi Client9.0.1.1.1

What type of installation do you want?
C Administrator (64 7WE)

Installs the management console, management toals, networking services, utilities, basic client software.

T Custom

Enables you to choose individual components to ins

ORACLE’

Figure 6-65 OUI client installation types window
In this window, we chose the Runtime option, for remote database access. These
options are available:

» The Administrator option gives you administrative tools and privileges to
manage the client software. This option is installed with the Oracle database
software.

» The Runtime option gives you basic components to use the Oracle client.
» The Custom option allows you to configure the client in more detail.

Review your options in this window. Select the installation type you want, and
then click Next to continue.

The OUI Client Summary window opens (Figure 6-66).

Using iSCSI: Solutions’ Planning and Implementation



% Oracle Universal Installer: Summary

Summary

OracleSi Client9.0.1.1.1

=101

Z-Global Settings

Saurce : ENOracle InstallclientiDisklstageiproducts. jar

Destination : Dioraclelorad0

Installation Type : Runtime

=+Product Languages

LEnglish

Z-Space Requirements

|:VDIume DA Reguired 365MB : Available 8.80GH
Yalume CReguired 13MB : Available 6.61GB

‘ Z-New Installations {71 products)

g Advanced Queueing (AQ) AP19.0.1.1.1

Agent Required Support Files 9.0.1.01

Apache JServ1.1.0.0.0f

d

ORACLE’

Figure 6-66 OUI client summary window

This summary provides information on all Oracle client components to be

installed, as well as all the installation options chosen so far.

To continue, click Next. The OUI Client Install window opens (Figure 6-67).
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“# Oracle Universal Installer: Install

Install

¥ Installing Oracle interMedia Annotator 9.0.1.0.1

Copying colrive.dll

ORACLE

Figure 6-67 OUI client install window

This installation process will take some time to complete. The Oracle9i client
software is being installed. Notice that the rectangular image on the center right
side of window will increase in numbers, from 1 up to 7, while the software
installs.

When it finishes, click Next to continue.

The OUI Client Configuration Tools window opens (Figure 6-68).
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c.-t!l]ral:le Universal Installer: Configuration Tools e — |E||i|

Configuration Tools

The following tools will be automatically started for you:

These tools are optional.
Itis recammended, althaugh not required, that these tools be run successully.

Taoal Mame

Details for Oracle Met Configuration Assistant:

g

Farameter "responsefile” = Diaracleloralinetworkinstalinetca_clt.rsp o]
Dione parsing command line arguments. Oracle Net Services Configuration:Profile configuration camplete.
Default local naming configuration complete.

-
p -

ORACLE

Figure 6-68 OUI client configuration tools window

Created net service name: tierra |SCEI.REDOracle Met Services configuration successful. The exit code E -
50
=

Once the client installation has completed, the installer automatically starts the

configuration tools to configure and to start the Oracle client.

The Oracle Net Configuration Assistant is running, when it shows a solid check

mark.

Notice the status column on the window indicates success, failure, or in progress.
Also note the result area across the bottom of the screen, where you can see

details on the execution of a particular tool.

Tip: Do not open any other window on top of this window while the
configuration tools are running. The window may not refresh back to the

original screen. You will not know when the configuration completes or if you

encountered errors. It will appear as if the configuration tools hang.
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While the OUI configuration tools are running, the Oracle Net Configuration
Assistant (ONCA) Welcome window opens (Figure 6-69).

Oracle Net Configuration Assistant: Welcome |

Welcome to the Cracle Met Configuration Assistant. To access a
datahase, ar other service, across the netwark, yau use a net service
name. You can either create net service names yourself, aryou can
use service names already available through a directory service.
Oracle recommends using a directary service if one is availahle for
this purpose,

¢ Yes, lwantto use a directory service. There is one availahle far
this purpose.

i@ Mo, ['will create net service names myself. The Assistant will help
e create one now.

Far rmaore information press Help.

Cancel jl Help ) Back Mext =

Figure 6-69 ONCA client welcome window

This window gives you two options to choose from:

» Yes, to use the service names using the directory service
» No, to create the desired net service names

We chose ‘No’ to create the net service name, since this is a basic client
installation.

Make your selection, and then click Next to continue.

The ONCA Net Service Name Configuration (NSNC), Database Version window
opens (Figure 6-70).
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Oracle Net Configuration Assistant: Net Service Name Configu x|

The Qracle Met Configuration Assistant will help
wou create your first net service name. If you
need to create more, you can run the Oracle Met
Canfiguration Assistant again later,

Wihat version of Cracle database ar serice do
you wantto access?

® OracleBior later database or service

T Oracled release 8.0 database or service

Cancel jl Help ) & Back

Figure 6-70 NSNC database version window
We chose the latest Oracle version (Oracle9i).
Select your option, and then click Next to continue.

The OUI Net Configuration Assistant window opens (Figure 6-71).
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Oracle Met Configuration Assistant: Done

Oracle Met Configuration Complete.

Cancel jl Help ) & Back [s] it

Figure 6-71  ONCA complete window

You just completed the client configuration for your remote database. Click
Finish to continue.

The OUI End of Installation window opens (Figure 6-72).
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4 Oracle Universal Installer: End of Installation o ] 5

End of Installation

The installation of Oracle9i Client was successful.

ORACLE’

Figure 6-72 OUI end of installation window

Congratulations! You just completed the client installation and configuration for
your remote database. You can now remotely access your database.

Configure remote database on client
From a Windows 2000 desktop, where the Oracle9i client is installed, open the
Oracle9i Net Configuration Assistant by selecting:

Start->Programs->0racle - OraHome90->Configuration and Migration Tools->Net
Configuration Assistant

The Oracle Net Configuration Assistant (ONCA) Welcome window opens
(Figure 6-73).
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Oracle Met Configuration Assistant: Welcome

Welcome to the Oracle Net Configuration
Assistant. This tool takes you thraugh the
following commaon configuration steps:

Choose the configuration you wauld like to dao:

T Listener configuration

" MNaming Methods configuration

® | ocal Met Service Mame configuration

" Directory Usage CGonfiguration

Cancel jl Help ) Back Mext =

Figure 6-73 ONCA welcome window

This window gives you several options. The option to configure a remote
database on the local network is Local Net Service Name configuration. Select
this option, and then click Next to continue.

The ONCA Net Service Name Configuration window opens (Figure 6-74).
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DOracle Met Configuration Assistant: Net Service Name Configuration

To access an Oracle database, or other service, across the
network you use a net service name. The Oracle Met
Caonfiguration Assistant allows you to woark with net service
names resolved using local naming.

Selectwhat you want to da:

® Add

C Reconfigure
T [Delete

" Rename

" Test

Cancel jl Help ) & Back

Figure 6-74 ONCA net service name configuration window

This window allows you to select a task. We want to configure a new database to
the client software. To add a new database, click Add. Click Next to continue.

The Net Service Name Configuration (NSNC), Database Version window opens
(Figure 6-75).

Chapter 6. Implementing Oracle9i on iSCSI 273



DOracle Net Configuration Assistant: Net Service Mame Configuration, Database ¥ersion

Wihat version of Oracle datab

ASE OF
g7 service doyou wantto acces
ar service ® OracleSior later database

ASE Of Semvice C Oracled release 8.0 datah:

Cancel /I Help ,J & Back |

Figure 6-75 NSNC database version window

We chose latest Oracle version (Oracle9i).
Select your option, and then click Next to continue.

The NSNC, Service Name window opens (Figure 6-76).
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Oracle Net Configuration Assistant: Net Service Mame Configuration, Service Name

For an Qracledi or later database ar service you must
provide its semvice name. An Oracledi or later
database's service name is narmally its glahal
databasze name.

Senice Mame: [tierra.almaden.ibm. cor|

Cancel ,J Help /I & Back | et :>]

Figure 6-76 NSNC service name window

Enter the service name, and click Next to continue. In our case, it is the global
database name. The global database name is composed of database name and
domain name.

Our database name is ‘tierra’, and the domain name is ‘a/maden.ibm.com’.

The NSNC, Select Protocols window opens (Figure 6-77).
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Oracle Met Configuration Assistant: Net Service Mame Configuration, Select Protocols

To communicate with the database across 2
network, a network protocol is used. Select the
protocal used for the database you want to access.

TCPS
IPC
MMP

Cancel jl Help ) & Back

Figure 6-77 NSNC select protocols window
Our network protocol is TCP/IP. We selected TCP by clicking on desired protocol.
Select your protocol, and click Next to continue.

The NSNC, TCP/IP protocol window opens (Figure 6-78).
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DOracle Met Configuration Assistant: Net Service Name Configuration, TCP/IP Protocol

To communicate with the databhase using the TCRIP
protocal, the database computer's host name is required.
Enter the host name far the computer where the database
is lacated.

Host name: senegal

ATCPIIP port number is also required. In most cases the
standard port number should be used.

® Use the standard port number of 1521

T Use another port number: |1521

Cancel jl Help ) & Back

Figure 6-78 NSNC TCP/IP protocol window
Enter the host name where the Oracle software resides.
In our case itis ‘senegal’. We used the default standard port number 1521.

Select your port number. You can select another port number as long as is not
used by another application. Click Next to continue.

The NSNC, Test window opens (Figure 6-79).
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DOracle Met Configuration Assistant: Net Service Name Configuration, Test

You canverify that an Oracle database can he reached,
using the information provided, by perfarming a connection
test

Would you like to testthat a connection can be made to the
databaze?

T Mo, do not test

Cancel jl Help ) & Back Mext

Figure 6-79 NSNC test window

Once the database is configured on the Oracle client, it is a good idea to test
your configuration. We chose to test for connectivity by selecting Yes.

Make your choice, and click Next to continue.

The NSNC, Connecting window opens (Figure 6-80).
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Oracle Met Configuration Assistant: Net Service Name Configuration, Connecting

Waitwhile the Oracle MNet Configuration Assistant tries ta
connect to the database using the information you
provided. ..

Cetails:

Connecting... Test successiul.

Change Login

Cancel /I Help ,J & Back

Figure 6-80 NSNC connecting window
Our connectivity to the configured database tested successfully.

For another option, you could change your login by clicking the Change Login
button. You could also go back to review you configuration choices and retest. To
go back, make consecutive clicks on Back button, until you find the configuration
items you want to review.

Click Next to continue.

The NSNC, Net Service Name window opens (Figure 6-81).
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Oracle Net Configuration Assistant: Net Service Name Configuration, Net Service Name

Chaase a name far this net service name. The Qracle
Met Configuration Assistant has defaulted the net
setvice name to he the same as the service name you
entered earlier, butyou can change it to be any name
you choose.

Met Service Mame: tierra

Cancel J Help /l & Back

Figure 6-81 NSNC net service name window

The net service name on the client software is the database name. The default
used from previous windows is ‘tierra’. If this is not correct, enter the correct
database name, and then click Next to continue.

The NSNC, Another Service Name? window opens select (Figure 6-82).
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Oracle Net Configuration Assistant: Net Service Name Configuration, Another Net Service Name?

Would you like to caonfigure another net service name?
@ o

" Yes

Cancel ,J Help ,J & Back

Figure 6-82 NSNC another service name window
We chose not to configure another database.
Select No, and then click Next to continue.

The NSNC, Complete window opens (Figure 6-83).
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Oracle Net Configuration Assistant: Net Service Name Configuration Done

Met service name Caonfiguration Completel

Cancel J Help /l

Figure 6-83 NSNC complete window

Congratulations! You just completed a net service name configuration on your
remote database. You can now remotely access your database.

Click Next to continue.

The ONCA Welcome window opens again (Figure 6-84).

Tip: If after successful database client configuration and testing, access to
database is not possible, even though your database was started properly,
then stop and start the listener process. See 6.5, “Hints and tips” on page 283.
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Oracle Net Configuration Assistant: Welcome

Welcome to the Oracle Met Configuration
Assistant. This tool takes you through the
following common configuration steps:

Choose the configuration you would like to do;

" Listener configuration
T Maming Methods configuration
® |_ocal Met Service Mame configuration

" Directory Usade Configuration

Finish ,J

Cancel ,J Help /I

Figure 6-84 ONCA welcome window
You completed the configuration, click Finish to exit.
Once you have completed the configuration, the only other task is to ensure that
your remote hosts and protocol are defined on your desktop files:
» C:\WINNT\system32\drivers\etc\services
Add a new entry for the host with IP address: 9.1.38.166 senegal
» C:A\WINNT\system32\drivers\etc\iosts
Add a new entry for the Oracle listener port number and protocol:

oralsnr 1521/tcp #oracle port and protocol

6.5 Hints and tips

Here are some recommendations, hints and tips. Some of the information was
included in the steps which you’'ve already completed, and it is repeated here for
convenience. Other information here is helpful for you to know. Please review it
carefully.
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Shutdown and start database and listener
Make sure ORACLE_SID is set properly. See the next three list items for
Windows or Linux. Otherwise, at the command line, use these commands:

>1snrctl stop (stop listener process)
Or,

>1snrctl start (start lTistener process)
>sqlplus “/ as sysdba” (connect to database)

SQL>shutdown immediate (shutdown database)
Or,
SQL>startup (start database)

. Every time you configure the Oracle9i client to add a database, stop and start

the listener process.

. For Linux, ensure the $ORACLE_HOME/bin/oracle executable has the

appropriate permissions. It should be rwsr-s--x. If it's not, then shutdown the
database and change permissions. Then start the database, to change
permissions, and enter at the prompt:

chmod 6751 $oracle_home/bin/oracle

. For Windows 2000 or Linux, set the ORACLE_SID variable to the desired

database name before accessing the database.

— Windows 2000 — change registry
— Linux — export variable with appropriate settings

Recommendations
» For database migration to a new Oracle9i version, consult the Oracle

migration documentation.

» While Oracle9i net assistant is running, we recommend that you do not open

other windows on top of it. The window will not refresh in some instances and
you will not know when the installation process finishes or if it hangs.

Hints and tips
» For Linux, to invoke the Database Configuration Assistant (you must have an

X-term window or emulator); enter this at the Linux prompt:
> dbca

For Linux, to invoke the Net Configuration Assistant, (you must have an
X-term window or emulator); enter this at the Linux prompt:

> netca
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» SVRMGRL, server manager, and the CONNECT INTERNAL command was
desupported in Oracle9i. The new syntax to access desupported functionality,
is by using SQLplus:
sqlplus “/ as sysdba” or
sqlplus /nolog with following command
connect / as sysdba or
connect <username/password> as sysdba

When the connect command is used consecutive times, an error will occur in
both UNIX and Windows environments. The Oracle Metalink Web site has
documented these errors for UNIX, mostly for Oracle 8 versions.

This error number is ora-24314 service handle not initialized (Figure 6-85).
On Windows 2000, the only way to get around this error was by rebooting the
system. We were not able to see the SQLplus process running, therefore
could not end the process, as recommended by Metalink UNIX
documentation on this error. As of the time of writing this redbook, no Metalink
documentation for Windows 2000 was found for this error. For updated
information, please check:

http://metalink.oracle.com

On Linux, we tried to reproduce this same error, but were unsuccessful. Here
is the command error window.

r Command Prompt

ERROR :
ORA-24314: service handle not initialized

£QL> connect syssmanager as sysdha
OR:

0RH—B£BI7: invalid uwsername password; logon denied

SQL> exit
E:“8QL>sglplus /nolog
SQL=*Flus: Release 9.8.1.8.1 — Production on Wed Hov 7 B2:27:58 2881
{c» Copyright 2881 Oracle Corporation. All rights reserved.
8QL> connect ~ as sysdha
ROR :

ER H
ORA-24314: service handle not initialized

Figure 6-85 Command prompt error window

» In Oracle9i database there are several, desupported and deprecated
parameters. Here are the lists:
Desupported Initialization Parameters in Oracle9i:

— always_anti_join
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— always_semi_join

— job_queue_interval

— optimizer_percent_parallel

— hash_multiblock_io_count

— db_block_lru_latches

— db_block_max_dirty_target
— sort_multiblock_read_count
— db_file_direct_io_count

— gc_defer_time

— gc_releasable_locks

— gc_rollback_locks

— Im_locks

— Im_ress

— use_indirect_data_buffers

Deprecated Initialization Parameters in Oracle9i:

— rollback_segments

— fast_start_io_target

— transactions_per_rollback_segment
— log_checkpoint_interval

— db_block_buffers

— buffer_pool_keep

— buffer_pool_recycle

» To view the configuration parameters for existing databases, perform one or
more of the following statements:

— select * from v$parameters; (shows the current value for the session
performing the query)

— select * from v§system parameter; (shows the instance-wide value for
the parameter)

— select * from v§option; (options that are installed with the Oracle
server)

6.6 Configuring startup scripts for Oracle

This section provides a complete script for starting Oracle safely, after the iISCSI
HDD has been attached as a local drive.

In Table 6-2 are all the affected services that need to be changed to start Oracle
safely.
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Table 6-2 Affected services that need to be changed

Service name Startup type
AutoExNt Automatic
Computer browser Manual
server Manual
Distributed File System Manual
OracleOraHome90TNSLis | Manual
tener

OracleServiceTIERRA1 Manual

(Required data base)

OracleMTSRecoveryServi | Manual
ce

The script in Example 6-2 will attempt to connect the iISCSI drives. If it fails to
connect, it will not start the Domino Services, and intervention is then required.

Example 6-2 Attempt to connect the iSCSI drives

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
net start “IBMiSCSIcfg”

sleep 10
net start “server”
net start “computer browser”

net start “Distributed File System”

if exist g:\ goto iscsi_yes
Goto ISCSI_Error

sleep 5
goto drive_ofline
tiscsi_yes
net start “OracleOraHome90TNSListener”

net start “OracleServiceTIERRA1”
net start “OracleMTSRecoveryService”
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The Script in Example 6-3 will keep attempting to reconnect the G: drive until it is
successful. After connection of the G: drive, the required Oracle services will be
started. We recommend that this script is implemented at the end of the
instigation, after the drive Letter has been selected.

Example 6-3 Attempting to reconnect

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
net start “IBMiSCSIcfg”

sleep 10

net start “server”

net start “computer browser”

net start “Distributed File System”
if exist g:\ goto iscsi_yes

net stop “IBMiSCSIcfg” /yes

net stop “computer browser” /yes
net stop “server” /yes

sleep 5

goto drive_ofline

tiscsi_yes

net start “OracleOraHome90TNSListener”

net start “OracleServiceTIERRA1”
net start “OracleMTSRecoveryService”

Note: For more information on scripts refer to Example 2-1 on page 35.
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SAP R/3 considerations for
iISCSI

The intent of this chapter is to discuss using the IBM TotalStorage IP Storage
200i device and the Cisco SN5420 IP Storage Router as the 1/0 subsystem for
an IBM @server xSeries Server with Microsoft Windows NT/2000.

Previously in Chapter 5, we discussed DB2 UDB EE V7 implementation
specifics. In this chapter, we present specific issues regarding DB2 in an SAP
R/3 implementation. In this chapter we provide a “proof of concept” for installation
and operational viability only.

Performance/Stress testing, Clustering and/or High Availability models were not
the object of this implementation. Additionally, backup and recovery scenarios
using Tivoli Storage Manager (TSM) or other third party backup software tools
were not the object of this effort. However, we should mention that DB2 backup
administration tools and SAP R/3 backup administration tools were used
successfully to local iISCSI disk and locally attached tape drives.

It is not the intent of this chapter to reiterate the installation of DB2 UDB or SAP
R/3. There are several IBM Redbooks regarding SAP R/3 and DB2 UDB on
xSeries Servers and Microsoft Windows NT/2000. Refer to IBM Redbooks or
appropriate vendor documentation for these activities at the following Web sites:

http://www.redbooks.ibm.com
http://www.ibm.com/db2
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7.1 A general model of SAP R/3

290

Figure 7-1 is a graphical representation of the SAP R/3 application product. Note
that a thorough review of the firm’s business requirements should be performed
before implementing this product. Additionally, review the prerequisites and
considerations from SAP AG, the relevant hardware vendor, the software
operating system vendor, and the database software vendor.

SAP Technical Hierarchy

Transaction data
SAP

SAP Master data Transaction

System
Configuration >

ABAP - eposnoty Ob]ects
SAP

Operating System

Figure 7-1 SAP technical hierarchy

As is depicted in this figure, the SAP R/3 application product is constructed in
such a manner as to support various database and operating system products.
SAP AG regularly supplies updated information regarding release levels and
supported database, operating systems, and hardware products — contact SAP
AG for details or refer to their Web site for the latest information on SAP R/3
applications:

http://www.sap.com

Attention: SAP AG recommends that only SAP R/3 Certified technicians
install the SAP R/3 application.

This redbook is based on an installation of SAP R/3 4.0b and is appropriate to
other versions of SAP R/3 4 .xx.

The SAP R/3 model allows for three basic types of installations:

» Single tier
» Two tier
» Three tier
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Refer to SAP R/3 documentation at http://www.sap.com for additional
information regarding SAP R/3 implementation specifics.

In this implementation, a two tier model was used. The database instance and
central instance application server was installed on an IBM Netfinity 7600 server
and the client instances used were IBM Thinkpads. No other SAP application
servers were in use.

7.2 SAP R/3 certification requirements (iXOS)

This section discusses iXOS certification requirements. This section is available
in other redbooks, regarding SAP R/3 implementations. It is presented again
here for informational purposes.

iXOS Software AG (iXOS), in close cooperation with SAP, has developed a
server hardware certification process for the purpose of investigating the
performance and stability of SAP R/3 on Microsoft Windows NT platforms. This
certification is essential for all hardware manufacturers. Since 1993, the R/3 NT
Competency Center (R3 NTC) of iXOS has exclusively performed the
certification process, as an independent assessor, for a large number of
Microsoft Windows NT platform hardware vendors.

Note: SAP supports the operation of certified R/3 systems only.

7.2.1 Certification categories

There are five different hardware certification categories as developed by iXOS in
conjunction with SAP. The hardware certification testing is executed by iXOS:

» Initial certification: The first (and only the first) Microsoft Windows NT server
offering from a hardware vendor must undergo the initial certification. A very
detailed test sequence is performed.

» Ongoing certification: All server offerings for R/3 on Microsoft Windows NT
currently offered to the market are subject to the process of the ongoing
certification. Twice a year, the ongoing certification tests are repeated on
each server offering. The ongoing certification is executed to validate the
operation of the system in conjunction with a new release of Microsoft
Windows NT or an upgrade of hardware or firmware by the hardware vendor.

» Ongoing controller certification: This level of certification allows for a set of
reduced tests to be performed to certify /O controllers offered by hardware
vendors. Once an I/O controller is certified by iXOS, it is certified for use in all
the hardware vendor’s Microsoft Windows NT server products that have been
certified by iXOS.
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» zSeries and S/390 certification: This certification requires reduced tests to
be performed against an already certified NT platform that is to have access
to a DB2 database on an S/390. For this certification category, it is the
connectivity type that is certified. Each connectivity type (for example, FDDI,
Fast Ethernet, ESCON) must be certified once per hardware vendor.

» Outgoing certification: Hardware platforms no longer being sold for R/3 on
Microsoft Windows NT, but still used by customers in a productive
environment are subject to an outgoing certification.

To enter the SAP R/3 on Microsoft Windows NT market, a hardware vendor must
secure an initial certification for its server platform. The first server offering and
all subsequent server offerings that a hardware vendor may supply to the market
are subjected to the ongoing certification, until they are no longer offered for SAP
R/3 on Microsoft Windows NT.

7.2.2 Hardware components
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According to the iXOS certification process a hardware platform consists of three
different types of components:

» Critical components

— The chip set: A platform is defined by its chip set and corresponding
chipset extensions that enable the data transfer between processor,
memory, and I/0. Changing the chip set requires that a Microsoft Windows
NT server system must undergo an ongoing certification.

— The I/O controller: A particular I/O controller must be certified once for
each hardware vendor. If an I/O controller has been successfully tested
with one Microsoft Windows NT server offering, supplied by a hardware
vendor, it is certified with all other iXOS certified Microsoft Windows NT
server offerings supplied by the vendor (if supported by the vendor).

The same applies to the certification of S/390 connectivity types.
» Peripheral components

The hardware vendor is obligated to provide a list of all peripheral
components associated with the server system to be used in support of SAP
R/3 on Microsoft Windows NT. The hardware vendor guarantees function and
support of the components listed. If any of the peripheral components are
replaced the list is to be updated by the hardware vendor and no new
certification is necessary.

Peripheral components are:

— Hard disks
- Memory
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— Network adapter
— Backup device

» Non-critical components

All components that are not defined as critical components or peripheral
components, are defined as non-critical components. Changing non-critical
components does not affect the certification of the platform. Non-critical
components are, for example:

Monitor
Graphic adapter
Mouse
Others

At the time of writing this redbook, the IBM TotalStorage IP Storage 200i and the
Cisco SN5420 IP Storage Router I/O storage subsystems have not been certified
by iXOS.

For more information, refer to the iXOS Web site at:

http://www.ixos.com

Note: SAP R/3 certification rules do not require the certification of 1/0
subsystems. However, iXOS offers, to vendors of I/O subsystems, special
tests that validate the stability and measure the 1/O performance of the
storage solution. At the time of writing this redbook, the iISCSI I/O subsystems
have not been certified by iXOS.

7.3 Use of Windows AutoExNt-Service and iSCSI

For an SAP R/3 system on Microsoft Windows NT/2000, several system services
will need to be available at system startup and operation. With the iSCSI
attached disk, it is necessary to use Microsoft Windows AutoExNt-Services.
These services are available with Microsoft Windows 2000 and are also
supported on Microsoft Windows NT.

7.3.1 Windows AutoExNt-Service for SAP R/3 and DB2 UDB

The rationale for the use of Microsoft Windows AutoExNt-Service is to insure disk
availability, before the database application and the SAP R/3 application need
access to the disk — for the services listed in the table below that are typical for
an SAP R/3 system with DB2 UDB.
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Table 7-1 presents various systems services.
Table 7-1 AutoExNt-Service

Service Status @sys boot Startup
DB2 - DB2 Manual
DB2 - DB2C11 Started Automatic
DB2 - DB2DAS00 Started Automatic
DB2 Governor Manual
DB2 JDBC Applet Server Manual
IBMiSCSicfg Started Manual
SAPC11_00 Started Automatic
SAPOSCOL Started Automatic
SAProuter Manual

Note: The SAP R/3 application product allows for SAProuter to be started in
the SAP R/3 System startup profile and this is recommended. Reference the
SAP R/3 documentation for details on how this is implemented. However, it
may also be started by Microsoft Windows AutoExNt-Service.

The installation procedure of DB2 UDB creates the appropriate services for DB2.
During the installation of SAP R/3, these services are modified as required for
use by SAP R/3 and will differ slightly from a DB2 UDB implementation only.

During installation planning, the logical and physical layout of the disk should be
done only after the firm’s business requirements are known and understood for
the given system and application use. The business requirements include, but
are not limited to:

» System availability
» Backup and recovery requirements
» Disaster recovery requirements

» Performance expectations of the end users, for example, SAP R/3 dialog
response time

» Operational and system administrative requirements
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7.3.2 Implementation of the AutoExNt-Service

At system reboot, various system services are started. To insure that network
attached disks are available, the Microsoft Windows AutoExNt-Service is
implemented. This package is available in the Microsoft Windows NT 4.0
Resource Kit, at:

http://www.microsoft.com
http://support.microsoft.com/directory

The Microsoft Windows AutoExNt-Service is made up of four files:

instexnt.exe
sleep.exe

autoexnt.exe
AutoExNt.bat

vVvyyy

The procedure is relatively simple:

1. Place the first three files in the \Winnt\System32 directory of the server.

2. Execute instexnt.exe install to install service.

3. Use edit.com or other ASCII editor to create the AutoExNt.bat command file.
Example 7-1 is a script that will attempt to connect the iSCSI drives, if it fails to
connect it will not start the SAP Services, and intervention is then required.
Example 7-1 Single attempt startup script

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
net start “IBMiSCSIcfg”

sleep 10
net start “server”
net start “computer browser”

net start “Distributed File System”

if exist g:\ goto iscsi_yes
Goto ISCSI_Error

sleep 5
goto drive_ofline
tiscsi_yes

net start “DB2 - DB2”
net start “SAProuter”
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tiscsi_error

The script in Example 7-2 will keep attempting to reconnect the G: drive until it is
successful. After connection of the G: drive, the required SAP services will be
started. We recommend that this script is implemented at the end of the
instigation, after the drive letter has been selected.

Example 7-2 Attempting to reconnect

net stop “Computer browser” /yes
net stop “server” /yes

:drive_ofline
net start “IBMiSCSIcfg”

sleep 10

net start “server”

net start “computer browser”

net start “Distributed File System”
if exist g:\ goto iscsi_yes

net stop “IBMiSCSIcfg” /yes

net stop “computer browser” /yes
net stop “server” /yes

sleep 5

goto drive_ofline

tiscsi_yes

net start “DB2 - DB2”
net start “SAProuter”

Note: For more information on scripts refer to 2.2.2, “Disk drive addressing”
on page 34.

7.4 Information about disk layouts
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Throughout this section, the term, Windows disk n, means the disk n that we
observe in the Windows NT/2000 Disk Administrator window. In a database or
clustered configuration this is normally a RAID disk array consisting of two or
more physical disks or a subdivision of a RAID disk array (so-called logical drive).
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Note: This model may lend itself well for clustering environments, when or if
clustering becomes a future direction of the firm and the IBM 200i.

The local/internal disks contain the Windows NT/2000 operating system
(production and emergency) and the page files and software needed
independently of the database log and data files. The recommended data
security for the local disks should be achieved with hardware RAID-1.
Additionally, if desired and as used in many shops, RAID-1 could be
implemented for the database log files on the Tower Model 200 and RAID-5 for
the database data files.

The following shared disks, implemented in RAID-1 or RAID-5, are needed:

R/3 files (R/3 binaries, SAP control files, etc.)
DB2 or database binaries

Active database log files

Archived database log files

Database data files

vVvyyvyyvyy

7.4.1 Disk considerations for DB2 and SAP R/3

Note: Microsoft clustering is not covered, however some differences are noted.
At this time, clustering and/or high availability models are not supported by the
iISCSI solutions presented in this redbook.

1. All partitions are NTFS partitions.

Notes: The terms “local” or “internal” drives are used interchangeably.
Essentially the intent expressed is a drive that is internal to the xSeries Server
and not a disk that is internal or in a rack drawer of the Tower Model 100 or
Rack Model 200. The IBM Total Storage iSCSI 200i solution drives are
represented to the Windows NT/2000 operating system as ‘local’ drives. The
term “shared” drive implies a drive that is part of the IBM Total Storage iSCSI
200i solution.

2. Windows NT disk 0 and 1 must have at least 4.5 GB of available space.

3. For R/3 4.xx, SAP “requires” a page file with a size at least four times the
amount of physical memory. In a cluster environment, SAP requires a page
file with a size at least five times the amount of physical memory. With 3 GB of
memory you need 15 GB for page files. In this configuration you need to use
9.1 GB or even 18 GB disks for Windows NT disk 0 and 1.
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4. All software that has to be run locally on a node, regardless of the
accessibility of any shared disk, and has to be installed on a local disk.
Besides the operating system, this is:

— DB2 UDB software in \SQLLIB

— Backup software, for example, ADSM client, on local drive
— The SAP OS collector and SAP binaries on a local drive
— Paging file space on C: and/or D: drives

5. We highly recommend that you install the emergency/backup for Windows
NT/2000. This Windows NT/2000 product is used for backups and the
recovery of the production Windows NT.

— To correct problems with the boot partition you should create a bootable
diskette and boot into the emergency Windows NT/2000 and correct the
error from there.

— To correct problems with drivers and the registry in the production
Windows NT/2000, you boot into the emergency Windows NT and correct
the error from there.

SAP R/3 files

1. The main directory for SAP R/3 is \usr\sap. This directory contains the R/3
executable, R/3 profiles, instance-specific directories, and normally the
central transport directory.

2. The shared resource is “SAPMNT” of type “file share”, part of the SAP
application server file group, which points to the directory \usr\sap.

Note: In an MSCS environment you cannot store any database related files on
the same disk, because this disk is a requirement for the R/3 Application
Server.

DB2 UDB database files

1. The database software, DB2 UDB Enterprise Edition, has to be installed
locally on the node. The standard directory is \SQLLIB. The databases <SID>
and<SID>adm need also to be installed on a shared drive.

2. The database data files, the active database logs, and the archived database
logs have to be stored on different disks to avoid that data is lost or at least
the amount of data lost is minimized in the case of a RAID array failure.

3. The disk holding the active database logs, is the disk with the largest number
of synchronous disk writes. Try to connect this disk to a channel or adapter
with low other load. If possible, separate this disk at least from the disk which
stores the archived database logs, because every time the “DB2 User Exit”
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process is started, a log file is copied from the active database logs to the
archive database logs while a new log file data to the active log disk.

Note: In a cluster configuration, it is not possible to store the archived
database logs on the same drive as the R/3 binaries. The “DB2 user exit”
process is always started on the machine running the database instance. If
the R/3 server is running on the other node, the “DB2 user exit” process has
no access to the “R/3 files” drive. Therefore, you need an additional disk,
which is also part of the database cluster group.

4. When a database log file becomes inactive, the RDBMS calls the DB2
UserExit (DB2UE). The DB2UE, in turn, copies the active database log file to
the archive database file directory and then deletes the original database log
file. Every write access requires that besides the real data, the new parity be
written back to disk in synchronous mode. If you use a different controller type
in conjunction with RAID-5, make sure that it has a write back cache and that
this cache can be activated.

5. The maximum number of RAID-5 arrays to be configured for the database
data should not exceed six for a new installation, because the R3 SETUP
offers only the distribution of “sapdatai1” up to “sapdata6” to different Windows
NT disks. You can add additional drives later as needed.

7.4.2 Recommended disk layout and configuration

For performance reasons, the database data files should be distributed over six
Windows NT disks. One possible optimal distribution of database data on
different Windows NT disks is shown in Table 7-2.

Attention: Thought should be given to the volume label names. This will aid
you with administrative duties and troubleshooting should the need arise. An
example volume label name would include information regarding the location
of the disk, for example, server or storage device, and general function of the
array, for example, sap, db2, etc.
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Table 7-2 Filesystem layouts for SAP R/3 on Microsoft Windows NT/2000

Note: Refer to the SAP R/3 documentation for filesystem sizes, because this
will depend on the specific version of SAP R/3 in use.

Drive Disk Filesystem Description Raid level Location
letter number
C 0 \winnt Windows OS RAID-1 Local
D 1 paging paging RAID-1 Local
E 2 \usn\sap\<sid> SAP binaries RAID-1 Local
\usn\sap\trans DB2 binaries
\sqllib Backup software
\other applications other applications
3 \db2\<sid>\log_dir DB2 active logs RAID-1 200i device
G 4 \db2\<sid>\log_archive DB2 archive logs RAID-1 200i device
\db2\<sid>\sapreorg DB2 reorg space
H 5 \db2\<sid>\sapdata1 Tablespaces RAID-5 200i device
| 6 \db2\<sid>sapdata2 Tablespaces RAID-5 200i device
J 7 \db2\<sid>\sapdata3 Tablespaces RAID-5 200i device
K 8 \db2\<sid>\sapdata4 Tablespaces RAID-5 200i device
L 9 \db2\<sid>\sapdata5 Tablespaces RAID-5 200i device
M 10 \db2\<sid>\sapdata6 Tablespaces RAID-5 200i device

Important: The default installation of SAP R/3 with DB2 UDB mixes data
tablespaces and index tablespaces as well as DB2 system tablespaces in the
same directories. On-going performance monitoring may call for the
separation of data, index, and system tablespaces to their own disk arrays.

7.5 SAPRouter configuration and recommendations

300

SAP OSS Note 30289 provides a thorough explanation of SAProuter’s use,
purpose, and features. Because the IBM TotalStorage IP Storage 200i uses
transport of SCSI storage over IP (SAN over IP) and delivers this storage over
Ethernet, a special mention of this important SAP R/3 function and the
saprouttab file is discussed in this section.
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It is desirable to isolate the IP 1/O traffic from the IP communications traffic used
by SAP R/3. This may be accomplished by several different methods. An
additional step is recommended here, specifically in the saprouttab definition
file. SAProuter may be used to either permit or deny access to the SAP system.

In the example below, 9.24.105.202 is the host IP address, and 9.24.105.101 is
the IP host address of the data port on the IBM TotalStorage IP Storage 200i.
The specific entries will be determined by the network model in use. The general
recommendation is to isolate the data traffic from the user traffic by use of
switching and/or subnetting. A sample saprouttab is shown in Example 7-3.

Example 7-3 Sample saprouttab

# this is a sample saprouttab:
D host3

# iSCSI data path

D 9.24.105.101 9.24.105.202

P 9.24.%.% 9.24

P 9.24.105.202 localhost 3299

# deny all routes from host3

# deny all routes from 9.24.105.101 to 9.24.105.202 (iSCSI storage)

# permit all routes to/from addresses matching 9.24

# permit all routes from host to local host

# o o o o e

7.6 Networking recommendations

The \winnt\system32\drivers\etc\hosts file is the primary networking file in use
(Example 7-4).

Example 7-4 Hosts file

# Contents of hosts file

# Following are the contents of hosts file used during the installation:
# hosts file for R/3 DB2 UDB cluster installation

127.0.0.1 localhost

9.24.105.202 nf7600 SAPTRANSHOST

9.24.105.101 iSCSIhosta #data port

10.0.0.2 iSCSIhostb #maintenance port
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7.7 Cisco SN5420 IP Storage Router and IBM ESS

The IBM Enterprise Storage Server (ESS) allows for RAID-5 LUNS and/or JBOD
disk configurations (just a bunch of disks), as of the time of writing this redbook.
RAID-1 is not generally supported. The IBM ESS disk ranks can be configured
as RAID 5 or non-RAID arrays (just a bunch of disks). Therefore RAID-1
configurations are not generally possible. A determination will need to be made
regarding this issue. If RAID-1 is the preferred model, then an internal disk may
be the best choice. If RAID-5 arrays are acceptable, then logical external drives
may be configured on the IBM ESS.
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Data migration
considerations for DB2

In this appendix we provide an overview of migration from DB2 on one platform
to DB2 on a different platform. In the case of migration from other vendor’s
RDBMS to DB2, we suggest you use application specific tools as necessary.
When you move data between DB2s on different platforms, use db2move and
db2100k tools. Always consult with the vendors that may be using an application
that is integrated with DB2. Examples of such vendors would be R/3 and Siebel.
In many cases, these other vendors may have developed specific tools pertaining
to database migrations.

We describe how to copy database objects (for example, tables, and
tablespaces) between DB2 on the same or a different operating system. For this
purpose you can use db2move (database movement) and db2look (DB2
statistics and DDL extraction) tools.

Procedures described in the following sections are applicable to different
versions of DB2 on operating systems where DB2 UDB for UNIX, Windows, and
OS/2 are available.
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Moving database objects

In this section we describe some examples of moving database objects using
DB2 tools.

DB2MOVE EXPORT and DB2MOVE IMPORT

304

If you only need to copy tables between two DB2s, or if you want to import tables
into a new database (the other option is to LOAD), follow the steps described
below. This approach is used if your tables are not already created. Import is
generally slower than load, so consider using db2move 1oad, described in
subsequent pages.

1. Log on to the platform from which you want to export tables as a user, with the
required authorization for export.

2. Use the db2move tool to export all tables and their contents:
db2move <database-alias> export

To export a subset of tables, use the options described in DB2 UDB
Command Reference.

You will get the following files generated by EXPORT:

— tabnnn.ixf: The exported PC/IXF file of a specific table that is needed for
creation of tables.

— db2move.lst: The list of all files can be used as input to the db2move
IMPORT or LOAD action.

— tabnnn.msg files: The export message file of the corresponding table.
— export.out: The summarized result of the export action.

— tabnnnc.yyy: The exported LOB files of a specific table when your tables
contain LOBs.

— system.msg: The message file containing system messages when your
table contains LOBs.

3. Transfer db2move.Ist and all tabnnn.ixf files (also tabnnnc.yyy, if your tables
contain LOBSs) to your target server by using, for example, FTP. You do not
need to copy tabnnn.msg files, because they include only messages
produced by export.

4. Log on to the target operating system as a user, with the required
authorization for import.

5. Create a new database:

create db <database-alias>
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6. Use db2move to import tables into an existing database:

db2move <database-alias> import

DB2MOVE EXPORT, DB2LOOK, DB2MOVE LOAD

If you need to load the contents of the tables into a database, or if you want to
copy objects other than just tables, you have to use db2look and db2move. In
order to use the db2move load command, the target tables must already exist.

Use this approach if you have a larger amount of data, because load is faster
than import. For creating tables and other database objects, use the output
created from db2look.

1. Log on as a user, with the required authorization for export.

2. As in the previous example, use db2move to export all tables and their
contents:

db2move <database-alias> export
3. Use db2look to get DDL statements for creation of all required objects:
db21ook -d <database-alias> -a -e -1 -x -o <outfile-name>

You should have the information about all objects created by all users in the
outfile:

— DDL statement for database objects such as tables, views, automatic
summary tables, indexes, triggers, user defined functions, etc.

— Authorization DDL (for example, GRANT statement)

— DDL statements for user-defined tablespaces, user-defined bufferpools,
and user-defined nodegroups

4. Transfer <file name>.sql, db2move.lIst, and all tabnnn.ixf files (as well as
tabnnnc.yyy, if your tables contain LOBs) to your target operating system by
using, for example, FTP. Be careful to upload the <file name>.sql file in text
mode, not binary mode. You do not need to copy tabnnn.msg files, because
they include only messages produced by export.

5. Log on onto the target operating system as a user, with the required
authorization for load.

6. Create a new database:
create db <database-alias>

7. Edit <outfile-name>.sql and correct the CONNECT TO <database name>
statement to match your new database name.
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8. Run the <outfile-name>.sql file containing DDL to create all database objects.
The file is created by db2look (see Step 3):

db2 -tvf <outfile-name>.sql
9. Use db2move to load tables into an existing database:
db2move <database-alias> load

Note: User-defined functions are not copied by using db2move and db2look.
You have to reinstall UDFs manually.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

IBM Redbooks

For information on ordering these publications, see “How to get IBM Redbooks”
on page 308.
» Tuning IBM e(logo)server xSeries Servers for Performance, SG24-5287

» Using LDAP for Directory Integration: A Look at IBM SecureWay Directory,
Active Directory, and Domino, SG24-6163

Getting the Most From Your Domino Directory, SG24-5986

LDAP Implementation Cookbook, SG24-5110

A Roadmap for Deploying Domino in the Organization, SG24-5617
Database Performance on AlX in DB2 and Oracle Environments, SG24-5511
Implementing SAP R/3 4.5B Using Microsoft Cluster Server on IBM Netfinity
Servers, SG24-5170

Optimizing IBM Netfinity Servers for SAP R/3 and Windows NT, SG24-5219
DB2 UDB V7.1 Performance Tuning Guide, SG24-6012

» |P Storage Networking: IBM NAS and iSCSI Solutions - Update, SG24-6240

vV vy VY VvYyy
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Other resources
These publications are also relevant as further information sources:

» Microsoft Exchange 2000 Server Resource Kit. Microsoft Press, September
2000. ISBN: 0735610177

» Microsoft Windows NT Server Resource Kit: For Windows NT Server
Version 4.0. Microsoft Press, November 1996. ISBN: 1572313447

Referenced Web sites

These Web sites are also relevant as further information sources:

» http://www.snia.org/English/Overview
Storage Networking Industry Association
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http://www.snia.org/English/Overview

» http://www.storage.ibm.com
IBM Storage

» http://java.sun.com
Source for Java Technology by Sun Systems

» http://kernel.org
Linux Kernel Archives

> http://www.cisco.com/pcgi-bin/tablebuild.pl/sn5420
Cisco SN5420 product page

> http://www.Totus.com/domino
Domino product page

> http://www.microsoft.com/exchange
MS Exchange

> http://www.microsoft.com/servers/downloads
Microsoft support download page

» http://www.pc.ibm.com/us/eserver/xseries/index.html
IBM Netfinity support page

> http://www.ibm.com/db2
IBM DB2 UDB product page

» http://support.microsoft.com/directory
Microsoft Product Support Services

> http://www.sap.com
SAP AG Official Web site

» http://www.ixos.com
SAP R/3 Certification

» http://www.oracle.com
Oracle home page

» http://metalink.oracle.com
Oracle MetaLink

How to get IBM Redbooks

Search for additional Redbooks or redpieces, view, download, or order hardcopy
from the Redbooks Web site:

ibm.com/redbooks

Also download additional materials (code samples or diskette/CD-ROM images)
from this Redbooks site.
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http://www.sap.com
http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/
http://www.ibm.com/redbooks/
http://www.oracle.com
http://metalink.oracle.com
http://www.storage.ibm.com
http://www.cisco.com/pcgi-bin/tablebuild.pl/sn5420
http://www.lotus.com/domino
http://kernel.org
http://java.sun.com
http://www.microsoft.com/exchange
http://www.microsoft.com/servers/downloads
http://www.ibm.com/db2
http://support.microsoft.com/directory
http://www.ixos.com

Redpieces are Redbooks in progress; not all Redbooks become redpieces and
sometimes just a few chapters will be published this way. The intent is to get the
information out much quicker than the formal publishing process allows.

IBM Redbooks collections

Redbooks are also available on CD-ROMs. Click the CD-ROMSs button on the
Redbooks Web site for information about all the CD-ROMs offered, as well as
updates and formats.
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Special notices

References in this publication to IBM products, programs or services do not imply
that IBM intends to make these available in all countries in which IBM operates.

Any reference to an IBM product, program, or service is not intended to state or

imply that only IBM's product, program, or service may be used. Any functionally
equivalent program that does not infringe any of IBM's intellectual property rights
may be used instead of the IBM product, program or service.

Information in this book was developed in conjunction with use of the equipment
specified, and is limited in application to those specific hardware and software
products and levels.

IBM may have patents or pending patent applications covering subject matter in
this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to the IBM Director of
Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact IBM Corporation, Dept.
600A, Mail Drop 1329, Somers, NY 10589 USA.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The information contained in this document has not been submitted to any formal
IBM test and is distributed AS IS. The use of this information or the
implementation of any of these techniques is a customer responsibility and
depends on the customer's ability to evaluate and integrate them into the
customer's operational environment. While each item may have been reviewed
by IBM for accuracy in a specific situation, there is no guarantee that the same or
similar results will be obtained elsewhere. Customers attempting to adapt these
techniques to their own environments do so at their own risk.

Any pointers in this publication to external Web sites are provided for
convenience only and do not in any manner serve as an endorsement of these
Web sites.
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The following terms are trademarks of other companies:

Tivoli, Manage. Anything. Anywhere.,The Power To Manage., Anything.
Anywhere., TME, NetView, Cross-Site, Tivoli Ready, Tivoli Certified, Planet Tivoli,
and Tivoli Enterprise are trademarks or registered trademarks of Tivoli Systems
Inc., an IBM company, in the United States, other countries, or both. In
Denmark, Tivoli is a trademark licensed from Kjgbenhavns Sommer - Tivoli A/S.

C-bus is a trademark of Corollary, Inc. in the United States and/or other
countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Sun Microsystems, Inc. in the United States and/or other
countries.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States and/or other countries.

PC Direct is a trademark of Ziff Communications Company in the United States
and/or other countries and is used by IBM Corporation under license.

ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel
Corporation in the United States and/or other countries.

UNIX is a registered trademark in the United States and other countries licensed
exclusively through The Open Group.

SET, SET Secure Electronic Transaction, and the SET Logo are trademarks
owned by SET Secure Electronic Transaction LLC.

Other company, product, and service names may be trademarks or service
marks of others.
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